






























            
චೖಋತ౲  ฉೖว౷ /दिƗण पिʮम रेलवे/SOUTH WESTERN RAILWAY 

Ůधान मुƥ संकेत व दूरसंचार अिभयंता का कायाŊलय, Ůथम मंिजल, रेल सौधा, गदग सडक, Šɬʟी। 
Principal Chief Signal & Telecom Engineer, Rail Soudha, Gadag Road, Hubballi-20 
सं. No. SG/SWR/ IP-MPLS/E-2-19 िदनांक Date: 19.04.2024 

 
CSTE/PROJ/UBL, CSTE/Planning 
CSTE/CN/BNC,CPM/GSU UBL, SBC & MYS  
Sr.DSTEs UBL, SBC & MYS 
 

िवषय: Applicability of Trusted Telecom Portal (TTP) for Inspection of Non-RDSO approved 
Telecom Items. 

 
संदभŊ:1.RDSO Letter No.RDSO-TELE0LKO(TECH)/8/2020 to ED/QA/S&T/RDSO/SBC, Dated 
09.02.2024. 

            2. Railway Board’s Telecom Circular No. 12/2023, Dated 11.10.2023. 
            3. Authority Para b) section A of Chapter-I of Indian Railway Telecom Manual 2021. 
 
Vide Railway Board’s Telecom Circular No. 12/2023, Dated 11.10.2023 (copy enclosed), Railway Board 
emphasizes the use of trusted products from reliable sources to maintain network integrity and security. 
Railway Board has directed that the LTE e-Node-B, cell site routers, switches and the IP/MPLS routers 
that will be used on Indian Railways should be got cleared through the Trusted Telecom Portal before 
the supply of equipment & it is applicable with immediate effect for all equipment being procured.  
 
Vide RDSO Letter under Ref-1 Dated 09.02.2024, (copy enclosed), RDSO reiterated that at present it 
is mandatory for four items i.e. LTE e-Node-B, cell site routers, switches and the IP/MPLS routers 
irrespective of the specification whether it is VSS, IPMPLS Router or VoIP Based TCCS. Inspection of 
IPMPLS Routers, VSS and VoIP based TCCS equipments should be carried out accordingly. 
 
Therefore, all concerned are once again strictly advised that the Railway Board/RDSO instructions to 
adhere adopt for implementation and follow this policy for systematic and professional working of 
Telecommunication System and professional work for all telecommunication matters over SWR without 
any deviation and laxity. 
 
in this regard to ensure compliance with the Trusted Telecom Portal requirements for the specified 
telecom equipment used on Indian Railways. Any non-RDSO approved items should undergo the 
necessary clearance processes before procurement and deployment.  
 
Compliance to be submitted to this office for appraisal of Railway Board/RDSO. 
 
Matter should be treated as Important and Most Urgent. 
 
Encl: Letters in Ref-1&2. 
 

                                         (जय Ůकाश िशवाजी/Jai Prakash Shivaji) 
मुƥ संचार अिभयंता/Chief Communication Engineer 

 
Copy to: 1. Dy.CSTE/Proj/SBC: for necessary action to ensure Applicability of Trusted Telecom Portal (TTP) 
for Inspection of All Non-RDSO approved Telecom Items. 
2. Dy.CSTEs/CN/SBC & UBL for necessary action for necessary action to ensure Applicability of Trusted Telecom 
Portal (TTP) for Inspection of All  Non-RDSO approved Telecom Items. 
3. Dy.CSTEs/GSU/UBL, SBC & MYS: for necessary action for necessary action to ensure Applicability of Trusted 
Telecom Portal (TTP) for Inspection of All  Non-RDSO approved Telecom Items. 



 

la[;k% RDSO-TELE0LKO(TECH)/8/2020                               fnukad : As signed. 

 
  
Executive Director/QA/S&T 
Bangalore 
 

 
 

Sub: Applicability of Trusted Telecom Portal (TTP) for inspection of non-
RDSO approved Telecom items. 

 
Ref: ED/QA/S&T/SBC letter No. DI/SBC/General Correspondence/A-8   dated        
        08.02.2024 

 
 

 Vide Railway Board circular No. 12/2023 dated 11.10.2023 it is directed the 
LTE e-Node-B, cell site routers, switches and the IP/MPLS routers that will be used 
on Indian Railways, should be got cleared through the Trusted Telecom Portal 
before the supply of equipment & it is applicable with immediate effect for all 
equipment being procured. The same is reiterated for ensuring compliance vide this 
office letter no. RDSO-QAST0LKO(VEND)/3/2019 dated 13.10.2023.  
 

In reference to your letter, it is mentioned that at present it is mandatory for 
above mentioned four items i.e. LTE e-Node-B, cell site routers, switches and the 
IP/MPLS routers irrespective of the specification whether it is VSS, IPMPLS Router 
or VoIP Based TCCS. 

 
Inspection of IPMPLS Routers, VSS and VoIP based TCCS equipments may 

be carried out accordingly. 
  
This has the approval of DG / S&T. 
 

 
 
 

fnus'k oekZ 

dk;Z-funs’kd@Vsyh&1 

 d`rs egkfuns’kd@flx- ,oa nwj- 

Dinesh Verma 
ED /Telecom-1 
for DG/S&T 

   edtele@rdso.railnet.gov.in 
Copy To:  

Executive Director/QA/S&T/Mumbai 
Executive Director/QA/S&T/Kolkata 
Executive Director/QA/S&T/New Delhi 
Executive Director/QA/S&T/Jaipur 
Director/QA/S&T/Lucknow 
Dy. Director/QA/S&T/Bhopal 

 

For information and necessary 
action accordingly. 

 
 

 
Phone     : 0522 – 2456389 
Fax         : 0522 – 2462635 

E-mail :edtelecomrdso@gmail.com 

               edtele@rdso.railnet.gov.in    
 

         Hkkjr ljdkj] jsy ea=ky; 

vuqla/kku vfHkdYi vkSj ekud laxBu 

y[kuÅ&226 011 
Government of India - Ministry of Railways 
Research Designs & Standards Organisation 

                LUCKNOW – 226011 

 
 

 

 

 

 
 

 

 

 

File No.RDSO-TELE0LKO(GEN)/27/2020-Telecom Directorate/RDSO







ನನೈಋತತ ರನೈಲಲ/दकक्षिण पकश्चिम ररलवर/SOUTH WESTERN RAILWAY
प्रधधान ममख् ससंकर त व ददरससंंधार अकभि्संतधा कधा कधा्धार्याल्, प्रथम मसंकजल, ररल ससौधधा, गदग सडक, हुब्बल्लली।

Principal Chief Signal & Telecom Engineer, Rail Soudha, Gadag Road, Hubballi
SG/SWR/UTS/259/Vol.XI ददनधासंक: 10.02.2026

Sr. DSTE/ UBL, SBC & MYS

Sub: Modification in Technical Specifications of Routers for PRS Modernization 
         Project (Tier- 2/3/4 locations). 
Ref: 1. CAO/PTS Letter No. CAO/PTS/129/PRS/Phase-II/Impl/2020/Part-2 dated 
             10.02.2026.
         2. Railway Board Letter No. 2024/Tele/6(3)/1 dated 06.02.2026.      

In reference to above, the Railway Board has issued modifications to the Technical
Specifications of routers to be deployed at Tier-2, Tier-3, and Tier-4 locations under the PRS
Modernization project.

Attention is drawn to the revision in the security certification clause. The existing specification
requiring  testing/certification  under  EAL2/NDPP/NDCPP  or  Indian  Common  Criteria
Certification Scheme (IC3S) has been replaced with the following:

"Router/Router's operating system should be tested and certified with the Mandatory
Testing and Certification of Telecom Equipment (MTCTE) Essential Requirement (ER)
and  ITSAR  as  per  the  'The  Telecommunications  (Framework  to  Notify  Standards,
Conformity Assessment and Certification) Rules, 2025'."

It is further clarified that all other technical specifications for the routers remain unchanged.

Encl: Letters under reference.

  (पली एस  अलधावधा /P  S Alawa)
                                                                       ममख् ससंंधार अकभि्संतधा

Chief Communication Engineer

Copy to:  PCMM/SWR for kind information.

File No.SWR-ZHQ0SnT(TELE)/13/2021-O/o PCSTE/SWR-Part(1)







भारत सरकार Government of India

रेल मंत्रालय Ministry of Railways

(रेलवे बोर्ड) (Railway Board)

No.2023/C&IS/PRS Modernization/01                                                  New Delhi, Dated: As signed.

The General Manager,
South Western Railway,
Hubli.

Sub: Requirement of TTP approval for PRS/UTS routers at Tier-2, Tier-3 and Tier-4 locations.

Ref:    (i). DRM/UBL’s Letter No. H/G.157/UBL/2025-26 dtd 10.04.2026 
 (ii).CAO/PS/NR office’s letter No.CAO/PTS/129/PRS/Phase-II/Impl/2020/Part-2  dtd.10.02.2026 
(iii).Telecom Circular No. 12/2023 dtd 11.10.2023 (copy enclosed)
(iv).CPE/CN/CRIS' letter No.CRIS/HQ/MTWG/26/2023-CM dated 20.10.2023.

        Please  refer  to  SWR’s  letter  referred at  (i)  above  vide  which  clarification has  been  requested 
regarding requirement of TTP approval for PRS/UTS routers to be deployed at Tier-2, Tier-3 and Tier-4  
locations under PRS Modernization project.

2.  Matter was referred to Telecom Dte., and the clarification provided by it is as under:

(i) As per latest technical  specifications issued vide letter under reference (ii), compliance with 
MTCTC  Essential  Requirements  (ER)  and  ITSAR,  in  accordance  with  the 
Telecommunications  (Framework  to  Notify  Standards,  Conformity  Assessment  and 
Certification) Rules, 2025, is mandatory requirement for routers to be deployed for PRS/UTS.

 
(ii) Regarding  the  applicability  of  Trusted  Telecom  Portal  (TTP),  Telecom  Dte.  has  issued 

instructions  vide  Telecom Circular (Ref.iii),  for  the  use  of  “Trusted  Products  from Trusted 
Sources" for the IR backbone telecom network, such TTP clearance was mandated for products  
(viz. LTE e-Node-B, cell site routers, switches and IP/MPLS routers). 

3. In view of above and as per extant guidelines issued vide CRIS’ letter under reference (iv) above,  
TTP is not considered mandatory for PRS/UTS routers.

4. Zonal Railway is therefore, requested to process the matter accordingly.

5. This issues with the approval of competent authority.

DA: As above.

Director/ME(C&IS)

Copy to:
1. ED/Tele Dev., Railway Board: For information please.
2. Secy to GM/SWR: For kind information of GM/SWR.
3. PCSTE/SWR : For information and necessary action please. 
4. DRM/UBL: For information and necessary action please.
5. CAO/PS/NR: For information and necessary action please.

2023/C&IS/PRSModernization/01 I/3160130/2026
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