
 

          
                       

 

                                                                                                        
 
                   
                       दͯ¢ण पिæचम रेलव े
                                                                 South Western Railway                                         

    Ĥ. म.ुसंकेत एव ंदरूसंचार इंजीǓनयर काया[लय,¢ेğीय काया[लय  ,गदग रोड़ ,हुÞबाãलȣ 
        PRINCIPAL CHIEF SIGNAL & TELECOMMUNICATION ENGINEER, ZONAL HQ,  

   RAIL SOUDHA, GADAG ROAD, HUBBALLI, KARNATAKA – 580020. 
सं:  No. SG/ SWR/RB Corres/E:3-3                                                      Ǒदनांक : 12/08/2024 
 
CSTE/Project/SBC, CSTE/CN/BNC 
CPMs/GSU UBL, SBC and MYS  
Sr.DSTEs UBL, SBC and MYS 
 
  Sub: Regarding implementation of  Trusted Products from Trusted Sources for backbone Telecom 

network of IR.                        
    Ref:  1. Railway Board Telecom Circular 12/2023 Dated 11.10.2023.              2. RDSO letter No. RDSO-TELE0LKO(TECH)/8/2020 Dated 09.02.2024.              3. This office letter No. SG/ SWR/RB Corres/E:3-3 Dated 27.10.2023.              4. DoT letter No. F.No.20-1236/2021-AS-I dated 13.12.2021 and 10.05.2022. 
 With reference to the Railway Board Circular 12/2023, referenced under Ref:1, and a recent WhatsApp message from AM/Tele/Railway Board, we would like to draw your attention to the stipulations outlined in Telecom Circular 12/2023 regarding the procurement of LTE e-Node-B, cell site routers, switches, and IP/MPLS routers.  It is imperative to re-emphasized once again the key points highlighted in the Telecom Circular 12/2023 for strict  compliance: 1. The backbone network of Indian Railways is paramount in supporting all critical applications and networks, including ticketing, freight operation, and train control (Kavach), necessitating the use of trusted products from verified sources within the railway's backbone network. 2. National Security Council Secretariat (NSCS) of the Government of India has set up a Trusted Telecom Portal (TTP) for ensuring only trusted telecom equipment are being used by the Telecom /Internet Service Providers in India from trusted sources with an aim to address the security concerns of the telecom networks. 3. The NSCS has granted the Railway access to the TTP, making it essential for the Indian Railways to adhere to the guidelines set forth. 4. It is mandatory that all LTE e-Node-B, cell site Routers, Switches, and IP-MPLS Routers to be utilized in Indian Railways' infrastructure undergo clearance through the Trusted Telecom Portal prior to procurement. This directive is to be immediately enforced for all related equipment being procured. 5. Vide under Ref:2, as per RDSO instructions regarding the applicability of the Trusted Telecom Portal (TTP) , it is  clearly mentioned that at present it is mandatory for four items i.e. LTE e-Node-B, cell site Routers, Switches and the IP-MPLS Routers irrespective of the specification whether it is  for VSS, IP-MPLS Router or VoIP Based TCCS. Inspection of IP-MPLS Switches, VSS and VoIP based TCCS equipments should be carried out accordingly.      



 

          
                       

 

  Therefore, all concerned are once again strictly advised that the Railway Board/RDSO instructions to adhere, adopt, implement and follow these policy for systematic and professional working of Telecommunication System and professional work for all telecommunication matters over SWR without any deviation and laxity.   In this regard to ensure compliance with the Trusted Telecom Portal requirements for the specified telecom equipment used on Indian Railways. Any non-RDSO approved items should undergo the necessary clearance processes before procurement and deployment.  Moreover, in light of the amendments in Telecom Licenses issued by the Department of Telecommunications in March 2021, and the subsequent instructions issued for the appointment of Nodal Officer for the Trusted Telecom Portal, it is essential to note that not all Licensees have registered on the Trusted Telecom Portal.  In view of the above, it is once again emphasized the utmost importance of ensuring strict compliance with the directives issued in the Railway Board Circular 12/2023, and prompt action must be taken in the right professional spirit to ensure the registration and compliance with the Trusted Telecom Portal.  Compliance to be submitted to this office before 19.08.2024 for appraisal of Railway Board/RDSO.  Encl: All reference letters                                                                                                                    
                              (जय ঋकाश िशवाजी/Jai Prakash Shivaji) 

         मुূ संचार अिभयंता/Chief Communication Engineer 
      

Copy to:  1. PCSTE/SWR; for kind information please. 2. CSTE/Plg/SWR: (Nodal Officer of TTP for SWR): for kind information please. 



            
චೖಋತ౲  ฉೖว౷ /दि঴ण पिʮम रेलवे/SOUTH WESTERN RAILWAY 

ঋधान मुূ संकेत व दूरसंचार अिभयंता का काया१लय, ঋथम मंिजल, रेल सौधा, गदग सडक, ॽɬʟी। 
Principal Chief Signal & Telecom Engineer, Rail Soudha, Gadag Road, Hubballi-20 
सं. No. SG/SWR/ IP-MPLS/E-2-19 िदनांक Date: 19.04.2024 

 
CSTE/PROJ/UBL, CSTE/Planning 
CSTE/CN/BNC,CPM/GSU UBL, SBC & MYS  
Sr.DSTEs UBL, SBC & MYS 
 

िवषय: Applicability of Trusted Telecom Portal (TTP) for Inspection of Non-RDSO approved 
Telecom Items. 

 
संदभ१:1.RDSO Letter No.RDSO-TELE0LKO(TECH)/8/2020 to ED/QA/S&T/RDSO/SBC, Dated 
09.02.2024. 

            2. Railway Board’s Telecom Circular No. 12/2023, Dated 11.10.2023. 
            3. Authority Para b) section A of Chapter-I of Indian Railway Telecom Manual 2021. 
 
Vide Railway Board’s Telecom Circular No. 12/2023, Dated 11.10.2023 (copy enclosed), Railway Board 
emphasizes the use of trusted products from reliable sources to maintain network integrity and security. 
Railway Board has directed that the LTE e-Node-B, cell site routers, switches and the IP/MPLS routers 
that will be used on Indian Railways should be got cleared through the Trusted Telecom Portal before 
the supply of equipment & it is applicable with immediate effect for all equipment being procured.  
 
Vide RDSO Letter under Ref-1 Dated 09.02.2024, (copy enclosed), RDSO reiterated that at present it 
is mandatory for four items i.e. LTE e-Node-B, cell site routers, switches and the IP/MPLS routers 
irrespective of the specification whether it is VSS, IPMPLS Router or VoIP Based TCCS. Inspection of 
IPMPLS Routers, VSS and VoIP based TCCS equipments should be carried out accordingly. 
 
Therefore, all concerned are once again strictly advised that the Railway Board/RDSO instructions to 
adhere adopt for implementation and follow this policy for systematic and professional working of 
Telecommunication System and professional work for all telecommunication matters over SWR without 
any deviation and laxity. 
 
in this regard to ensure compliance with the Trusted Telecom Portal requirements for the specified 
telecom equipment used on Indian Railways. Any non-RDSO approved items should undergo the 
necessary clearance processes before procurement and deployment.  
 
Compliance to be submitted to this office for appraisal of Railway Board/RDSO. 
 
Matter should be treated as Important and Most Urgent. 
 
Encl: Letters in Ref-1&2. 
 

                                         (जय ঋकाश िशवाजी/Jai Prakash Shivaji) 
मुূ संचार अिभयंता/Chief Communication Engineer 

 
Copy to: 1. Dy.CSTE/Proj/SBC: for necessary action to ensure Applicability of Trusted Telecom Portal (TTP) 
for Inspection of All Non-RDSO approved Telecom Items. 
2. Dy.CSTEs/CN/SBC & UBL for necessary action for necessary action to ensure Applicability of Trusted Telecom 
Portal (TTP) for Inspection of All  Non-RDSO approved Telecom Items. 
3. Dy.CSTEs/GSU/UBL, SBC & MYS: for necessary action for necessary action to ensure Applicability of Trusted 
Telecom Portal (TTP) for Inspection of All  Non-RDSO approved Telecom Items. 



 

la[;k% RDSO-TELE0LKO(TECH)/8/2020                               fnukad : As signed. 

 
  
Executive Director/QA/S&T 
Bangalore 
 

 

 

Sub: Applicability of Trusted Telecom Portal (TTP) for inspection of non-
RDSO approved Telecom items. 

 
Ref: ED/QA/S&T/SBC letter No. DI/SBC/General Correspondence/A-8   dated        
        08.02.2024 

 
 

 Vide Railway Board circular No. 12/2023 dated 11.10.2023 it is directed the 
LTE e-Node-B, cell site routers, switches and the IP/MPLS routers that will be used 
on Indian Railways, should be got cleared through the Trusted Telecom Portal 
before the supply of equipment & it is applicable with immediate effect for all 
equipment being procured. The same is reiterated for ensuring compliance vide this 
office letter no. RDSO-QAST0LKO(VEND)/3/2019 dated 13.10.2023.  
 

In reference to your letter, it is mentioned that at present it is mandatory for 
above mentioned four items i.e. LTE e-Node-B, cell site routers, switches and the 
IP/MPLS routers irrespective of the specification whether it is VSS, IPMPLS Router 
or VoIP Based TCCS. 

 
Inspection of IPMPLS Routers, VSS and VoIP based TCCS equipments may 

be carried out accordingly. 
  
This has the approval of DG / S&T. 
 

 
 
 

fnus'k oekZ 
dk;Z-funs’kd@Vsyh&1 

 d`rs egkfuns’kd@flx- ,oa nwj- 

Dinesh Verma 

ED /Telecom-1 

for DG/S&T 

   edtele@rdso.railnet.gov.in 
Copy To:  

Executive Director/QA/S&T/Mumbai 
Executive Director/QA/S&T/Kolkata 
Executive Director/QA/S&T/New Delhi 
Executive Director/QA/S&T/Jaipur 
Director/QA/S&T/Lucknow 
Dy. Director/QA/S&T/Bhopal 

 

For information and necessary 

action accordingly. 

 

 

 

Phone     : 0522 – 2456389 

Fax         : 0522 – 2462635 

E-mail :edtelecomrdso@gmail.com 

               edtele@rdso.railnet.gov.in    
 

         Hkkjr ljdkj] jsy ea=ky; 
vuqla/kku vfHkdYi vkSj ekud laxBu 

y[kuÅ&226 011 

Government of India - Ministry of Railways 

Research Designs & Standards Organisation 

                LUCKNOW – 226011 

 

 

 

 

 

 

 

 

 

File No.RDSO-TELE0LKO(GEN)/27/2020-Telecom Directorate/RDSO



No.2023/Tele Dev/Trusted Sources                                                        Date: 11.10.2023

The General Manager/Director General,
All Zonal Railways/ RDSO/ PUs/ CTIs.

Telecom Circular No. 12/2023

Sub:  Use of  Trusted Products from Trusted Sources for  backbone telecom 
network of IR

Ref: DOT’s letter No. from File no 20-1236/2021-AS-I dt 30.03.2021  

Indian Railway is setting up its LTE and IP/MPLS network covering its entire route. The 
backbone network will support all applications and network of Indian Railways including 
those that  are critical.  Looking in  to the fact  that  this network will  carry information of 
ticketing, freight operation, train control (Kavach) etc.,  it  is considered that only trusted 
product from trusted sources should be used in the backbone network of Railways. 

2. National Security Council Secretariat (NSCS) of the Government of India has set 
up a Trusted Telecom Portal (TTP) for ensuring only trusted telecom equipment are being 
used by the Telecom /Internet Service Providers in India from trusted sources with an aim 
to address the security concerns of the telecom networks. 

3. In this regard, National Security Council Secretariat (NSCS) has allowed access of 
Trusted Telecom Portal (TTP) by Railways.

4. Accordingly, it  has been decided that to begin with, the LTE e-Node-B, cell  site 
routers, switches and the IP/MPLS routers that will be used on Indian Railways, should be 
got cleared through the Trusted Telecom Portal before the supply of equipment. This is 
applicable with immediate effect for all equipment being procured. 

5. This issue with the approval of Additional Member (Telecom).

6. Kindly acknowledge the same and ensure compliance.

 (रा�के� श रा�जन)

के�र्य
के�रा� निनदे�शके (दे�रासं�चा�रा नि�के�सं)

रा�ल मं�त्रा�लर्य
011-47843012

 E-mail id edtd@rb.railnet.gov.in
Room No.103-A, First Floor

Copy to:

 PCSTE/CSTE (Const), All Zonal Railways for kind information and necessary 
action.

 PED/S&T/RDSO for incorporation in the relevant specification/TAN. 

2023/TeleDev/TrustedSources

I/3079502/2023














	578c17ba551ce7491702f55e3dc371e0e0c0700d5cb866519c19e83fc15c08cd.pdf

		2026-06-17T10:32:53+0530
	New Delhi
	K R GOPINATH
	IREPS-CRIS




