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SECTION1
SCOPE OF THE SPECIFICATION

1.1

L16

)

INTRODUCTION

The specification 15 applicable for development of SCADA sysiem on Indian
Railways for 25 kY AC mction power Supply system {(incloding sub-urban) &
2X25 KV AC Auto Transformer Tracuon power supply sysiem.

This specification covers various requirements ol complete SCADA soltware and
hardware, The SCADA gystem shall work with [EC 60870-5-104, a companion
standard of [EC 608T0-3 series of open protocol standards, The commumication
hetween RTU & ench relay whall be gither on IEC 61850 or IEC 60670-5-103
protocol. However, new RE work or replacement of both control & relay panels
and SCADA system simultaneously, the communication between RTU and relays
shull be on IEC 6] 830 protocals only.

The vendos shull have o develop SCADA system which communicates with relay
on [EC 608705103 and [EC 61850, NIFPES, mulifunction meter'encrgy meter,
anemameler, POR, battery charger, Digital surge counter, Burglar Alarm ete. will
communicate on MODARUS or [EC 61850 protocol

Since SCADA sysiem consisis of a mamber of sub systems like software,
hardware equipment like RTU, computers and other interface deviees: it will e
the responsibility of the mamufacturer 1o provide successful infegration &
sutisfactory performance of complete system. For this purposs, long term
commergial and technical e up with the OFEMSs, if any, shall be ensured by the
manufncirer,

The SCADA gyatern shull be af highest relisbility and hased an the state-of-the art
technology. Tt shall be capable of monitoring mwd controfling tractivn power
supply from a remote location called Remote Control Centre (RCC), It should
enable TPC 1o monitor and contrel power supply 1o the remotely situased
switching statjvas from RCC relinbly and sufely. The system should be capable
of collecting, storing, displaying and analyzing data s stipulated in the
Interpeetation of any technical mepnings of the specifications und sorting out
technical disputes regnrding this specification shall be decided by Director
General (Traction lnsuillation), Research Designs & Sundends Orgenization,
Lucknow (RDS0Y, whose decision shall be final and binding.

Therz shall be three main parts of the SCADA sysiem — Master Station
equipment, Hemote Sation equipment and Communication link (between RTU &
RCC i in scope of S&T department of milway), details of witich have been
covered in this specification,

Remaote Terminal Unit (RTU) shall serve ma wingle point inlctfice between
switching smtions (All TSS, SP and SSP) and master station.

The monuficturers shall familiarize themselves with site condiions before
quoting against tenders basod on this specification. Condithons particular 1o
mdivadual sites, mcluding availability of commumication and spare channels,
canditions & space st ROC, switching posts, proximity 1 RosdRail, sequence in
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which RTUs sitex will be offersd by Indian Rudways for mking up work, md any
special conditions concemmitip entcthon and commissioning of SCADA system
shall be pot clurified in o pre-bid medting 1o be srranged by the purchaser with the
manufaciurees,

LI Iuls o be poted that “The Make |n Indis Pollcy of Government of India dhall he
applicable”™

1.1.9 All the privision comtained in RDS0s 150 procedire [hid down in document Na.
QO-D=8,1-11 version 2.5 dated 30,11.2022 (Titled “Vendor- changes in approved
status™) and subsequenl versions/amendments ihereof, shall be hinding and
applicable on the successful vendonvendors in the comrugts Moated by lndian
Raflways 1o maintain quality of products supplied to Indian Railways.

11,10 This specification supersedes the specification No. TESPCRCC/SCADADI33.

1.2 SERVICE CONDITIONS

The eqiipment at RCC shall be snstalled fndoor and rooms dholl be air
contitioned. The SCADA equipment ot control stations shall be insmiled inside
track side cubicles’ rooms and subjected 10 vibeations on sccount of renning trune
on the near-by Railway tracks. The amplitude of these vibrations lies in the range
of 30 to 150 nicrons, with insuntancous penks going up to 350 microns. Thewe
wibrations ocour with rapidly varying time periods in the range of |5 1 Tims. The
wack slde cubiclés will pot be pirconditioned and pre lable for exposure 1o
polluted, dusty and cormosive stmosphere.

121 The locations at which the SCADA system equipment (RTU) in field & 1o
function shall be subjected to heavy roins and lightning during mansoon, The
extreme itmospheric condition Emits (or design purpose shall be as under:

SN | Deseription Value For | Valee [or altide
plivode  wp 1o | above | (KK and
1000 m wpto 300m
i | Moximum ambient sl Temperature | 557 550
i, | Minmmum ambient @ Temperature | g st
C i | Relstive hunmdity: 24 h average 555 1o 93% % 1 B5%
iv, | Moaximum number of thunder sonm | g5 days #5 days
davs per anniim
v, | Moxmmum Mumber of duss 35 duvs 38 days
stisrm divys per snnsm
vii | A e Mot axcceding Above 1000 m
1000 mueters. o up 1o 30{0m.

13 VOLTAGE AND FREQUENCY

131 Avthe ROC 415 Volis, 3 Phuse 4 wite, 50 He AC supply dhall be made svailshle
by the purchaner.

132 In case of failure of the ac supply a1 the RCC, all the RCC cquipment shall be fed
by the on line LIPS,

133 The RTUs shall aperate on 110 Vol DE supply provided by the Parchaser (Ve
1104108 &-200).

= == =——a==-
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14 DESCRIPTION OF THE AC TRACTION SYSTEM ON INDIAN
RAILWAYS (IR)

141 IS KV AC SINGLE FHASE TRACTION POWER SUPPLY SYSTEM

14.1.1 25KV, AC, 50Hz, single phase electric iraction system has been adopted for the
clectric traction. Traction power is obtained from wtilities at 220 7 132/ 110/
66kY at Traction Sub Stations (TS5) and stepped down to 25 KV, Adjncent T53s
are spaced al a distance of 40 1o B0Km.

1.4.1.2 The supply to the Over Head Fguipment (OHE) from TSS is fed through
intermpiers located at Feeding Post (FP), Adjscent TSS normally supplics power
o the OHE on different phases to reduce unbalance in tle supply suthority gnid.
To svoid the pantograph of & lecomotive or clectne multiple unit bridging the
supply [rom different phoses; when it passes from one zone to another, 0 Neutral
Section i provided to separnie the DHESs fed from different phases.

1413 The switching station provided st neotral section is called Sectioning and
Parndlcling Post (SP) In an emergency, when a TSS is out of power, feed from
adjicent TSSs on either side is extended wp 1o the failed TSS by closing bridging
intermupters it SP on both/sll the lines. The pantographs of electric locomaotives or
electric multiple wnits isfore lowered at the failed TSS 10 avold short-zirewiting the
phases a1 the insulated overlap,

14.1.4 Berween T35 and adjacent neutral section, the OHE s divided inio sub-soctions
fiar isolating the faulty section for the pupose of maintenance and repatrs, The
switching stutions provided m such points are called Sub Sectfoning and
Purnlleling Posts (S5F), The OHE of various tracks, in multiple track sections, are
paralleled at the SP &SSP to reduce voliage drop in OHE, The sub sectors are
further divided into elementary sections by the use of manually operated isolatwrs,

1415 At TSS, FP, SP and S5P, equipment like power transformers, circuit breakers,
intermuplers, single and doable pole solators, potential and current oansformers,
lightering arresters, LT supply ransformers ete are installed, A masonry building
15 provided for bousing the control panels, SCADA equipment, battery and bamery
charger, e,

1A L&Al TSSs, FP's, SPs and S5Ps are generally unmamned. OFF load/On Toad tap
changing of the transformers, switching ON and switching OFF of CBs,
intermplers and motor operated isolatars pre controlled through the SCADA
syslen.

1417 A Drawing showing general scheme of power supply for tmetion system s at
Annexure-7.

1.4.1.8 Protective seluyw at the tmction sub-stalions
For protection of transformer, subsation equipment’s, shont copacitor bank, the-
Tollowing relays are gencrally provided sn control panels housed in e mssonry cubicle
al the raction substation (TSS).

() Tranaformer Protection
{i) Dafferentinl retay
(HIDMT  overurrens releys with additonn]l  clements of minmwm 2 stege
independent curent and lime settable definite time over current relays with
enshledisable facility for the primaey (HV) as well =5 for the secondary (LV) side,

it P |
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The IDMT relay on the 1V side 18 also provided with an mstantsncoms ovis-curren
glement.
(i) Inesntancous earth leskage reloyd on the primury (HV) side as well a¢ on the
secmntdary (LY nide
{iv) High spesd inter-iripping reloy.
() An.tlll.uy relsyn for rassformer foulis L2 Buchhole, excessive winding und oil
trip and alnrm and low of level alamm.
(b 'D'Uer head exuipement profection
{7y Namrical fritegrated foeder protection mnd:d: compring:
# Palygonal charmelenstic distance relay,
« Wromg phase conpling relay
=2 stige Over Current Relay (stage | instantaineous ned atage 2 Definite time for over
Toud protuction of cameiary and comagt wing)
* PT fuss failire relay.
& Auios e lonute relay.
» CH trip cirout supervissmon reluys
( w Contac multipliestion funclion for AP/GP low ilams, AP/GP low irip & lockout
' {1} Yectorial Deita-l relay for detecting high resintive fiubis.
(it} Panio Mashower prevention relay.
(e} Shuint Capacitor Bank Prolection
i) TIMIT ower-curmomi profection reliy with suitable scetings.
(i) Owver voltage protection relay.
(i) Undier wallnge provection rolay with thner so enable the capeeitors 10 disclingge bilore
re-closury.
(v} Comrent unbnlance profection.
14.1 DESCRIPTION OF THE AC TRACTION SYSTEM IN SUB URBAN
AREA:

1.4.2.1 The conventional 25 kV AT sywiem dews power from two of the three phases off
the incoming EHV lmes and transforms it to 25 kV AC. Power is drawn from
different phanes al adjpcent TSSs, cyclically, 1o bolande the losd. The separation
of phases on secondary side 8 cormied out on the OHE confact wire system by
providing “neutral sections’ which do nol deaw power bul provide mechanical
continuity for passage of thé pantograph. The dnvers of trains are instructed to
switch off the 2% kY AC circuir breakers of the locomotive to prevent flashover
% while the pantographs nepotiate the neutml section.

The protection system of Sub-urban aren hes been designed with: mumerical
pratection relays, capable of {solating the shonest possible section in the faest
poasihle manner.
1.4.2.2 Salicnt features of the Sub-urban aren:

Troction supply for Indisn Bailways maction substations shall be aken ar 220
132 1100 7 66kY AC from power supply suthorities, Up to three adiscent traction
substations which draw power from one supply suthority may be operated in
paratiel on the 25 KV AC side. Dunng exigmcies the neutral secions can be
activated by operating nocesairy switching deviees,

The waction Power supply srangement, sectioning disgmms & the protection
scheme for the TSS ure placed ot Annexore $ & 6. For further dewils
miniufacturer may refer 0 RDSO's specifieation No. TUSPC/PSUPROTCT/ 40510
or lutest.
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1.4.23 Protective relays ot traction sub-station
() Differeniial biased bus bar protection relay for HY bus-bar
(b)Y Transformer Protection
i) Mumeric Percentage biased differential relay
i) IRMT overscurremt relays for the primary ax well as for the secondary (25
KV AC) pide. The IDMT rclay on the HV side @5 provided with an
instantancous overcurment clement aluo,
i) Instantaneoss enrth leakage relays on the primary side 25 well as on the
secondary (25 kV AC) side.
iv) High speed inter-tripping relay,
v) Auxllieey relays for translommer aults Le., Buchhols, excessive winding
and oil temperature trip and alarm and low oil Tevel alarm.
¥i) Rewerse power Tlow relay.

(=) 25 BV AC bun bar and Over head equipment protection.
1) High impedance tvpe differcotial protection relay for bus bar
i) Feeder prolection
= Diregtional numerical distance protection relay with 3 zones and
polygonal churncteristics,
* Wrong phass coupling
* Directional definite lime over current relay with instantaneons over
curment element.
* T fuse fuilure
» Imielligent logic based sulo reclaser,
i) Vectorinl Deelte-1 Relay for detecting high impedance fauls,
iv) Pamta Nashover prevention & signalling relay (optional)
L4.24 For S5Ps
i} Directional Numerical distance protection relay with 3 zones ard polygonsl
characteristics.
1) Directional definite time over current relay
iif) High impedance type differential protection relay for bus har
iv] Panio MNashover prevention & signelling relay (optional).
v} Intelligent Logic based auto reclosures.
vi) PT fuse failure
14,25 For 5P
1) Directional Mumerical distance protection relay with 3 zones and
charncieristics.
it} Drivectional definite ume over current relay
i) High impedance type differential protection relay for bus bar
i) Over current protection relay for bridging CB
(v} Unider vollage protection reliy for bridying CR
vi) Panto firshover prevention & signalling relay (optiozal),
vii) Intelligem Logie based suto reclosures.
viii) PT fuse failure

143 2x25 kV AC AUTO TRANSFORMERIAT) TRACTION POWER SUPPLY
SYSTEM

1.4.3.1 The power for electric truction is supplied in AC 50 Ha, single phasse through 2 x
25 kV AT feeding systom, which has a feeding volmge (2x35 kV AC) from the
sub-station two times as high s calenary vollage (25 kV AC) This high voluage
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power supplicd from the sub-station through, eatenary wire snd feeder wire &5
stepped down 1o the citenary voliage by wse of autoiransformens (AT4) installed
about every 1340 17 kim along the track, and then fod 1o the locomotives. In other
wuords, both the eatenury voltage and feeder voltage are 25 kY AC agsinst the rail,
although the sub-station Feeding volinge between cotenary and feeder wires is 50
kV AL, Thervfote, the cutenary voltsge is the same &5 that of the conventional 25
EV AC mystam

Since the power is supplied at double the OHE voltage, the 20256V AT system is
sultablc for a lorge power supply and it has the following sdvantages ay compared
with the comventional 25kV AC system.

{a) Less Volmpe drop in feeder cirouit.

{k) Large spacing of traction substations,

() Less telecommunication interferences.

{d) Suitnble for high-speed operation.

The power is obtumed from 60VEL/100MVA. ONANONAF/OFAF, 220kV/

j IXSSKY or 132kV/2XNESKY or |10kV/2ZXSSKV or 6OKVZXSSEV and SHMVA,

- 2200VAX(2X2T) kV Scont Coonecred Traction Power Transformer 21 6MVA,
ONAN & 3IR536IMVA  ONANONAFOFAF, 220kV2XIT75EV  ar
132/2X275kV or 1IVIX2T.5kV or 6/2XIT SRV single phuse dusd LV winding
mmaction power trmsformer. 1o the Scott conneeted TSS-8, 123, 16.5 MVA,
ONAN, $5kV/275kV Autotransformer are also provided at the traction sub-
sintion. The primary windimgs of the ransformers are connected to two or three
phases of the 220 or 132 or 110 or &6 kV AC, three-phage, effectively earthed
transerission net-work of the Electricity Board/supply authority, m case of a
uingle-phose  transformer of fn case of wo single phase V-conneoied
transformers Scott-connected  trancformer  respectively.  The  Scott-commected
tranaformer and Vecotmected single-phase transformers ane effoctive in reducng
voltage imbalance caused by the raction loads on the ransmission net-waork of
the Electrieity Boand, The spacing between adjscent sub-station id normally
between 70 to 100 km

One outer side termmal of the secondury windings of truction transformer is
conpected 1o the cutenary, the other outer dide 1erminal being connected (o the

€ foeder. Two Inner side terminals are, vin series capacitors or dircctly, connected o
each other, and their joint is solidly earthed and connected to the renniing rails in
case of V-conmeeled transformer or Soatt connected trunsfommer of Bins-Katani
section. NDLS-BCT & NDLS-HWH 2x25 kV AC mil rowtes, the TSS provided
with Seont conpected traneformers, centre point of transfermers is nefther carthed
mor connected to running rail, The load current from the sub-station flows through
the catenary and normally remms to the sub-stution through the feeder. In V-
conneeted TSS of NDLS-BOT & NDLS-HWH 2x25 k¥ AC rail routes, some pan
of load current of first sub-séctor flow through enrth. Between two sdjacent ATs,
the load corrent fed from the catenary to the locommotive Mows in the il and i
boasted up to the feader through the nedtral tap of the two ATs.

Midway between two sub-sitions, o sectioning and paralleling post (SP) is
introduced. At the points of sub-station and sectioning and paralleling post (SP), a
dead zone known a3 seutral seetion 1s provided in OHE 1o avoid o wrong phase
coupling. The power to the eatenary and feeder an each side of the sub-station is
fied by two feeder cirouit breaker (in case of double line seonon), even if there
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exist two hreakers for one side, and each ek is controlled by an interrupter, The
two hreakers are used ns o siand-by for one each other. For mointenance work
anil keeping the volage drop within limits one or more sub-sectioning and
parudleling posts (S5Ps) mre introduced between traction sub-station and SP, On a
twp track section, o SSP normally has four sectioning, one paralleling internupters
and two CBs for suto (mosfomer. A SP of two track system  normally bas two
sectioning and paralleling interrupters, two bridging civowit broakers and four CBa
for auto transformer.  Motorized Isolsiors whesever applicable as per layout will
be provided ncross the 10L in front of SSP & SP for bridging sectioning & these
will be operated locally’ from ROC.  In case of fault on the OME, the
corresponding feeder circuit breaker of the sub-station trips and iolates it

A schematic dingram of TSS, SSP & SP for two line section sre given in
Aniexire-f. RDSO has finalized an instruction no, TLIN/DO43 Rev,0-PSI
guideline for increasing speed patential 1o 160 kmph on NDLS-HWH & NDLS.
BOT routes. This instruction includes drawing numbers of different type of
layouts of Ix25 kV TSS, 5SP & SP. The list of different type of layouts of
2x25kV TSS, S8P & SP is given below:

of the la 155
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| Drawing No,

1

Typical layout of 132/2X25Kv traction Sub Station with
Scott Connected Transformers (For Double Line
section) with parallel to track.

| TI/DRG/PSI/AT]
ROS0/00009,/20/0
MOD D or latest,

Typical layout of 132/2X25Ky traction Sub Station with
Scott Connected Transformers (For Double Lne
section) with perpendicular to track

TI/DRG/PSI/ATS
RD50/00010/20/0
MOD D or latest.

3,

Typical loyout of 132/2X25kV tractlon Sub Station
with Scott Connected Transformers (For Three Line
section] with parallel to track.

TI/DRG/PSI/AT/
RDE0/00030/20/0
MOD C or latest.

Typical myout of 132/IX25kV troction Sub Station
with Scott Connected Transformers (For Three Line
section] with perpendicular to track.

TI/ORG/PSI/AT/
RDS0/00031/20/0
MOD € or lutest.

Typical layout of 132/7XISkV traction Sub Station
with Scott Connected Trandormers (For Four Line
section) with parallel to track.

TI/DRG/PSIAT/
RDS0/00032/20/0
MOD C or latest

Typical layout of 132/2X25kV traction Sub Station
with Scott Connected Transformers (For Four Line
section] with perpendicular to track

TI/DRG/PSI/AT/
RDS0/00033/20/0
MOD C or latest.

Typical layout of 132/2X25kV traction Sub Station
with V-Connected Transformers: [For Double Line
section) with parallel to track.

TI/DRG/PSI/AT/
RDS0/00034/20/0
MOD C or latest.

Typical layout of 132/IX35kV traction Sub Station
with V-Connected Transformers (For Double Lne
section) with perpendicutar to track

TI/ORG/PSI/AT/
ROS0/00035/20/0
MOD C or latest.

Typical lavout of 132/D25kV traction Sub Station
with -Conpected Transformers (For Three LUne
soction) with parallel to track.

TI/DRG/PSIfAT/
RD50/00011/20/0
MOD C or latest.
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10.

Typical layout of 132/IN2SEV traction Sub Station
with V-Connected Transformers (For Three Lne
section] with perpendicular to track

TIfORG/PSi/AT/
ROSCHOO0L2,/20/0
MOD C or latest.

Typical layout of 132/2%25kV traction Sub Station
with V-Connected Transformers (For Four Line
section] with parallel to track,

TI/DRG/PSI/AT/
RDS0/00013/20/0
MOD € or fatest.

Typical layout of 132/2M25kV traction Sub Station
with V-Connected Transformers (For Four Line
section) with perpendicular to track

TI/DRG/PSI/ATS
ROSO/00014/20/0
MOD C or latest

List of the layouts of the S8 & SSP

Description

Drawing No.

General arrangement of Sub sectioning and Paralleling
Poct [SSF) in 2X25kV ‘AT" System (on double ling
section) for Scott Connected Transformer 758

TI/CRG/PSIATS
ROS0/00015/20/0
MOD A of latest

Ganeral arrangement of Sectioning and Paralleling
Past [SP] in 2XI5HV AT’ System (on double fine
section] for Scott Connected Transtormer 755

TI/DRG/PSI/ATS
ADS0/00016/20/0
MOD A or latest.

General arrangement of Sub sectioning and Paralleling
Post (S5P) In 2X25&V ‘AT’ System (en double line
seition) for V- Connected Transformer 755

TI/DRG/PSI/AT/
RDS0,/00036/20/0
MOD & or latest.

General arrangement of Sectioning and Perallefing
Post (SP) In 2X25kV AT System (oh double line
seéction] for V- Connected Transformer 755

TI/DRG, P5I/AT/
RDSO/D0037/20/0
MOD A of latest.

Genaeral arrangement of Sub sectioning and Paralleling
Post {SSP) in 225KV ‘AT System fon three fine
section),

TI/DRG/PSIAT/ADSOS
00017/20/0 MOD A or
Intext.

B

Gengral arrangement of Sectioning and Parallsling
Post (5P) In 2ZX25KYV AT System (on three ling
section),

TI/ORG/PSI/AT/RDSDY
00018/20/0 MOD A or
latest.

General arrangement of Sub sactioning and Paralleling
Poit [SSP) In ZX25KV “AT" System (on four line section),

TI/DRG,/PSI/AT/RESD/
00019/20/0 MOD A or
latest.

General arrangement of Sectioning and Paralleling
Past [SP) in 2X25kV AT System (on four line section,

TI/0RG/PSI/AT/RDSO/
00020,20/0 MOD A or
fatest.

General arrangement for Boundary Sectioning and
Paralleling Post (5P in 2X25kV "AT™ System (on double
line section)

TI/DRG/PSI/AT/RDSD)
0D021/20/0 MOD A or
latest.

Gereral arrangement for Boundary sectioning &
paralieling pest (SP) in 2w 25 kY AT system (on 3 line
section)

TI/ORG/PSIfATIRDSD/
00022/20/0 MOD A or
latest,

il

General arrangement for Boundary sectioning &
paralieling post [5P]in 2 x 25 kY “AT" system [on 4 ling
section)

TI/DRG/PSH/AT/RDSO/
00023,/20/0 MOD A or
latest.
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Description

Drawing No.

Typical layout of 220/2ZX25kV traction Sub Station
with Scott Connected Transformers (For Double Line
section] with parailel to track.

TI/ORG/PSUAT/
ROS0/C0024/20/0
MOD D or latest

Typical layout of 220/2X25kV traction Sub Station
with Scott Connected Transformers (For Double Line
section] with perpendicular to track.

TI/DRE,/PSIAT/
RDS0/D0025/20/0
MOD D or latest.

Typical layout of 220/2X25kV traction Sub Station
with Scott Connected Transformers (For Three Line
section) with paralis] to track.

TI/DRG/PSI/AT/

RDS0/00038/20/0
MOD C or latest.

Typical layout of 220/2X35kV traction Sub Stotion

with Scott Connected Transformers (For Three Line

section) with perpendicular 1o track.

TI/DRG/PSIAT/
ROS0/00035/20/0
MOD C or latest.

Typical layout of Z20/2X35kKV traction Sub Station
with Scott Connected Transformers (For Four Line
section) with paralizl to track.

TIfORG/PSI/AT/
ROS0/D0040/20/0
MOD € or latest.

Typical Liyout of 220/2%25KV traction Sub Station
with Scott Connected Transformers (For Four [ine
section) with perpendicular 1o track,

| TI/ORG/PSI/AT/
ROS0/00041/20/0
MOD € or latest.

Typical layout of 220/IX25kV traction Sub Station
with V-Connected Tromsformers (For Double Line
stction] with parallel to track.

TI/DRG/PSI/AT/
ROSO/00042/20/0
MOD C or latest.

Typical layout of 220/2X25kV traction Sub Station
with V-Connected Transformers {For Double Line
section) with parpendicular 1o track

TI/DRG/PEIJAT/
ROS0/00043/20/0
MOD C or latest.

Typical layout of 220/2X25kV traction Sub Station
with V-Connecied Transformers (For Three Line

TI/DRG/PSIAT/
RDS0/00026/20/0
MOD C or fatest.

section) with parallel to track.

Typical layout of 220/2X25kV traction Sub Station
with ‘V-Conpected Transformers (For Three Line
section) with perpendicular to track.

TI/ORG/PSI/AT/
RDSD/00027/20/0
MOD C or latest.

11

Typical layout of 220/2X25kV traction Sub Station
with V-Connected Transformers (For Four Line
section) with paraliel to track.

TI/ORG/PSIAT/
ROSO/DD0RE/20/0
MOD C or latest.

1L

Typical layout of 220/2X25kV traction Sub Station
with V.Connected Transformers (For Four LUne
section) with perpendicular to track.

THORG/PSIAT/
ADSO/00029/20/0
MOD C or latest.

14332

Protection System ot traction sub-station:

14320 The following protection functions shall be provided for the protection of
traction transformen:
{a) Differentinl protection.
(b) IDMT over eurment protection on HY & LV sides
(e} Earth fanlt protection on HV & LV sides.
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D

——

O



Specitaanm Tl s e B SCAIA vyvam e I RY el
23371 TUSCROCTSCADNW L ZulSVY Sl Fiess S8y AT Trastios Pawes Supply,

(d) I Instantaneous over-curman! prolection on receiving side.

() Phase-filure reley on LV side (o detect o malfunction of a LY eireull
breaker).

i Auxiliary relays for tensformer foults Lo, Buckhole, excessive winding mnd
oil tempernre trip and nlarm, pressore relicf device trip and fow-oil level
alarm

14322 The following protection functions shall be provided for the protection of
OHE!

a) i-znu distance protection twith a polygon profection chamaleristic)
b} Delta-l type high resistive faull
¢l Instantanpous over-current protection with 2-stige definite time over curment
element.
d) Under-voltage relay to prevent closing of Feoder CB under extended fied
conditicns
€] PT fuse failure protection
i 2-shot Auto Reclose fimotion.
1.4.323 Prowection of HT capocitar & serics reacior
(a) IDMT aver current reliy
(k) Over voliage relay
(o) Under voltage relny
(d) Current unbalance relay
fe) Voltzge Unbalance Relny
143,24 Protection of Aulo Trnsformer
(a) AT differential Protection Relay
(k) Voltage operated auxiliney r-.-hyu for Transformer foulis. Le Buchhole,
PRD, Winding Temp, & (il Temp,
1,433  Prowetion Sysem at S5, SP & AT Poste
fa) AT differential Protection Relay
ib) Voltige operated auxiliary relays for Tramsformer faulis, e Buchhels,
PRE, Winding Temp. & Oil Temp.
1.4.3.4 All traction subktations wnd switching ststons are normastly unattesded and off
cireuit tap changer of the transformer, cirewit breakers, interrupters, and motonzed
isolators ure aperated remotely fromt the ROC through the SCADA equipment.

The off-circuit tap changer of the transformer, clrouit breakers, intermipiers and
motornzed Bolstors could also be operated locally as well as manually at the TS,
5P, SSP and AT post us (he case oy be. AL the TSS, o localtemote chungeover
wwitch is provided on the contral panel, & well as m the mechinism box of the
circuit breaker, interrapter and motorized isolator. No comrol panel exists for the
mierruptersoincuil breakers ut the SP and SSI' of 25 kY AC waction and therefore
the localremote changeover switch i provided on the mochanism box of the
ternaptericinouit broakor. Al SSP and SP of 25 KV AC traction of Mumbal Sub-
urhan area and SSP, SP and AT post of 2x25 kV AC tmction, Jocal / remate
changeaver dwielt is provided oo the control aod relay pangl,

Y
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SECTION2

1l

2z

ATION 1 N
INTRODUCTION

The Master station shall consist of latest Microsofi Windows or Linux operating sysiem-
based SCADA software, running en Server grade computers in dual-redundant mode &
MMI running on worksitation grade PCs. All the equipment required for interconnection
& smooth functioning shall also be pan of master station equipmest. The overall scheme
for Muster station equipment shull genorally conform to that shown in Annexure-3.

. The Routery, Converters and telecom medin with provision of LAN extenders or muedia

converters (as required with copper or OFC medium respectively) shall be provided and
maintained by S&T wing of railway. In case of OFC telecom media up 1o switching post
& ROC, S&T shofl provide 100BaseFX doplex interface suitable for single-mode fiber
(9125}, 131 0nm ot switching post and RCC. In case of qund media (copper coble)
between OFC hut and switching post, and st RCC, S&T shall provide Ethemet
connectivity compatible as per |0/10MBaseT/TX standard at switching post and ROC.
All equipment provided by S&T shall support the SNMP v2e¢ or SNMP v3 protoeal.
MNetwork provided by S&T should provide the SCADA vendor the freedom to chooss the
IP subnets, No firewalling shall be implemented by the Purchaser on the provided
network. Formation of communication ring should be achieved independent of
connectivity with RTL] Guaranteed bandwidth of 128kbps minimum per RTU shall be
ensured by the Purchaser, The LAN switches, bandwidih management hardware &
softeare and networking wiring cte. in ROC shall be within the scope of supply of
suecessfol SCADA monufaoturer.

SCADA SYSTEM- FUNCTIONAL REQUIREMENT

RCC setup shall comprise of two server grde computers both in hot standby mode. The
server grade compuicrs whall be mck mouniable. Server mcks o be provided m
RCC/SEMC shall be provited with an-door biometric security control o gain access w
the mcka. At least 100 numbers of RTU s whall be cutered by one set of SCADA server.
There shall be separate, dedicated, redundant communication front-ends capable of
handling the communication loading of 100 RTUs. The specifications of the front-cnds
shall be same ns per SCADA server. Two workstation-grade PCs in client server
architecture shall be provided at RCC for every 15 RTUs (o be integrated. El channels
and communication equipment provided by S&T wing of Railway shall be used for
communication berween SCADA and RTUs. One E] chonnel nlong with protection E|
channel shall be vused for suitable number of RTUs with ensuring bandwidth of ot least
[28kbps per RTU, BETUs shall communicate with RCC for transfer of eventsialarms &
measurands in addition w implementing telecommands. There shall be a provision of
single set of Encrzy Masagement System (EMS) Servers at RCC in bot standby mode
and two Workstatlon-Grade PCs. There shall also be a provision of single Network
Mamagement System (NMS) Server with network maunagement software amd one
Waorkstation-Grade PCs at RCC, The interface between SCADA Servers and EMS
system at RCC shall use [CCP-TASE 2/ [EC 60870-5-104 protocol/ DLMS/OPC ar any
interoperable standard imterfoce, SCADA vendor shall be fully responsible to inierface
additional RTUs in existing SCADA, EMS and NMS system prowided as per this
specification at RCC, Separate web server shall be provided in RCC as a provision w
aecess the SCADAEMS data from any prodefingd location through intemet. Further,
there should be provision of patch management software in web server that shall host all
the softwareformware patches, anti-virs software 1o be installed in varions RCC
computers/RTUs. Mecessary firewall to be provided for keeping the system safe from
intnmion of vires from outside world s per latest Cyber secunty standands,
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The single st of SCADA Server with front end & EMS Server along with | no. of NMS
& Wb Server shall support at least 100 RTUs. However, beyond mora than 100 RTUs,
the specific requirements of vinous servers like SCADAEMS/NMEWEB Server at
RCC shull be mentioned in the tender documents by tendoring authority while Noating
tender for additional section.

As per LEC 60BT0-5-104, all events shall be reported as unsolicited data from the RTU;
however, there shull be provision of & data integrity check {General nterrogmion- 6.6 of
IEC 60870-5-5) providing periodic update of the Group Sean data, which may be done
afler every |5 minules or more. Master will transmit the general interrogation command
repeatedly after the period configured and will obtain data to ensure the health of
communication network.

o. Configuration of Warkstation-
i. Each operator workstution will consist of two workstation-grade (not Deskiop) PCs
ii. Ome PC will hove provision for connecting four 42217 signage displuy. By defanly,
there is o provision of two (2) Displays; however the number may incréase if the
section is large enough. The SCADA vendor shall consider this uspect and goutmtion
fioe the snme shall be mentioned clearly. To achieve this, each worksiation grade PC
shall be provided with o qued-output graphics display adapter. A virtunl deskiop hall
be created spanning across all the Displays. The graphics adupter shall have built-in
memory of minimum 4 GB, and support resolutions up 10 1920x1080. The existing
TPC room, where the space constrains, smaller size display may be permitted with the
approval of PCEE. In such case size of display shall be spesifically mentioned in the
tender.
iii. The second PC-shall be provided with 4 single 42+1" signage and a second output for
connecting to e display wall, )
iv. The SCADA woftware should support splitting of the SCADA graphics ncross the
Diisplays or SCADA hardware shall be supported multinle VDUs und display shall
be shown in multiple window.

b. SCADA Workstation Requirements
i. Single graphics disploy should be able to be viewed across the multiple Displags, as if
being viewed on s large screen.
i, Keybosrd and mouse [unctjons shall work scross oll Displays os with normal
deskiops
ii. The software shall allow opening of multiple simultaneous windows in vach YDU,

iv. The SCADA gmphics should support zoom infour facility with cluner/de<cluer
function. When zooming in more details (static as well ns dynumic dain) on the
graphics should become visible, and when zosming out the details should get hidden
with only salicnt/important information visible,

v. The zoaming facility should not eause loss of clarity of the displayed information,

vi The clutter’de-clutier function shall be configurable by the system engmeer durng
graphics engineening.

vil. Using the sbove functions, & single graphics shall be cronted which providen complete
everview of the tmetion network being monitored! centrobled,

222 The server meant for EMS, storing dam reluted to Energy Parameiers collected from
each TS5 will sequire Energy data fram the SCADA scrver and will updale its data

= ===
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bank. Necessary protectton agninst virus shall be provided in each machine on the
network. The electrical parnmeters stored in the SCADA server and EMS server shall be
displayed on MMIs at Work station. HVCB/Line CB status to be monitored and should
be reportes] in ROC along with energy pirameters. Encrgy parameters and switch status
1o be stored in EMS server,

Following duta and its alarm events will be stored:
= Volmge

o Current
« Froquency
= Power Factor
® Active & Reactive Power
Energy
MD (from RTU or from MFM/ABT meter through RTU): Configurable (window
timeh from 1 o 30 minudes in stepi of | minttes & Innantancoos 15 Minutes (Curent
Block) MD
Alurmis & Evens shall be genernted for the following:
*  Over & Under Voltage
» Over Corrent
¢ Over & Under Frequency
« MD Violation

2201 The separaie web server shall be installed in RCC for accessing the SCADA/EMS data

224

from amy centralized location through intemetmilner. There shall be provision 1o
comfigure the server to transfer the P, @, L, V, T and energy dam along with CB status
from divisional RCC and Railway SLDC and s per [EC 608705104 over TCHIP
through milnet. Purchaser 1w amange for the necessary rmilnet | Intemet within RCC
Location, Purchager shall ensure 1o provide necessary network ativibutes Tor railnet fe., Porl
forwarding / Swatic IP/s / Opening of Certun Ports or any settings which will be required
muke the system acceswible from any given location acrons’ Indinn Bailways. Further, web
server shall also camry the process of patch mamagement so as to install the various
softwarefirmware patches, anti-virus software in RCC computers/RTUs  through
internetrailnet

The manufacturer shall also ensure that in addition 16 above, any further addition of
RTUs shall also be poxsible by simply adding two additional Workstation-grude PCs as
MMI per 15 RTUs on the existing LAN,

The LAN setup shall be so designed that mstallation at RCC center s conveniently
postible through standisrd plugs and wockets, All wiring st RCC and interconnection of
computers shall be done by the mamufacturer, The purchaser shall make the dut
communicalion link with RTUs aveilable within 30 Meters of the RCC computers. The
successfiul mamfactarers shall have 1o provide & make necessary connections betweet
the RCC computer/LAN switchFire wall/Routers with all capability 10 marage the
bandwidih. Telecom media pnd telecom communication equipment shall be provided by
S&T wing of railway. The successful manufacturer shall slso provide the wiring
properly enclosed in plistic trays W avoid uny domage.

The servers shall be [oaded with the necessary software for communication with the
RTUs, All the functionality of the communication, disgnostics and fajlover will be
possible from the Main and Standby Servers. These two sepamite server grade somptiens
shall operate in rodundant bot standby mode. The sctive server shall continuoucly
communicate with the RTUs of the remote stations & process the datn collected, in
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addition 1o displaying the same on the work-stations (M1}, The hot standby server with
snme softwire shall awtomatically wke-over in case of failure of active server, The
changeaver shall pot take more then 60 seconds.

226 Al computers would be connected on dusl redundunt Ethernet LAN wsing four numbers
of laver-2 or higher switches, Ench of these switches should have at least 24 nos. Gigabit
copper ports and 4 nos. Gigabit single mode optical ports. Switches should huve dunl
power supply. The detnil srmngement with two commurication channels shall be as per
Annexure -3,

2237 A GPS receiver with anenna shall also be provided 1o synchronize the uming of the
servers with that of standand satellite timing. This shall ensure that all the date/time
stampings of the reports generated by the SCADA system would be accurate & hence
comparable to any external report. Make & specification of GPS receiver should be
submitted to RDSO at the time of design documents spproval.

228 The specification for the compiters & peripherals to be used in the RCC s us below,
This is the recommended requirement for satisfactory fimetioning of the SCADA
systemn, The purchaser shall review these st the time of tendering and may opt for a
betier option, In such o case purchaser shiall specify the detailed vechnical requirement in
the tender. The manufacturer can also offer a better version; however, in such o case the
munafncturer shall submit his proposal with full details,

2281 Details of the workstation PC, server & accessorivs

Tiem Servers Workstating-grade PCy

PrandMake | Any reputed make Any reputed ke

Processor Mintnmem Octn Core Processor with | Minimaimy 7 Processor  with  Intest
base frequency of 3.0 GHz genemting
For bigher no, of corea: Minfoum
bage frequency of 2.0 GHz

RAM size At lesst 64 'GB upgradsble wp to | $ GB
12RGR

Solid  State | Votal sorage minimm of 192TB | inisum %60 GB, BATA
. Dirive (35D) Solid state drive (S5D) ahall be bot-
C wwippable and provided in RAID |
configuration wsing handware RAID
contridler (RAID t0 be retamned for

better relinbility)
Monitor, Cne 15" HDKYM rack mounted 4241 inch Signage 1
keyboard & | console shall be provided for the Dliplay
maoise entire set of B servers, asd should b
installed in the 420 rack.
Video Card Standard Graphics contraller ATUNVIDIA: graphics controller with
4CiH RAM
Multimedia Mol required Riquired
with aocesanry
EM! immunity. | As per [EC 61000 As per IEC 6 000
Natwork Network Ieterface Cand (Server & | Newwork Interface Cand (Server & WS):

Interfoce Card | W) Standsed 10V1D0/1000 Mbps Strendord 107100/ 000 Mbps
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Haze-T Ethernet Pori-4 nos 1GbE | Base-T Ethernet Pori-02 nos.
ports = ZInok. for SCADA LAN | Baced an svallsbility, follow
Inos. for RTU neowork. This is | provided: o g
required o olste the RTU netveork | | . v
fromm the SCADA LAK. JupuutNILmﬂimh!m.c_n'
= LAN ports on each card, configured in
Baved on svallability, following shall | cedunding mode.
be ided:
. Also, on board NIC can alio be ased for
+ 1 scpurate NIC cards with 2 no. of the sbave purpose.
LAN ports on each eardl, configured
in redundant made.
Alsa, on benrd NIC com aleo be used
for the ahove purpase.
Number  of | 2 minimum 2 mimirmim
LUSH ports b
Artegiories Including sll cpbles’ comnectors/ | Including  all  eables’  connecton
secessories 1o achiove the complete | aceessories o achieve the complete
warking of the system. working of the system ( _,i'
Cporating M5 Windows Server 2019 NTIO0 o | windows 10 of bigher.
System latest / Intest version of Lime
Power supply | Server shoald have redundant bot-
swip power supplies.
2 2.8.1 Detuils of LAPTOPF
Ttem Deseription
Brand / Maks Amy reputed make
Type of Processor Intel cuere |5 with lalent generation
RAM ire Minimaim 808 DR
Hard disk 968 GB 58D
Multimedia with accessory | In-built speskers O
Drsplay 15 Full HD LED Backlit Anti- glare IPS displsy
Sereen Resolution Miniminm 1920 1080 prixel
Nomber of ports USB: Minimum Three, Ethemet port: Minimum 1, HDMEL
(1f Laptep does not have Buill- in Ethernes port, then USE w
Ethornet Converter shall be supplied.)
Ry With external 230 V AL SOTiz power supply adapier.
Appropriole carrying cise.
Operafing Swilem MS Windirnes 10 or higher,
05 & Sywtom Archilecture 64 hit

2283 Data logger Printer

Two A4 Color Laser printers with [x10/100 Mbps Ethernet intorface shall be supplicd
and netwiorked. Consumables like paper, canrdges shall be provided by Purchiscer,
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2284 LAN Stackable Switch

Eight pumbers of manageable layer-2 swilches, Each of these swiiches should have ol
least 24 noa, Gigibit copper ports and 4 nos. Gigabit single mode optical ports and BT 45
miterface shall be provided, Switches sheld bave dual power supply. The switch shull be
of any repated mnke.
2.1.8.5 Display wall
Display wall consisting of 2x3 matrix of 50" full HD single display, with 3 mm bezel is
g displuy wall ks the lutest technology. One display wall shall be provided in a

accephed
RCC. Zonal ratlway will have to menticon in the tender about wall display 15 required ar
nisl,

When required the display of the opersor workstution shall be projected onto the
display wall 5o that a multiple viewers can view/amalyse the displayed information. The
necessary accessories of display wall dhall olso be provided by SCADA manulhcturer.

13 Details of UPS

The manufacturer shall provide a reliable on-ling UPS system of 2x10 kWA mting nlong
with the batteries and associated equipment. The dewmils of 2x10 kVA UPS system shall be
as under, '

Ttem Description

Rating Ench UPS shall be continuously mied for 10 kVA at 0.8 PF, Input:
IPhase 415 +10% & -I5% VAL, 3023% He
Cratput: Stabilized 2400 AC, 50 He,

‘Mote: In place of individual UPS {or each set of server along with
work mation. a higher capacity of UPS with suitable ‘capacity of
bonery set may be opted by zonal milway for ROC having more
number of servers set and work stations. The capacity of UPS in such
cusen’ shall be decided by Zonal Railway and specifically shall have
to be mentioned in the render.

Arrangement | One UPS of 10 kVA rating shall be sufficient 1o coter for the entire
iype load of RCC (maximum & KVA ot 0.8 PF),

C The UPS system shall operste in dual redundant hot standby mode
where another 10 kVA UPS shall provide 100% redundancy 1o the
system.

The malfunction of online UPS shall cause it to automatically isolate
from the system and the other UPS shall take up the lpad without any
intermuption.

Each UPS shall be designed 1o opemie as o true on-line, double
vonversion system where the UPS output is udependent of mput
supply voltage & frequency varistions.

Both the [JPS unit shall shere/connected 1o a single battery set. The
i voltage of Battery Bank shall be 110V DC or higher suitable
UPs,

The UPS shall have Cold st facility.

Battery VRLA baneries of sufficient AH capacity w cater the full RCC load
for minimum 3 bours shall be provided The baticrics whall be
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suitable for UPS applications. {110V DC or higher battory sysiem so |
that the LIPS and batieries could be used Interchangeably). The
ampere-hour fating to be decided based on the voliage & minimum 3
hes. backup time & 1o be mentioned in the desipn drawings.

Chitpul voltage | * 2% total harmonie distortion (TVILY) for 100% lincar
distorticm Load and + 4% for 100% nonfinear load (EN 62040-2:2001).

Display of the | Linear display of voltage in UPS (415V AC, 240V AC and Battery
status of UPS | DO, UPS failure indication along with alarm shall be displayed on
i RCC the MMI or close to wark station for alerting the concerned TPC.

The scope of work shall comprise of UPS supply wiring 1o cover ull RCC computers,
peripherals nnd communication equipment ez, MODEMs, hubs etc. This shall also
inghusde supply and wiring of £ W Bulbbe for each computer workstation & any other
emargency light points in RCOC. An AC distribution board with 12 cutlets {6 ench of 15A
& SA) from UPS supply shill alvo be provided.

The momifacturer shall purchase the UPS system from reputed suppliors and its
inspection shall be carmied out by purchaser at the time of routine testing 1w verify the
key functional requiremsents. The responsibility of ensuring good quality & service
performance of UPS system lies with the munufacturer,

The UPS shall be sultable for operntion with computer-hased equipment. Alarm and
display facilitics shall be provided on the front punel of the UPS for easy
troubleshooting, operation and maintenonce.

LIPS shall have real lime online remote monitoring and control facility lke using Simple
Metwork Management Prolocol (SNMPYMODBUS, All major elecincal parmmeters of
LIPS must be inteprated into SCADA System.

Accessories for ROC

The supply of appropriate workisble & chair of Godrej Make or any equivalent make
suitsble 10 RCC leyoui and requirements of user shall be within the scope of this
specification and the manufactirer shall quote for the same =0 per the rumber of servers
and work stations mentioned m the tender document.

The RCC set up of servers/MMIs is shown under Annexure-3, The fumiture requirement
for thie same shall be oz under:

All servers (including monitor/leyboard/mouse) and communication equipment like
Routers, switch, connectors, GPS ete, shall be kept in separate server 42 U {maximum)
Ricks,

MMI computer workstations shall be made with the Godrej Finesse 6030 computer
tables or equivalent.

Six Godref - Multitask seating-ES002T model or equivalent swiveling chairs and 6 nos.
visiting chairs of Godrel-STAL) type or equivalent shall be supplied.

The selection of racks/cabinets shall be such that mgress of dust o computer hardwaire s
mindmiin, Nomber of racka/cabrinets shall be s per the requirement of purchaser,

For addition of each workstation, one workstation compoter table along with o swiveling
chair and three visiting chairs of above make shall be supplied.

Q
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2446 Theabove requirement of the RCC accessories is mdicative only. The actual requirement

7

of RCC accessories shall be decided by Zonal Railways acconding to site condition. The
regquirement of REC aceessories shall be mentioned in the tender by 2omal railway.

The one set of SCADA s=rvers as per this specification are compatible 1o cater at least
100 aumber of RTUs. Therelore, in cuse of addition of switching sutions of ndditional
sections/ addition of new switching. stalions in existing section with RCC already
provided as per this specification; the requirement of SCADA Servers and other
necessury ROC equipments shall be finafized by Zomal Railways. The requircment of
RCC equipments shall be specifically mentioned in the tender document.

The maneficturer shall lollow recommended secure development praciices regarding
Cyber Secorily is per [EC 624434 The relevant centification and complinnee reluted o
secure development practices shall be submitted by Vendors from 2 cenifying body
secredited 10 assess devices and process for complionce to IEC 623431 during design
and manufacture for inspection ot the time of design, drmwing approval. The TEA (Cyber
Security tn Power Sector) Guidelines, 2021 or latest by Ministry of Power, Govemment
of Tndia, shall be followed for the same,

The manufacturer ghal] provide user manwils and documents (mentioned in Section 10)
to Zonn| Railways which shall include security guidelines related to operation and
maimenance of the svatom,
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SECTION 3

SCADA SOFTWARE
31 INTRODUCTION
311 SCADA sofiware shall be capable of working on latest version of Micresofi WINDOWS

112

or Linux operating system.  Master statfon SCADA application software shall also
include licensed copies of OS for all terminals, LAN interface software, diagnostic
snftware, Communication system analysis software, Antivine Software, Metwork
Management System (NMS) software, Structuned Query Language (SQL) and any gther
softwire essentially required for satisfactory working of the system. This shall also
mclude the sofiware for RTU and [ or LAN driver etc. The license fee wherever
applicable ol any of the above software shull be bome by the successful munufacirer,

The SCADA sofiwore license should be handed over 1o the division Any
updates/patches of the SCADA sofrware as released by the SCADA OEM shall be made
avhilable o Indian Railways,

The software shall be compuible for working on IEC 60870.5-104 companion standard
protocols. It shall also support multiple channels for communieation to all RTUs,

3.1.2:1 The software shall fully support file transfers for disturbance recording from protection

relay between RTU & ROC automatically as defined by different TEC 60870.5-104 of
stantfards or SFTP based file wansfer. Protection relavs supports 1EC 60870-5-103 or
IEC 61850 protocol or SFTP based fle transfer. The Distuchance file funmat shall be
COMTRADE.

31.1.2.2 The mamnfactarer shall be fully responsible for effective working of SCADA software.

313

37

RN

He shall also provide afler sales suppor, on chargeabile basis even afler expiry of AMC,
by oifering AMC/up-gradation as per the requirement of purchuser.

The Software shall be geneml-parpose, sullable for any SCADA project of Indiasn
Railways, memn driven, GUT based and filly user configumble. Tt should have facility
for application engineering with necessary 1o0ls and library modules, so that il can be
cazily customized, Tt should be poesible to customize the sofltware 1o specific need of
mimic and tabulor displavs, representation of various equipment and devices. It should
be possible 1 create new symbols and add o this wary, The online [estures of the
application-engineering module shall allow for upgrades and modifications easily at gite.
The architecture of the software shal] be modolar and it should be possble to upgrade it
to the newer versions of operating sviems.

The software shall give fast response to operittor actions and system events, SCADA
system stability should be sustained during event bursts. The soltware should be capable
to support systermn working ot high-speed datn fransfer raies achievable over QFC
communication netwaorks as explained in Section 4.

Moreaver, the soltwars/system performance should ot degrade with the time as system
is continuously up (due to generation of emporary files oie, which the software should
be capable of cleaning/deleting automatically). The manufscurer sholl endeavor to
ensure no software hanging, roquiring restart of system or individual computers,

Software data logging functions should bave flexible time and ovent-based gampling
from renl time process dutnbase, All values should be registered with stams/value and
Hme stamg.

The software may require upgradation/reconfiguration from time to time & per
purchaser’s modified requirements such as ndding adiitional DYVDO/AL points in RTU ar
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addinan of complete RTU dama. The manufacturer shall be fully respongible for thus
activity during warmntw/AMC or after completion of AMC. Formula for costing op
gradation in the sume RTU & addition of éomplete RTU duly integrated with RCC 1o be
evolved and the svme whall be mentioned in the offer clently.

3019 Complete SCADA apphication softwire may comprige of some commercial perpheral
software therefore Indian Railways shall be indemnified npainst cluims for infringements
on rights of such softwire and only the valid licensed copies or poper license of complete
SCADA applhication, commercial and periphersl software shall be supplied (o the
purchasenbigic user.

LI SCADA vendor shall provide all necessary mn time utilities for successful runsing of
the SCADA application. The utilities supplied by the Contructor along with operating
system xhould be sufficient W independently execute the STADA software without any
problem

3111 The SCADA servers (hardware, OS5 and application software) shall be hardened by way
of implementing software firewally, blocking of unssed ports and media drives,

1.1.12 The password used shall bave the combination of upper cuse, lower case, mumerals ond
specml clurmcterns,

1013 All pusswerds shall be changed periodically. If password is not changed at the interval of
six months, a pop up shall sppear on MMI for changing of the password st the ome of
login.

1114 Al the unused ports and connectors. in the Controllers, VO Cands, Ethemet switches,
routers, firewalls and other embedded devices shall be blocked.

3.1.15 Individual port-wise status of all Ethemnet switches, routers, fircwalls shall be logged in
avent list for link updown gvents.

31,16 Host basod IPS shall be implemented on all servers and workstations. Host based
108 sholl be implemented on weh server.

3017 SCADA vendor shall identify and doploy soltware palches for OS5, application software
during warranty and AMC, after thorough validation ar their facility, SCADA vendor
shall be responsible for updutes of sntl-virus, fircwalls, HIPS u¢ installed fn the
servers/workstutions.

3118 Remote sceess fucilities, Le, access from outside of the SCADA network, shall be
ilisabled on oll servers and worksiations.

3119 Al modifications 1o the SCADA datobase must be protecied via user login. Aundt wmil
must be available in configurstion solbware 10 view the modifications carried out in the
system (PC, switches, Media converter, CPU e ) along with date time and machine
name. A1 least Tollowing three operations must be available in Audit Trail: 1. Insertion 2,
Deletion 3, Update ! Modiflcations

11 FUNCTIONAL DETAILS OF MASTER STATION SOFTWARE

121 Acquisition of messuranidy
The SCADA system shall be copable of scquiring measurands 1e., Amlog inputs from
the TSS, S5 and 5P. The mensurand data shall be fime tagged ot RTU. The details of
measrands are provided i Section 6, All measurands 10 be reporied as per the sening of
dend band. The desd band shall be szitable 1o any value up o maximum messuring rang:
of 5%.

R e
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3211 Software shall have capability for Analogue value scaling, processing and eonversion 1o
engimeermg values, apan from limit settings of parmmeters.

3.2.1.2 Software shall be fully configurable 1w analyse the analogue data received from RTU
e.2., CNETEy parameters (active, resctive and apparent power & energy), voltage, cuirent
and power lactor in the form of displays (paphs as well as whular), trends, olamms ©
operator in case of set mit violations and historical interpretations. There shall also be
focility to transfer the data to spresdshect applications like MS-Excel in x1d formats.

IT the mewsurands are required it a specified periodicity the sume shall be configurable,
The changed snalogue dato shall be transmited w0 server for display on HMI with time
tag. However, the periodic analogee data with time 1ag shall be updated at interval of 2
minetes with wse of high speed E1 channel,

3.2.2. Acquisition of telesignals
122,10 The saftware shall suppart the scquisition of telesignals (-state devices) for each RTU
as eaplained in Section-6.

3.2.2.2 There shall be dependent and independent points in the traction power supply system;
For example, if 4 foedes CB wips, there shall be assoclated wlesignals for catenery  and
240V ac fail. All such events must be reported by RTU to RCC with time stamp, In case
ol any communication fallure, the last event, status, and relay fault parameters shall
be downloaded from RTU locally, if required,

3L} Exccotion of telecommands

1231 The Software shall be capable of issuing commiands to open or close a switching device,
All the commands will follow select - check - execule procedure.

3.2.3.2 Operator should be able 1o cut off power 10 o sub-sector by selecting it ond giving the
command. The sysiem should open all the associaled switching devices automatically
with confirmation for each device as un cvent

3,2.3.3 There shall be option 10 abort a commund before giving the confirmation.

3234 Al the operstor commands should be logged as evienis. After a control eommand s
issued by the operptar, and if the same could not be executed, then & message shall be
displayed imchcating reagon(s) for it

32335 The welecommand once issuesd, if not sent 1o BTU due te communication failure or
otherwise, dhall be sboried after a predefined period and shall not be in queve, Requisite
Message in this regard should be displayed and logged.

3.23.6 The software shall be capable of wsuing group commands 1o open or close the mulliple
swilching devices,

3237 Al the close and open command of CB/InterruptetMolorined isolator issued through
MM shall be executed through DO card provided in the RTU.

L4 Parameter Downloading to RTL .

The RCC software shill be capable of parsmeter downloading 1o the RTU in Une with
IEC 60870-5-104 & other basic standards of IEC 60870-3 scrics, Some configurable
parnmeters are as under:

The RCC software shall be capable of parameter downloading to RTL.
i.  Dend band settings for RBE (Report by Exception) of an Analogue value.
i, Closed Lodp Action seilings for under voltage tripping
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The above shoald be configurable through BTU's configumtion file. The file can he
downlonded from RCC as well a3 locally to the RTU with password protection,

Please refer Annoxure-9 for Protocol - Diagnostic, Downloading. ete.
SCADA software confliguration

The software should provide menu driven amd userifniendly coafigemtion, The
configuration shall define the various devices, their anributen and the traction system
specific detaile The configuration of the software shall be carried o with the help of
userfpurchaser W cover all detuibnddresenodes of traction supply operation g,
Interlocking, Jocked out signals, protection reliys & clements, alarms with aftributes,
power blocks, parnmeter seltings and display/piclurs soreen propenics se,

3.2.5.1 User should be able to define complete Traction Power Supply Network in the SCADA

32.6

system by means of vanious equipment such as CB, BM. trans{brmers, isolsiors sic. The
synlem should be phle 10 trace the power supply network in real-time and should be nbile
to color vatious sections of the network based on the powsr availability, Mismatch in
Catenary Indication acguired from {Seld and calewlated by Network Flow Analyzer
shioald be hrought to notice of TPC via alarm / event. Sections which are currently mot

should be displayed m white color (configurable) while charged sections must
be displayed in red (configurable).

Time Synchronisation

The software should have the facility 1o synchronize the Host computer clock through
GPS. Master station servers shall be time — synchronized from the GPS receiver directly
while all MMI shall be time-synchronized by the Main Server over Ethernet LAN. This
tme synchronication shall be based on absoluie time (contsining vesr, month, day,
hours, minuies, scconds, milliseconds) sent by GPS clock on o serial communication
channel. §t may be noted thar the GPS receiver ean also have LAN pon for
commumication, which will aveid using serlal ports i RCC  computers.
The clock of the RTUs shall be synclironized with servers os per IEC 60870-5-104
protocol,

Accurmte ¢lock Synchronization in o RTU depends on kmowing the time taken to
trunsmit a Telecontrol message (o it {rom the central Conirolling sistion coninining the
muster chock time therchy permitting an allowance to be made for the tranemission tine
during synchronizaition.

Test Procedure® Diagnostics

In general, the software shall support basic test procedure like-inbuild test frames
(TESTFR =act) s per S08T0-5-104 & basic standards of TEC 60870-3series. The only
periodic poll from the Master shall be the General Interrogation. which may be at 15
minute fnterval, Apart from this, Master may send a TESTFR packet at interval of 10-15
seconds if no data transfers océur between RTU and ROC to check the healthiness of the
RTL and Communication medin

3271 RTU Diagnostics

The standard fewmres mentoned under Pars 5.3.6 sholl be available for omline
dingnostics and onadntenance of the RTU wsing frame formats of [EC 60870.5-104
profocols.

3272 RCC Diagnostics

SCADA application software shall have minkmum following inherent features 1o check
its own sub functions and report status 10 the operator:
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a)  Online/standby ‘offline state of SCADA server/communication front ends.
b)  State of &l RTU,
¢} Stuteof prnters.
d) Connection status of all the operator workstation.
¢} Communication as well s health status of energy meter and numenical relay.
fy Status of all P based communication equipment from RCC 1o RTU over SHNMP
(V2eV3) protocol (il welecom exuipment supporis SNMP protocol).
The above diagnostics shall inclode the standard Windows OS tools like Windows
Diagnostics, Performance monitor and [isk administrator that are provided as part of the
administrator wols.
328 Communication Failures
RTU communicatien failure with control center shall be recorded in the event list nnd
the same can be {iltered by station/switching post, 1t shall be possible 1o genernie repons
o comumunication failure, The communication Gilurerestoration shall appear in MMI
within 0-45 seconds.

319 System security and access levels :
) 3.29.1 The system should provide m least three security levels for access for different 8
functions with strong passwords having epper case, lower case, numerals and special
cherncters. The login shall be name wise and the session shall asto-logout after

predefined time;

n) Traction power controlier (TPC): - To view and control.

b) RCC Engineer — To edit conflgurtion information and 1o add TPCs.

¢l System Engievr- To sdd new RCC Engineers and to add TPCs.

3292 A proper ldentification and Authentication Control (JAC) policy shall be adopted,

Nume wise identification sholl be enforced with rea of responsibility being defined
for esch user to restrict the socess 10 specific areas based on peography or funclion. A
Centralized User Datusbase for this purpose shall be present.

3293 A blomeiric nuthentication System shall also be incorporited. Biometric ierminals
shall be provided with cach operator workstation (per TPC responsible for a section
of the network). The biometrie terminals shall be linked 10 the cemralized user
database at RCC level for authentication purposés. Whenever. a user performs login
action on an opermtor workstetion, in sddition to usemame & password, the

) biomeirics shall also be validated fom the biometric terminal connected w0 that

' operator workstation. Validution of both methods, Le., password and biometrics shall

allow sucoessful login into the workstation,

3294  Separate logs shall be provided for the User logins in SCADA.
3285  There shall be different User anthorzation levels for sccessing logs snd dato.

3296 Dusl Redundant SCADA LAN for SCADA servers, EMS servers, worksiations, etc
and for eonmectivity with RTUs via suitable hardware' softwire Grewalls.

3297 A dedicated hardware [rewall shall be provided st RCC which will isolate the
SCADA/EMS LAN from Railnet/Internet. Railnet/Intemet comnectivity provided by
the Purchaser will be terminated to the frewall, and the firewall shall prevent sttacks
from the outside world to enter the SCADA/EMS/NMS LAN. The dedicsied web
server o be provided shall make svailable SCADAEMS data over Web and on IEC
60870-5-104 prtocol (in slave mode), The web server shall act as single point of
inerface between the external ¢lients ond the RCC SCADA/EMS sysitem, The
software firewall licence shall also (o be provided.

-
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The features and ather details of the frewall proposed shall be approved by RDSO at
the time of design drawing approval of it SCADA system developed by any
vendor. The features shall be verified by RDSO at the time of type testing.

A dedicated Unidirectional Gatewny shall be provided botween SCADA and EMS 30
o5 1o allow the flow of data only in (be divection from SCADA 10 EMS.

UTM (Unifiedd Thveat Mamagement) devices shall be configured to allow requined
traflic only. IPS shall alia be conligured in LTTM.

Implementation of Application Whitelisting shall be considered in SCADA Servers
und workstations =0 .us to prohibit the use of unasuthorized software if any.

Demilimrized Zone (DMEZ) thall be properly configured as per 1EC 62443-2-1 and
IEC 62443-3-3,

In addition to above backap ond recovery procedures shall also be well defined by
SCADA wvendor and purchaser shall be trmimed about the securily threats and
vulnerabilities invalved in the systems

SCADA system will provide facility of “Automatic Backup™ of complete SCADA
software along with historicsl and configoration data 0 a “Network Amached
Storage” (NAS) The backups stored om the NWAS shall be encrypted so that
information retrievil from the backup |s not posaible, Lavt two backups should be
available ot all times and older backups should be deleted automatically. A dedicated
NAS should be supplied a1 RCC with the following speci fontions:

» Dual 10/100 Ethernet Pons

= 4TB SASSATA drives configured i RAID 1. It should be passible 1o restors
SCADA system to the st point of backup available on NAS. The reste procedone
skal] verify the onthenticity and mtegrty of the backup before restoration.

Remote location backup shall be provided st suitable Jocatien within RCC except
perver moom for recovery in case of Dissster relsted Emergencies. This shull be
nchisved by automatic backup of dotn in NAS (Nelwark atinched stomge).

32,10 Manual Input:
Facility for marking (Manual mput) shall be provided for any alarms, equipment skajus
inchading manually operated isolntory, measumnds and himit-settings, through keyboard.
1211 Scatus Information:

Detnila lke device name, ewrrent value'vtatus, sebns siatug (on/off scen), override stuus

and block stutus shall be displayed.

3.2.12 Block/De-block of RTU & control for devices:
Facility shall be provided to block / de-block a control point (Circult Breaker, intermipter
and other controllable equipment ot the controlled station) which disebles/mables
contral operntions from the RCC, Facility should also be provided 1o block’ de-block of
RTU. The blocked condition of any equipment shall be suitably indicated on the
MCHEor.

1113 Boundary post operation;
When a post separates the zones controlled by two adincemt RCCs, control of
breakersimerrupters at this post will be so amanged that the breakers/mterrupters can be
closed by one RCC only when an interfock is releaded frim the other ROC, However,
openng sholl be possible from amy of the RCC. The boundary post details shall be
Turnished by the purchises.

32,14 Alarm Processing snd displays:

== Tes s T
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32.14.1 Alarms should be genemted as per the configuration of the software Le., whenever the
state of the device is found to be in (e abnormal condition ar any measurand's set Himit
is violated, In the event of falure of RTU o any equipment at RCC such as Host or
MMI an equipment alurm should appear, When both the puxiliney comtaoty of’ & device
ar¢ either in open or in closed condition. such fouliz shall be detected and identified o5
“Complementary Faults”. Such conditions shall also get logged (n Alurm and event list.

3.2.14.2 The olaemn list shall be of two Kinds = curremt and historic,

i Carrent wlorm st should contain minimum 400 enirice. The list will be ordered
chronologieally, Acknowledgement status of an alam shall also be indicated in the
current alarm list.

il. Historical alarms list shall congist of alarms for the last one month,

32143 Operntor shall be oble to request for display of the alarms in chronological order
starting from any given time, Provisson for sorting of Historie Alarms on various
optioms such a3 station-wise, tag wise, and in chronological onder should be supporied.
Alarm list should be printable on user’s roguest,
3.2.14.4 For CB tripping’s. in addition 10 events/alarm list, o separate popup window shall be
opened on the operitor sereen in a dedicated area with details of relays, resclance, )
resistance & current values or V, |, Phase angles or distance or Z and its angle, only if wr
it is available from the field relay through RTU. It should be closed on
acknowledgement by TPC,
3210145 Alarm scknowledgement
i Page wise foacility for alarm scknowledgoment or acknowledgemem of all alarm
with » single click should also be provided in sddition o oncby-one
achnowledpement,
il There should be Micility to define certnin alurms with sudibleé sounsd or pre-recorded
voice to aitrnct the stiention of the operator os per user requirement.
iil.  There shall also be facility for time deloyed slarm operation e.g., alarm for Tripped
Capacitor Bank CB closing reminder.
rv. There shall slso be facility for pop up alarm on opermior sereen in a dedicnted area
for overlosding of particular feeder. Period of overloading should wirn the TPC.
32,15 Events display
i Events shall be logged for all commanded and un-commanded changes in equipment 0
status, acknowledgement of alamms, limit violations of analogue points, user login and .
markings done by operator from MMIL
il. The event kst shall also be of two kinds — current and historic, same as explained in
alarme in Parn above and similer options for sorting, displaying and printing of event
reports shall alse be available,
A%16  Power Block
t, Power Block is given for maintenance by de-energising the device’ section of
OHE, When & device'section 15 under power block. it shall not be possible o
apemie’charge if, unless the power block is i cancelled from the ROC, In cose o

telecommand &5 attempted, 2 failure message shall be given w the operator.
i, Granting the power block
a) The software shall have facility to select the deviceliection to be under
power bleck,

b) It shall also be possible o select a number of CBo/BMs required o be
operated for making a section dead and o group command shall be possible

— e P iy N,
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1o issue. The system shall open all devices, which are put under power block
by the operator, The operatian must be comfirmed for each device e an
event,

¢] ‘Operator should be able 1o cut off power to o sub-sector by selecting it and
giving the commanid, The system should open all the ussociated swilching
devices nutomatically with confirmation for each device us an evenl,

d} The operutor shall hive 1o enter ihe details of the power block like the
operitor's code mumber, and time duration of power block. All power block
detnils  like operator’s identity, time of imposilion and section shall be
recarded along with system ime.

iii.  Cancelling the power hlock:
a) Operaror shall sclect the device or the section on which the block has 1o be
cancelled and give power block cancellation command. With this the power
block of the devices/'sestion shull be removed.

b) 1f & power block s not cancelled m the end of the permitted duration, a
suitable alurm shall be generuted 10 sttrac the attention of the opermor,
Svstem should permit the operator 10 extend the power block period in
confirmation fo this alarm,

. It shall be possible to display or print the information of all power block details
giving clear delails regarding operator’s identity, time of imposition and also the
svstem time, Power block details shall algo be stored in the database for later use,

¥, There should be a provision for entry’ of power block as per Annexure-110. Memu
should be made in which details of uming ol PH imposition and cancellotion,
wark carried out, person incharge, working KM ete. can be filled and the same
should be tabulsted autamatically in a scparate folder in server itself The saved
datn shall be rotrievable for any fiture roforence.

vi.  There should be facility 1o iﬂ.u_c power block for an open equipment also.
vii.  The pop up should not block the view of the TPC in OWS.

Under-voltage tripping of 5P Bridging interrupters:

Under extended fecd conditions, if a low voluge st SP persists for more than a specified
time (both of these shall be configurble), an alamm shall be sent to the operator, If the
viltage continues 1o be in the low mnge even after this time (i.e. operstor has not taken
any action within specified time 1o restore normaley) then the bridging device shall be
apened by o RTU through closs loop action.

The RTU shall monitor voltsge levels ot both sides of the SP & if the voltnge is low for a
specified period of time, it shall give o tip commuand,

There should be #lso & mamusl option from SCADA 1o bypass the candition in the event
of PT physical fablure at 5P with specific permission to CTPC/SSERC

3218 Automatic Fanlt Localization of OHE (AFLN)

This feature of uutomatic Maull localization of OHE fults by the SCADA system is
required in cases where the SSP/SP/ATP are not provided with Circait Breaker along
with its associuted numerical relnys

The siNware supports automatic localizalion of fults in OHE, segregation of faulty sub-
sector/broken sub-sector and restoration of 23 kV power o healthy sections of OHE.
The fault localization process can be initiated by the operator through the MMI scroens.
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The method of invaking the function is given in the section—opertor commands. 1f the
SP BM i closed at the time of initiation of fault localization, the software assumen it as
an extended feed condition and proceeds accordingly. The software shall analyze the
network stute st the time of initintion of AFL, and sutematically tedt and verify all sub-
seciors thal were being fed by the circuit breaker. The software emplovs the technigue ol
energleing all the sub-sectorsbroken sub-sectors sequentially and identifying the liulty
sub-sectonbroken sub-sector by checking the tripping of the feeder circuil breaker for
each of the encrgizing aperation. The software will ensure the following during the fault
Incalization and isolation process.

 Fake into account the following inputs entered by the operator,
w Power block imposed! cancelled on an. imterrupter: Whenever power block is
imposod on any of the inferrupter, no further control on thet isterrupter will be
possible from the muster station. For the purpose of fault localization sech
interrupters shall be assumod as “open™.
b. Discontinuity caused in any sub-seclor due 1o imposition of power block an an
elementary section of thut sub-sector. Ensere that no imermupter that was open
N priot to the occurrence of Tault s closed during the Rl localisation process.
) ¢. Ifany device in the sub-sector is overridden, a message is given to the operator and QO
the AFL is aboried. The message will be “Disable the overridden values In the sub-
sector and re-stan AFL”,

* Segregate the faull by opening minimum number of interripters.
Feedback fur communds issucd by AFL, and checking of FCB tripping during AFL
shall be priovitized.

The AFL can be done for
a Mool case ol the sector from TSS 10 SP
b. Extended cuse for sectors up to the next failed TSS
¢ Extended case for sectors up to the SP after the failed TS5

The AFL algorithm shall sutomatically determine the present case from one of the

capes defined above, and proceed with suitable sequence of operations. Further, the
algorithm shall be self-<adapting to different network topologies like single line, douhle

tine, three fing, bus-bar arungement at SP/SSP, oic

In case of FCB mpping second time and the auto re-closure locked out telesipnal is .
received, it shall be possible 1o sutomatically inltiate AFL without operator intervention, O
This feature shall be configurable on FCB basts. When the fanh localizstion is on, the

progress can be seen using the displays where the comresponding sub-sector is delined,

The display will be sume as the nommal station display. Operator will be able to see the

latest atatuy of the devices operated by AFL and can thus trace the progross of the AFL.

There will be no alarms for the dovices, which are opemted by the AFL. The operntor

can abort the AFL while it {s in progress. The sequence of operations as carried out by

AFL shall be recorded in the event list for loter analysis.

An alnrm is raised afier the fiolt localization is completed. The alarm will indicate the
faulty section. Aller identifying the fulty section, the AFL alporithm shall satomatically
block that fuulty section, and restore the other sections 1o their original state. There shall
be an aption to automatically solae sections parallel to the faulty soction, as there could
be traing in the section parallel to the faulty section.

In case AFL could not locate any fault, then an alarm indicating the same shall be
generaied, and all the sections being fed by the FOB should be restored 10 their ariginal
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stite. I case AFL aborts due to any error during ils execution, an appropriste alarm shall
be generated indicating the resson for abortion of AFL.

3.2.19 Inputs to the AFL algorithm: A user imtpriace for defining the power supply network

biing fed by cach FCB shall be provided. This will provide the requared inputs to the
AFL algorithm to detoimine the sections to test when AFL is initisted for that FCB,
Onece the sections are defined, the AFL sholl sutomutically determine the current
condiiions of the power supply network, and proceed sccordingly,

There shall be a single algorithm that operates for all conditions and that which requires
the minimum of inputs from the user during engineering. und during initiotion of AFL or
AFL algorithm shall be configured individually for each FCB usig o aser-friendly wser
interface.

3.2.20 Disturbance Records: The prowection refays installod may have communication features

31.21

compatible to TEC S0RT0-5-100 or IEC GIRS0, The fault waveform datn stored in the
relays ot TSSSSP/SP shall be required to send w Remote Control Centre through
SCADA, Necamary configuration Wals for fetehing the stored data in the relays and
amlysis of the faul wives thervof shall be integrated part of the SCADA software. In
IEC 60870-5-103, Disturbance Recorder (s avallable using request of Frume Type 24 &
25 or as per [EC 61850, Refer section 7.4.11.2 (Transmission of disturbance data) of
IEC GO8T0-5- 104 standard for detnils of communication bgtween RTU & RCC or
transfer of Disturbance Datn in form of COMTRADE file or Relay's Mative File Format
using IEC AO870-5-104 sechion po. 741011 using “Name of File" as <> shall be
applicable.

Printers: The SCADA software shall support & minmmum of two data-logping laser
primesrs connected on LAN,

3223 Message pad: One puge shall be provided for the eperator o record/ndd  [mportant

messages. They can olso be edited and removed by the opemtor. The messages will be
retained by the system even i the MMI is shutdewn. When i is brought wp again, the
last entered message shall be viewable by the operator. The messages entered in hot
system shall be mnomatically replicated to Standby system when SCADA failover takes
place.

Theere shall also be & theility o put “REMARKS “notes on MIMIC to any Equipment,
Purameleni, and Interconneations,

3.2.23 Dats logging and Reporis genvration

All alarms and events shall be logged by the system. Average values of selected annlog
parameters may also be stored. The duration of this logging should be setwble pod Log
dnts shoukd be stored mmmmitically with date {(yosr, month and duy) and time (hoors and
minutes) stamp n o file. The software should be capable of genersting different types of
reports. The reporia genermmted shall be digitally signed by SCADA Soflware to ensure
authenticity of the report source. Some of the reporss which may be required are: -

i Duration during the month when the voltage weont above or below 27 or 17 KV ul
the TS5 and 5P rospectively,
i, Duration during the month when the curment & exceeding full load capacity of the
trarsformer.
fit. Encrgy data interpretation, MD viclation.
iv. Report in standord foemat as per Annexure-11.

3.2.24 Voltage profile at TS5, S5P, SP& ATE:

Recording of Volmge Profile m TSS, SSP, 5P & ATP shall be done and stored in the
SCADA or EMS, Minimum durstion for monlioring shall be 48 hours. The voliage
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parameter shall be recorded when voltage is below 19 kV and above 28 kV. Voltge
between 19 kV and 28 kY shall be considered ax normal and hence no rocording
requires. It shall be possible to display these valoes in form of Graph and Tabular report
ad wnd when required. Filtering of voltage profile data shall be done by dute and time, It
shall be possible o read from Voltwge-Time graph the time and durstion of low/high
valtage along with values.

3.1.2% Help Musetlons:

On-line help and tutoring guide shonld be provided for all major functions in the MMI
using the HELP option. The help sections will guide the operntor for any specific help
for currying oul certain tasks.

3.2.26 Tabular displays, Current & Historfcal trends diugrams/graphs:

3.2.26.1 The software shall be capable of providing tabular Displiy of data of a controlled station
€8, equipment statos, plarms and mensumnds.

3.2.26.2 The time verss value plol of measuronds in o separate color including the arthmetle
values on the measurands such as multiphication shall be displayed in o trend diagram.

) 32726.3 The trending shall include both historicel trending and dynamic wending of current data. )
The dynamic (current values) tronding shall be for duration of one hour. For Historical
trend, average value of dota shall be logged ot the imterval of Smis duration.

32264 Logging of volage profile a1 SP/SSP should be at on interval of 10 scconds and dat
should be stored in RTLI for imitial 1 Bowr,

3.226.% Ceneration of reports for down time of servers.
1.2.27 Faillover of dual hot-standby systems

32.27.1 Hot standby systems shall be designed o improve the reliahility off SCADA system by
having back-up machines that automatically 1akes over when the primary fails. The
standby systems for the mem server shall ensure that there will be no loss of data,
alurms, event ete, due to the failure ol primary server and data shall be updated nonmally
after the failure occurs. In the event of failire of primary server, the stamd by server
computer system sulomatically tkes over including the duta pequisition end the
communication with RTUs over the existing channels. The Changesver from Hol o
stantdby computer shall nol take more than 60s from main to standby. The failure of )
primary server shall be displayed on all MMT's along with suitable alarm indication. )

32272 The system shall also support dual Ethemet LAN wherein each computer shall have two
LAN interfoces. From each compoter, one LAN imerfice will be connected o first
network swilch and the second wnterface 10 the other switch. Afer achicving this
comnectivity, it shall be ensured that any failure of one LAN interface of computer, any
ane LAN wire, any one LAN switch should not cause pormanent break in LAN
connection betwoen any two machines. In any such condition, the system should be able
to restore allemale LAN roule within 30 sccondy, also none of the equipment should be
declared offline/disconnected during LAN fadlure.

33 Overall sereen design & real time display

The MMI screen developed on WINDOWS shall generally comprise of Title bar, Menu
bar, tool bars, smtus bars etc. for real time depiction & control of traction power system,
This interface shall provide for all interactions between the operator and the SCADA
system. It shall also have fentures for dlerting the operator with sedio/vigual supports on
ogcurrence of critical aloms and events. The sudio alanms shall inchade play back of
pre-ecorded voice files in * wav® o any other stosdard formats,
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Full graphic; colored displnys of controlied stations shall be provided by the software.,
The display shall include ONOFF status of equipment, (such as feeder CB trip, AC and
DC fail/low, RTU fail, commumicstion fail, mechine down cte.), slorms, measurands and
names of the controlled stations,

There shall be facility for vieswdng display of ful] section, suitably condensied to fit screen
size. This condensed picture shall be disployed on the MMI when called by the operator,
Condensed disgram muay have fewer demils as compared 1o the normal display but
operator shall be able o control any of the devices and accepl / sckngwledpe any alarm.

IF number of controlled stations is oo large then the condensed picture for full section
miny be displayed on two or three pages.

Marms for circuit breaker(s) tripping(s) sholl be displayed an MM screen in addition to
flickering of cireuit breaker symbolis) 1l operatar acknowledzes the same. The 1elecom
and paints like OB Interrupters ete. shall be displayed with the distinet color schumes
& aiributes e.g.
Point Iocked from comrol - disunct color
Adorm state - Blinking with distinet color
Alsrm state and acknowledged - with distinct color
Point has complementary fault = distinet color

*  Point value non-current sinee the RTU is down. - Distmer color
Similarly. oll welemetered pomts like V, I, powerfenergy porameters cic. shall be
displayed with the distinct color scheme & attributes e.g.

* Alarm state - distinct color

» Mormul- distinct color

= Non~current = If due to any renson, RTLU stops 1o commumicate with RCT at any
time but MMI shows the measurand which was updated in the MMI previously
so the value displaved  presently is not the current value same shall be treated as
non-CUrent.

3330 In addivion of above the SCADA software shall be fully capable’ configurable of

showing different alarm states and their acknowledgement in a distinet color and display
aftribute like blinking et

3.3.3.2 The softocare shall be capable wo provide tabulur display of daty of any controlled station

14

€., equipment stotus, alarms and measurands. It shall also be capable of generation of
civment trend dingrams (the time versus value plot) of single or multiple measurands.

({icien Gulek Fault Findl shmulntion Software fing M Eirsimne

SCADA manufbcturer shall develop and provide Efficient and Quick Fault Finding
Simulation Software designed for providing training 1o Traction Power Controller. The
mimic shall be the replich of running SCADA sysiem for casy understnding. The
purpose of the soffware is to erase the knowledge gap and 1o cnhance the knowledge of
TPC to isalate faulty sub-sector from healthy section at the time of eecurmence of fmilt
efficiently, smoothly and quickly. Fault shull be created through stmulstion software and
there shall be provision 1o segregite e fully section manually by the trainge 'TPC" us
per the procedure mentioned in ACTM, Aler segregating the faulty section, TPC should
charge the healthy section. The time tnken by the TPC should be counted by the saftware
from the beginning till the healthy section is charged by localizing/scgregating the fault,
The following functions ahall be available for Efficiemt and Quick Fault Finding
Simulation Software for TPC Personnal:

! iy Crmenaf by - [
= =T
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The software shall be capable of creating the fault mamuilly as well a5 avtematically in
the selected sub-sector.

The software sholl support segregation of foult manually by switching ON/OFF the
Circult Breakers/ Inferrupiers.

Muooual. faull localization logic 2= implemented in the SCADA Software shall be
implernented in the training software to nssess the time taken by the traince TPC for
segregntion of Fault and charging the healthy soction.

The mimic shall be same as SCADA System supplied for that paricilar scction, Further,
the software shall be capable to add sections which ahall be subsequently electrified.

The software shall have feature: for nome wise login and logout with proper history of
mwmber of attempts on the sollware (o localize the fiult. The ststus of wihether the faull
wins successfully localized or not slong with the time taken to localize the fault shall be
available in historical data. Further, it shall be capable of recording parameters like faul
imitiation time, 1otal time taken for Fault localization, events of opening & closing of
CB/EBM w0 localize the fault with time mnd date stamping.

In case of addition of pew sections, the changes required in the software for that
particuler section shall be integrated, Further, the syitem used for Simulation Software
shall be a standalone system and shall consist of one PC with CPU and other accessorics.
Only n single sei of standalone system shall be provided at RCC for this purpose & shall
be mentioned in the tender dogument accordingly. The specification of PC & CPU shall
be as below:

tem Description
Lmd [ Mitke Any repuled make
Type of Processor rulnlmis with 12™ ar higher generation
RAM size iMinfmmn 8GB DDR4
Hard disk il TH SSD
Multimedia with accessory Fn-amnspum
Desplay Fﬂhumulm 42" Foll HD LED Bucklit Anti- glare IPS displuy
Bereen Resolution IMinimum 19201080 pocel
Number of ports LISH: Minimum Three, Ethernet port: Minkmum 1, HDMI:
lAcocssories (With external 220 V AC 50Hz power supply adapler
Kiporating System MS Windows 10 or higher.
05 & System Archilecture Fﬂ hit
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SECTION 4
COMMUNICATION MEDILIM

4.0

4.1

42

43

44

45

Telecom Arramgement for High speed TCPAP based SCADA

S&T wing of Hatlway shall provide, maintnin and replace communication media and all
telecom equipments insalled for extending dam communication by providing end to end
telecom connectivity (from ROC to Remote Terminal Unit (RTU) at switching post for
SCADA system,

S&T wing of Raitway shall provide redundant high spoed commumication medium
between RCC & Sttion Hut through STM-1/MPLS equipment connécted in a ring. The
purchaser shall provide all téchnical detaily of the communication media offered for
SCADA. The communication link up 1o RTU shull be provided by the S&T wing of
Rallway which shall not be redundant one,

S&T wing of Railway shall arrange communication medium between ROC and RTU,
For this purpese, existing OFC network shall be usad between RCC & way station
nenrest fo RTL loeattons. OFC has been laid slong the track and terminated generally in
OFC huts at way stations. These OFC huts house STMMPLS equipment configuration
ennbling extension of El to way stations. Presenily the connectivity from OFC hut to
RTU locations is mostly on copper cable. If the connectivity between the S&T OFC but
and switching posts 15 provided with OFC then single mode fiber cable should be used.
All new TSS, OFC connecitvity shall be provided between OFC hut and RTL by S&T
wing of milway. S&T wing shall provide redundani communication mediom between
RCC & OFC saticn Hut through STM-1MPLS equipment connected i a ring and OFC
bt w0 switching station by providing spare channel. The purchager shall provide all
techuicnl details of the communication media offered for SCADA

In case of OFC telocom medin upto switching post & RTU, S&T shall provide
100BaseFX (Fiber Connectivity) at switching post and RCC. In case of quad medin
{copper cable) betwean OFC hut snd swilching podt, and st ROC, S&T shall provide
Ethenel connectivity at switching post and RCC, All equipment provided by S&T shall
supporl the SNMP VIC / SNMP V3 protocal, Natwork provided by S&T should provide
the SCADA vendor the freedom to chioose the [P subnets. No firewalling shall be
implemented by the Purchaser on the provided newwork. Cusmanteed bandwidih of
128kbps min, per RTU hmll be ensured by the Purchaser.

The communication setup for implementing high speed communicanion &5 schieved
through wse of Rower with @ inbuilt 2-port E] foterface cand, LAN extendenMedia
converter 2Mbps digital Modem cte. In this prmngement one El shall be provided
between sistions 1o station. For network redundancy, additional E 1s wilized o form an
OFC ring from station 10 stathon.

The tetecom scheme is depicied in the diagram given below,

Telecom scheme comprises of Router with E1 interfaice, 2MbPS Digital Modem™Medin
Converter LAN extender etc, powered by pvailable 48 V DC in OFC Hut, 240 ¥V AC in
RCC and 110V DO at switching post.
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Figar, Tubcom schms for igh speed SCAMA hesed on TOR commurscaton

In this scheme availability of E1 channel is required m each OFC HUT a1 way stations
and al Divisional HQ OFC Room. S&T wisg of Railway shall provide necessary E|
channel and telecom equipments,

The S&T wing of Railway shall have 1o ensure the availability of El channel, telecom
equipments and medium of communication. The scheme of communieation comprises

of the following:

a, 2 El made avallable by 5 & T from STM st OFC Hut and 2 EVMPLS at the division.
2 El at Division shall be required for moking ring 10 make the communicatbon
redundant whereas 2E1 at posi shall be required for communication for the post s
well 1o connect next powl. Last post second B may be through other OFC network to
make the ring by connecting ROC/STM nt Division.

b. Router’ CTC Converter or equivalent with minimum 2-port THE! Mubiflex Trunk
Voiee WAN lmerfuce Card),

¢, 2MbPS Digital ModemMedia Convener/LAN extender st OFC Hn
d. 2MbPS Digital Modem/Media Converter/LAN extender ot post

MNote: For cloure na. 4.0, 4.2, 4.4 & 4.5, the redundant communication medmm between
ROC & mavion Hur through STM-1MPLS equipment conpected i a. ring I not
mandgiory for the section where OFC wark is in progress or branch line / spur link. The
raguirament of redundant commusication for such secrion shall be decided between
PCEE & PCSTE foinily, Whenever, redundant communication available in such section,
ihe SCADA sptent shall be switched over to redundant communication immediately,

Inn case OFC Is provided between Station Fut & Swilching Post, 2MBP'S Digital Modesy
LAN extender shall be replaced by suitable mediz converter on both ends {Etheret on
copper 1o Eihermet on fiber,

R e R
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SECTION 5
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A ] r
INTRODUCTION

The Remote Terminal Unit (RTU) shall be installed at TSSSPSSPATE 1o scquire data
from power sysiem devices Le, CTVPT circults, numerical relays and device siatus
signals, RTU shall also be used for control of devices from Master station/RCC, The
supplicd RTUs shall be interfaced with the substation/switching post equipment,
commumnication equipment, power supply distribution boards; for whmh il the interface
cables, TBs, wires, lugs, glands cte. shall be supplied, installed & termmated by the
successlul manulbourer.

The RTU'S & other equipment are subjected to severs temperiure varitions and
vibration conditions then the RCC equpment. Manufaciurer shall take care of these
uspects ity his destpn The prototype design of the RTL shall be approved by RDSO,

The RTU Hardware shall include redundant CPU modiles, it's associated digital
inputoutput modules, alarm input modules, snalogue mpul modules, waichdog,
trapsducers, memory, interposing contactary, redundant power supply units and surge
arresters and other flems necessary for its proper functionng. In case of fmbure of
CPUMPSL the redundunt module will tke care without invermupting the fusctionaliny of
SCADA, and sn dlarm for the falled modile shall be generated in the RCC and logged as
event also. RTU shall have feature to monior ststus of all [EDs connected to it from
RCC RTU shall be compatibile to work with any make of master (SCADA server)

The redundant CPU shall hive capubility of synchrenizing their states in order to
maintain the most recent copy of the process state such as, L0 states, SoE in both CPUS,
In the event of a switchover of CPUs, the newly promoted active CPU should have the
most recont stale, as wis before the swilchover.

PHYSICAL CONSTRUCTION OF RTL's

The RTU cabinets shall be dust, rodent and vermin prool’ with door. The doors shall
have proper robber gaskets & locking amangement. The cabinets shall have facility for
bottom entry of incoming/ostgoing cables for operstion of the equipment. Sultshle
reinforcements shall be provided wherever necessary. The RTU shal]l heve cubinets
made of CRCA sheets with powxder conting. All panels shall be in-door, and meet [P 51
cluss of protection,

The RTU for TSSSSPSMATPE shall be floor mounsed and every endeavor shall be
ide by the menufbcturer 10 offer w5 small a cabing os  possible withow
compromising on maintainability and serviceability of the RTU equipment. There shall
preferably be only one RTU cabines housing all equipment, All enclosures shall conform
to minimum protection clats 1P 51 as per TEC 60529, The interior of the pane| shnll be
lighted using an 8 W LED Bulb/Tube by a door-controlled switch for mointenance
purpmcs.

Vendord should explore possibility 1o design 2 single RTU for TSSSSPEPATP
irespective of usage in 25kV, or 2x35kV or Sub-urban Traction System.

Nhodular type of consiruction shall be adopted 1 fucilitate unit replacement of devices
wherever required and must be scalable o cater TSS/SSP/SP with up to 4 lines, Surface
mounted teclmology (SMT) shall be used (or higher level of relinbility. Standard plug-in
and connector amumgement shall be made for the printed cirds.

All electronic modules shall be mounied vertically and fxed on the main fmme of the
cabinets. The RTU housing imternal design shall be according to isolation needs and

=== =t
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space restrictions therefore minimum possible size moks with imegrated 1erminals shall
be weod for reducing the wirng, RTU shall be compuict expandable und scalable o cater
TSSSSP/SP with up to 4 lines, Suitable check points' disgnostic indications shall be
provided on the cards for monitoring its healthiness.

ATl internal RTU control circuits and wiring of DIDO & other signol circuits between C
& R panel and RTU shall be with 0,75 sq mm, 1100 ¥V ACY [500V DC grade PVC
ingulated copper conductors conforming 1o 1S 694, The wires used in RTU for DI, DO
and Al circuit shall be of different colors.

3251 RTU shall be wired with 1.3 sq. mm PVC insulied armoured copper conductors

conforming 1o 18, 1554, Pant=l, 1100V AC/ 1500V DC grade for Interconnection
between RTU & Control & Relay Panel and incoming 110V DC & 240 V AC power
supply, For CT wiring, 4sqmm conductor size shall be used. Suimble metallic double
compression cable gland shall be used for inserting the cable in RTU & CRP.

52.52The bunch of wiresicables shall be neatly dressed, laid in plastic ways and supported

526

53
331

531

533

5330

suitably. Separate wire bunches shall be mun for AC, DC, contris] and dats cireuin,
Caution plates& name labels shall be provided, wherever necessary.

Proper protection by providing MCB's conforming to IEC 60898-2 of any reputed malke
tor different supply ciecuits ghall be ensured ingide the RTU,

RTU FUNCTIONAL DETAILS

The BTU shall be designed for handling telecommands, telesignals and telemetored
parmmeters ix per the details given in this specification. All the changes (one or more) in
the status of the cireuit breakers | interrupiers /motor-operited isolators and alarms that
may ocour between comecutive polling shall be siored by the RTU until they are
reporied to the master sations along with their time of occurrence. Morcover, o
minimum of 10000 cvents shall be stored in the RTU memory sequentially, in case of
eommumnication fuilure, for reporting o the master sation, The events should also be
stored in pon-volatile memory so that these can be trunsferred to RCC even if the RTU is
power ¢yeled or communicotion restores after filure,

RTL shall use IEC 60870-3-104 protocol for commumiention with RTUC. "The RTU whall
be configurnble v repont analogue & suslus changes by exception o RCC. However,
RTU shall nlso suppori periodic reporting of analogue data and periodicity shull be
configurable from | sec 1o 13 minotes. The dead-band for repoming Analogue value by
exception shall be setable from 1% 10 10% of the moximum measuring range, In
sddition, anologue values shall also be reported o Master stion by exception on
violation of a defined threshold limit. The threshold values are to be configared in the
RTU so that any sudden variation in anafogue value, like crossing a limit, or a dignificant
change in the value is reported spontanecosly 1o SCADA.

RTU shall suppont Maximum Demand (Apparent power) caloulation based on inputs
received from energy/power transducers o nequire Maximum Demand (Appareni
power) value from energy meler (MEM/ABT meter) based on § w 60 minuies
iconfigurable) window periods. The instantancous and window valoes shall bath be
available from the RTU. The instamnneous value shall be reported ns per eyclicity of
analog value reporting. The value of MD shall be reported o ROC after cach window
period along with time stamp.,

Encrgy mater on HV/ILV side provided st TSS cun be used for acquiring Encrgy
Porsmeters value by imterfacing with RTU through RS485 over MODBUS protocol.
There shall be provision of correction factar in the SCADA software required for
muatching the MDD, It may be multiplying factor or addition/subiraction of any value

e g T
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334

535

537

533

bised on the difference ohserved, Location of CT/PT puy not be same for EH and TS5
meters.

The CPU will restore without any manual interveniion after restoration of power failure
or commundcation failure or miernal fule. All restarts shall be reported to RCC over the
IEC 60R70-5-104 protovel,

RTU shall e capuble of being reconfigured (under password control) focally from the
laptop/postable programming device and from the Central Master Station by using RTU
Muintenance Software, SCADA manufacturer shall fumnish avthentic copies of RTU
fimuware in CO/DVD 1w the purchaser. Document regarding File formets shall be
submitled ulong with design/ drawings of SCADA w0 RDSO for approval,

The RTU shall have self-monitoring/diagnostic for fult conditiond. This shall provide
vatious detnils such as, defecnve cards VO cards, host lines, device siatus, command
supervision ot The RTU should generally support the test procedures us per stancland
protocol [EC 60870-5-104. SCADA vendor shall submit the demils of specific
dingnostic function o RDSO st the time of design document and drawing approval. The
RTU shall alse support SNMP protocol 1o allow monitoring of the RTU modules and
other dinguostic information from o Network Monsgement System.

BT shall be copable of locally implementing miscellancous tragtion power control and
profection needs e

i Imedock relesse-reguest facility for circult breakers’ imtermupters control =0
boundary past.

ii. Tripping of CB/BM on under voltage at SP ufier o set time delay.
RTU ARCHITECTURE- TECHNICAL DETAILS

cru

Processor 32 bit or us spproved in design

RAM 256 MB (Min.) or as per design requirement higher than 256MB

:‘un—"u"u!ﬂill: 4 GA (Min) or as per design requirement higher than 4 GB
emory

Interninl Wintchdog | Available

Redet Switch Available

Clock Internal RTC</= 50 ppn accuracy ) of better

Communication Min 1 number RS-23XUSB Port, 6 nos. RS-485 poris for
Ports ‘communication with MNumerical Protection Relays on [EC
GORTO-5-103 peotocol & with NIFPES, Multi-Function
MetersEnergy meter, anemometer, POR, Battery charger,
Digital surge counter, Burglar Alarm ete. on MODBUS protocal
and 2 mumbers Ethemet port for communication with numerical
relays eto. on 1EC 61850 protocol, Minimum 2 nos. of Ethernet
ports for communicating with the ROC as per [EC 60870-5-104

protocal.
Allernatively, & separate commiunicalion module (card) in

redundant mode can akso be provided for varioes commumication

=== .= ==
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poris mentioned above,

=The RTU shall support data wansfer from protection reliys as
pet [EC 60570-5-103 & NIFPES, multifunction meter/encrgy
meter, anemometer, POR, battery charger, Digiml surge counter,
Burglar Alann ete. as per MODBUS protocel using RS-485
parts and IEC 61850 (ediion 1 and 2) protocol using Ethernct
ports. All 1'O% that are available with relay (i,e~ Protection
alarms, Catenary Status, measurand etc) should not be hard-
wired & should be read from relays wherever possible,

Only in exceptional case, where the Reloys ure pon-
communicable, the protection alarms measured may be hard
wired.

The control ond stati of CBs. Interruptens and motorised
isoators shall be hard- wired with DO/DI card.

“Communication pors should be optically isolused

Opernting  System, | Real-time (RTOS)or embedded Linux or others meeting RTU |

firmware functional requirements

Dhagnostic LEDs [ Available

Digital Tnput Cuard

Gengral -The RTU shall be capable of capluring contact aperations of 20
ms of more duration. Operations of less than 20 ms duration
ghall be considered no change (contact bounee condition).
<The RTU shall be capable of accepting two types of status
mputs fe Single point Stutus inputs and Double poim staus
pts.
-All status inputs shall be time stamped by the RTU with an
sceuragy of | ms.
= Relays/optical isolation for inputs shall be provided

No. of chanpely As per section b,

Voltage schsing 110V DE (either directly or through interface carda)

Isolation Uiser impul 1o channel: minkmum 1500Y AC for | minute

Protection Volinge surge protection per changiel (inbuill / exiemal)

LEDs ON/OFF LEDs per chunnel & power/ healthiness of ihe module

or suitable diagnosiic tools shall be implemenied in RTU
software tool 1o eheek the healthiness of esch chunnel whenover
required,

Channel  scanning

Ims

Debounce filiering

To be supported

Anti-chatter

T be supported

= e e T
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Digital Ohatput

Curd

Generil On receipt of command from master station using the select
check-before-exeeule operute (SCBO) sequence; the appropriste
control outpot shall be operated for a pre-set time period which
shall be adjustable,

No, of Channel/Capaciry: As per section 6.

Outpuat Each DO channel to have aufficient currentvoltage rating to

Charncierivtics operate the contactor eoils.

Pulse dumtions 100-2500 ms, lutched outputs

lsolation Ulser input to chammel; mindmum 1500V AC for | minute

LEDs ON/OFF LEDs per channel & Power/ healthiness of the module
or suitable diognestic iools shall be implemented in RTU
software tool to check the healthiness of each channel whengver
required. i

Analog input card | Al card to be used for PT, CT, RTOC mputs i.e., OT1, WT1 and
Transforiier Tup Position {for online tup changer) iopuis (with
suitpble transducer),

Mumber of channels | As per section 6.

A/D converier The analog input shall support measuring of CT, PT voliages up
to 110% of nominal value without loss in securacy, RTCC input,
transformer tap posttion. A 16-bit AMD converter should be used
All snalogue value shall be time stamped by the RTU with
resalution of | ma,

luplation User inpul to channel; 1500VAC for | minuie

Protection Surge protection through MOV per channel (inbuili | external),
Carrent limiting 10 be provided, Resetable fuses for each
channel for ovierlosd protection.

LD ON/OFF LEDs per channel & Power’ healthiness: of the module
or suitable didggnostic tools shall he implemented in RTU
software 1ool 1o check the healthiness of cach channel whenever
required.

Accuracy {1.1%a {or berer) of full soale.

Vendor should submit the details of nbove e, Processor, RAM, Non-volstile memory
ele. in bill of materal at the time of design drawing approval.

The RTU address shall be configurable, The RTU sddress should not be lpst in case of
power swings or surges. It shall be possible for the purchaser 1o reconfigure the addiess
for the remole station. (The manufactorer shall train the purchnser in the solting,
configuring of the RTU. )

5310 It shall be possible (o configure and recond selecied sel of analog paramelers ol o
resalution of | sccond This function onct enabled shall function continuously, mnd
provide automatic retrieval st ROC of the recorded data, The data transfer can take place
in buffored fashion, such that normal functions are not affecied.

Higpatuin

i
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53.11 Time accuracy of RTU time stamp shall be Ims. A separate test to cerify this would be
apecified

5312 The RTU shall support communication with at least 4 master stations simultancously
using [EC 60870-5-104 protocol using scparste logical databases for cach master stution,
At boundary post locations, it shall be possihle 1o use a single RTU 10 report to bath
RCCs,

3313 The RTU shall support SNTP server feature in order to synchronize the clock of the
relays, The SNTP server shall report time of the RTU's internal ¢lock, which in tumn is
being synchronized by RCC SCADA over IEC 60870-5-104 protocal.

53.14 The RTU shall wiso have IEC 60870-5-104 protocol support [or interfocing with
automatic faull locator (AFL) equipment (if provided) that may be installed in 2x25kY
network. The RTU shall acquire the fult dain sech o5 location, health siatus of AFL
equipment over this interface, and update the same at ROC SCADA,

53.15 All switching station CPU, Power Supply, BL DO, AL and any other madule required
for functioning of the RTU shall be interchangeable with changing the address to use the
CPU at othor RTU in case of filure and non-availobility of spare CPU 1o restore the
impartunt RTU (like TSS and SP).

5306 All VO modules of the RTU shall be hot-swappable, to allow ease of masmenonce,
troubleshooting, and reduce the need for shutting down the entice RTU during such
sofivities,

54 POWERSUPPLY UNITS (PSUs)

34.1 The RTU shall be capable o operate on 110 V. DC {with +10% w <20% varintion)
supply, The different voltage levels required for operntion of vanous cardsmodules of
RTU shall be provided by this PSU, The design of PSU shall enuble easy
troubleshooting and replacement in case of failure. Alternately redundant modular power
supplics (gach 'O rack, CPU, line driver 1o operate dircetty on 110 ¥ D) may be
provided. Higher ratod power supplies are more prone to failures also individual power
supply provides isolation between modules.

$4.2 The fuilure of PSU may lead to total shut down of the RTU hence the design and
selection of components for PSU shall be such s to achieve zéro failure under extreme
service conditions. In no case the required output voliuge level of PSU should drop
below designed value while taking on load. Overloading by any madule due to its
intemnl failure should not cause the ol fallare of FSU. It shall be possible to
isolate/switch-off one unit of the redundant PSLI set without remaving any connections.
This shall enuble testingfroubleshooting of faulty unit within a PSU set. Power Supply
Linit should be hot-swappable so that replacement of uny one unit does not couse
shutdown of the RTU. Power supply farlure indication from each of the redundant power
supply units should be reported 1o RCC

54.3 The PSU shall hove wwitable EMI filters capoble of filtering oll switching surpes,
electricnl noise and high frequency ransients.
544 The output voltage regulation shall be of the order of 1% from ne load to 120 % load for

ench cluss of the voltages. The ripple factor shall be less than 1% for 120 % loaded
conditions,

345 The PSU shall be desipned for 1207 of the load miing for 13 min. The PSU shall have
fold back characteristics beyond this.

546 The Powsr supply should be able 1o withstand momentary short cir¢uit (not longet than

20ms), and recover aufommtically once the shorl circull condition is eliminnted.

e e e
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547

55
55.1

352

53

Parncular ouput voltage level should be able 1o withstand overloading' sharm circuir
condition causcd by any cird’ module. It should keep off the particular outpul voliage
level elreuit only till elimination of overfoad/short circuit condition and thus not leadimg
the total feilure of PSL.

Technical Pariculars, characteristics and any other details of the PSL shall be submitted,
tir the RDSO ut time of design approval.

OTHER REQUIREMENTS OF RTU

Interpasing contacton/tebiys for operiting the closing and wipping cirouits shall fimm
part of the SCADA equipment. The contactors'relays shall be suitnble for 110 V DC
supply varylng from -+ 100 % o -20%, The contecly of pelays shall bave a conlinuous
current earrying capacity of minimum 10 A, meking capacity of minimum 20 A and
breaking capaoity of minimum 2 A inductive load. Suitshle spark quenching circuit shall
be provided to take care of breaking indwetive loads.

The independent Transducers™Muift-Funclion meters (MFMPABT Meter required  for
acquiring Anslog taputs from CTPT shall also be supplied by the mamulsciures,
Teéchnical Pamiculars, charactenstics und ony other detnils of the transducer shnll be
submitted at time of design approval.

The trunsducersMFM/ABT Meters shall be sclocted for nominal 110 V AC (Ph-Gr
voltrge) and 1ASA CT/PT inputs: The transducers shall be suitable for 20% continuous
over load and shall be uble to withstand 20 times the normul currear rating for a period of
one second. It shall be able to nccept the inpul voltages up 1o 120% of the vominal
volteze, The trunsducers offered shall have low VA burden. Transducers shall provide at
Jeast the following parameters as a minimum with the specified accurncies.

51 No. | Pammeiers Accurncy

1. Wohage (Ench phase to neuiral and phase to phose) ) 5%

i Cumrent {each phase) =0.5%
iii. Active Power, Reactive power, Appurent Power 20, 5% F 1%
iv, Lmport & Export Energy (active/reactive) o] %/ k2%

v, Power Factor (measuring range) 0.5 lagg to 0.5 Jauid
vi. Auxifiary Power supply 1106V DC
Vil Frequency .01 He

5531 Transducers shall be provided with RS4RS imterface to communicute with RTU over

Madbus protecol in multi-drop mode.

5332 The munsducerMFMIMFT shall ulso be provided in RTU of Sectioning & Paralleling

Post (S in-omder w know the voltage & other parameters.

5533 The multi-finction meter (MFMVABT meter shull genemlly comply with the e

554

requirements a5 per Intest IEC/IS standards including 1EC 60687/IEC 60688/1EC 801-
HIEC 801-3,

The terminals required for mterfacmg the controlled sations with RTU at T3S shall be
provided by the Purchaser in the control amd relay panel a2 TSS. The terminal at 5P/
SSP shall be provided on o terminal board mounted on the wall inside the masonry
building at SP [ SSP. The supply of cables and wiring between the comrol and relay
panel { taridnal boatd and RTU shall be done by the succeasful manufsciurer, The
wiring shall conform (o clause 5.2.5 abave,

e B e
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856

55.7

iis

Manufacturer shall provide a separmte low resistance canth for RTU as per RDSO
Specification no. TUSPOPSTERTHNGAO210, Rev. 02 or latest for code of practice for
earthing of power supply insullation, Pipe type earthing electrode shall be provided 25
per clise no, 6.1 & 6.2 of RDSO Specification no. TUSPC/PSVERTHNGA210, Rev, 02
or liniest. The RTU body/frame shall be suitably comnected to the separate earth only. This
enrthing electrode would be connected (o the BT using two nos. 8 SWG bare copper
wires. Similarly, the communication equipment ground shall be connected 1o the signal
ground of the incoming signal line, Overall responsibility e ensure suitable design of
RTVU enrthing srmangement to avoid failures of electronic eands etc. in RTU shall be of the
manufacturer. Eurth resistunce of the installed électrode shall be between 2 ohm and 10
oluns, or better, depending upon soil renstivity.

Protection against Surges

i. The power supply umt/DC-DC comverter of RTU shall have miemal protections
sgainst under voltage, aver voltage, overload and shoet cireuits in addition to adeguate
protection agninst surges and lightening in compliance of IEC 60870-2-1, & [EC
60364-5-53 as applicable.

it. Surge Protection Deviee of Class [ type shall be provided (n RTU for protection of
RTU against switching surges tvelling through communication ling as per TEC
61643-21,

The BTUs should be capable of integrating anemometer on MODBUS protocol or 4-20

mAmp inerface & wlesignaling from anemometer should be available on workstations
(MMI). Ancmometer shall be installed and wired 1o the RTU by e Purchnser.

Cyber Security
RTU shall support REAC (Rabe based access control) according to [EC 62351-8,

=  Proper Encryption in the feld data (data from RTU to RCC) shall be implemented as
per [EC 62351 Sundards as applicable.

. ::ump;‘ Security mensures and policics for handling wnised communication port shall

en.

*  The firmware integrity verification (digially signed frmware) shall be carried oul
prior to the firmware update,

o A puch management policy shall be pdopled which shall be based on established
standards like CLO/TS 30701, Enterprise paich mamsgement sysiem shall be
implemented as per IEC 62443-2-3 as applicable,

*  Multi-level authorization shall be implemented for the fimiware updite apertion o
per potch mansgement policy,

*  The opening'closing of RTU door shall be stored as an ¢vent,

* RTU shall communicate with white lisied SCADA servers only. Reguests from
unsivithorized systemsTP shall be rejected and logued by the RTLU,

= All connection requests received by the RTU shall be logeed esing extemnl protocol
analyzer including connection scceptance and rejection,

e Access o RTU wvin its configuration software shall be protected using
username/password combination. Fagility to have multiple users with different access
rights shall be poasible,

*  Access to RTU via its configuration software shall be archived and shall be stored In
RTU as an event.

= Tt shall be possible 1o enforce configuration software access, only afler appropriate
sccess from SCADA software,

*  RTU shall prevent execution of vnautharized third-party applications.
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Aszel munagement

RTU shall calowlate the transformer on=load operating houry and report the same to
SCADA or SCADA can itsell calculale the same. Alarm genemition on exceeding a
preset limit shall be possible to inform the TPC on need for maintenance or tranafer of
load to standby transformer.

CH operation coumter shall be maintained by the RTU, and reporied 1o SCADA or
SCADA can itsell maintain the CB operstion counter. Alurm generation on excesding a
preset limit shall be possible w inform the TPC on need for maimenance,

SCADA mllware shall monitor the telecom equipment and accordingly compute the
telecorn channel daily availability ligures, as well as availability figures of cach
equipment such as RTU,
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SECTION &

TELECOMMANDS, TELESIGNALS, MEASURANDS

Please refer 1o Annexure-4 for complete 1/0 List

60 FOR 2

KV A KVAT &

SYSTEM

61 EQUIPMENT CAPACITY

6.1,1 The SCADA equipmemt shall be designed for the following typical capacity of
telccommands, welesignals and welemetered parametors for o TSS, S5P, 5P and ATT of
double line section. The figures given below may vary depending on the lavout of TSS,
AP, 55P& ATT in a particular section, which could have single, three o more tmcks, the
detnils of which will be given by the purchaser in the tender document. The RTU shall be
wired and ready for use as per the inputiouwpul lbs specified in the project or specified
below, The RTU panz] shall be complete with relays, contactors, ransducers e, for the

quantities a3 indicated in a contract.

Alprma/dtatus to be monitored in SCADA, marking each alarm as being applicable w0

25KV ar 2225V or Sub-urban 2= per DIDO/AT requirements,
Minimum [0 capreity reguired for 23KV T3S (up to 4 lines);

Sr. No. | Type of InpurOuiput Hardwired From Reloys MFT
l. Telesignals (DI) 128 S00
1 Telecommands (DO)* 56 32
3 Measurands (Al) o 31
Minimum 10 capacity required for 23KV SSPVSP (up to 4 lines):
Sr. No. | Tvpe of Input/Output Hardwired From RelayvaMFT
1L Telesignals (DI) (] 200
2 Telecommands (DO} 32 20
3. Measuramnds (A1) fi 32
Mintmum 10 capacity requived for 2X25KY TSS (up 1o 4 Hnes):
| Sr. Mo. | Type of Input/Output Hardwired From RelaywMET
1. Telesignals (DI) 128 00
21 Telecommands { DOY* 56 32
L Messurnnds (Al L] 40
Mintmum ) capacity required for 2ZX25KV SSPYSP (up to 4 fmes):
Sk No. | Type of Input/Ourpist Hardwired From Relaye™MFT
1 Telesignals (DI) 64 100
2 Telecommands { DO 40 10
3. | Measurands (A1) 6 10

*These tebecomminds melude both ON and OFF,

6.1.1.1 There shall be provision of spare Al, DI and DO cards/modules in RTU, a5 explained

bebow

[ Type | Nos. | Cardmodule  of | Remarks

Ematiin
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6.1.2

6.1.3

62

63

64

fid.l

642

643

644

minimum capacily
m 1 16 for TSS/SP & | Spare cards/madule complete with RTU wiring
SS5P. and contactors (for minimum copacity) shall be
Do |1 8 for TSSSPRSP, | provided
Al i 4 for TSS. Al cards'module withowt transducers, for future

requirement  of messurmmds  like  enerpy
piramelers,  bamery charger monitoring  etc.
IED's/Energy Meter may also be used to increase
the accuney & roljahility.

10% spares may be kept ut RCC (instead of) providing spare AVDIDO cards in the
RTL since it & practically not possible to ensure healthiness of so many cards over a
Tong period.

Spure copncity shall be readily avnilable 1o the purchaser and realized by simply
configuring from the sofiware.

The basic design of TSS, S5P, SP & ATP RTUs shall be sdentical for the purpose of
interchangeability and standardization. Actual DI/DOVATL shall be provided & configured
14 Per requirements.

Typical requirement of wlecommands, typical requirement ol telesignals and typical
requinement of measurands shall be as per Annexure-4.

Monitoring of voliages of the OHE (Catenary) on both side of SP:

Two voltage transducers shall be provided at SP for both sides, tuking reference cither
from the U or DOWN line PT through a suitable changeover device for ench side of 5P,
In the event of failure of any of the UPDOWN line PT; the changeover device shall
automatically connect the healthy PT 1o the transducer,
Note: - A particular project may require cortain additional parmeters to bi handled 4
special way, It would be vendor's responsibility to understand and implement these
FegUTEmEnEn.
Some of the 1clesignaly (alarms | status imputs) hove been mentioned below for vendor's
clariy.

110V DC low alarm and voltage munitoring

This indication shall appear when voltage of 110V banery fills below preset level of
103V andior 110V battery chasger fails 1o defiver the outpul eiiher due 1o filure of 240V

AC mput or defect in the battery charger for a pre-defined period. The DC low alarm
shall anly be displayed when the DC low voltage persists for more than 5 minutes,

There should alsa be o provision (o display the batiery voluge at RCC,

240V AC fail and voltage monitoring

This indication shall be telesignalled in case the alarm persists for a predefined period of
% min. For this purpose, hardware timer may be used.

Thetre should alan he a provision to display 240V AC. st RCC,

Catennry status alarms & Veltuge monitoring
Outdoor type 25 kV/1D0V, 30 VA PTs are msmlled ot all controlled smtions (Le,
TSESPSSP) by the Purchaser for monftoring the catenary statis,

Thiere should also be a pravision to display catenary volage of TSS, S8P & 5P m ROCC.

Feeder P.T. fuse fail
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6.4.5

LR

6A4.7

LN}

64,9

64.11

Failure of individual fuse of above PTs shall be monitored by the RTL. If associated
relay has not the facility of PT Fuse fail owtput then “PT fuse fail” indication shall be
penemmted through rectifter and no-volt relays.

Transmission line PT fuse fail (wherever required) & Incoming HY PT indication
Similar armungement for Transmission line PT fuso fiil as exploined in above Sub Pam
shall be adopted.

There shall be provition lor display of indication of Metering PT in RTU and in
SCADA, so that Grid supply information may be available continuously.

Power Transformer alarm,

These telesignals shall sppear in case of inftiation by Buchholz relay, oil temperature
indicator, winding temperature mdictor or ol Jevel indicator. Necessary suxiliary
eontacts of various relays’ indicators suitahly wired up and terminated on the contral and
reloy board at traction substation shal] be provided by the Purchaser,

Transformer Faulis

These telesignals shall appear in the evenl of faull in the transformer resulting from
aperation of inler-trip relay mitisted by differential relay, carth leakage (LV & HV)
relay, Instamtaneous over current, [DMT OCR on HY, Buchholz relay, winding
temperature trp, ol Wemperatore top and PRD.

Mote:- Separate tolesignals shall be provided for cach fault if demanded by purchaser,

Transformer Trip elrewit 110 V DC fallure.

This indication shall appear in case of filure of 110 V DC supply to the wip circuit of
200132/ 110/ 66 kY or 23 kV transformer cirout breakers

Transformer tap positions

The conventional transformer tap changer switch hns tixfseventoon tap positions. For
cach tap position one “NO" type contact 15 provided. At any tap position, enly the
comespimding “NO™ contmet will reminin ¢losed and the remaining contocts will remain
open. Alematively, transfommer top positions can also be foken a5 Analog mputs based
o 420 mAmps.

The traction power transformers ut TSS may be provided with AV (automalic voliage
regulator) operated on load tap changer (OLTC) detatls of interface of which shall be
Turnighed by purehaser.

The RTU shall be copable for interficing RTD devicen for menssuning lemperntures
defined for Traction Power Transformer and displaying the real time valpes st ROC,
Supply of RTD is not in the scope of SCADA vendor,

The temperamres to be displayed

i. 1V Winding temperature

il, LV Winding temperuture

iil. Regulating winding temperature

iv. Ol lemperntune

MNecespary hardwiring between RTD interface deviee and BTU shall be in the scope of

SCADA manufacturer. The SCADA should be able to communicare with the RTD

interfice device through RS 485 over [EC 60870-5-103 ar MODBUS provided on the

transformer for above mentioned parameters.

RTU shall be capable for mierficing NIFPES, Anemometer, battery charger, power

quulity compensating equipment ete. through RS 485 over [EC 60870-5-100 or
MODBUS protocol / IEC 61850 protocol through Ethernet port for telesigmaling of

R e et o
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different alarm/parameters to RCC. Modbas register address of these oquipment shall be
furnished by parchaser,

64,12 Power Quality Restorer {POQR)

POR i an gqipment intended 1o be provided #t the Traction Sub-Station with an dim to
improve the nverage power factor and mitigate the harmonics fed into the supply source,
Supply of POR 1 not in the scope of SCADA Vendor.

The control of PR shall normally be switched in or out by control commuands {ssued by
Traction Power Controller (TPC) of the Remote Control Centre, These tele-communids
shall be issued with the help of SCADA System provided at RCC.

For the ptirpose of telecommands amd tele-signaling, suitable lerminals shall be
provided on terminal blocks, which shall be duly wired for the following:

i, Tebe-signn] for supenyision of secondary fise of potential mnsformer.
i, Tele-command for operation of crenit breaker of Power Quality Restorer.

e Any other tele-stgnals required for monitoring the healthiness of the ansformer,
capacitor units, IGBT or any otlier switehing dovice na recommendod.

Necessary hardwiring between POR interfiice deviee and RTU shall be in the scope of
SCADA manufaoturer, The SCADA should be oble to communicate with POR interface
device through RS 485 over 1EC 60870-5-103 or MODBUS provided on POR.

6.4.13 Digital Swrge Counter: The RTU shull be capable of integrating Digital Surge Counter
(il provided) through RS 485 ovier IEC 60870-5-103 or MODBUS so &3 o monilor ike
healihiness of LighteningSurge nrmesters by monitoring Surge Count on SCADA, The
SCADA Software shall have the provision for configurstion of the same.

6.4.14 Burglar Alarm: 02 Nos. of Burglar Alarm shall be provided by the SCADA Vendor m
cach TS5 SSP/ 5P preferably installed in the door of Battery Room and Control Room,
The Burglar Alarm System shall be activated by door opening and shall be interfaced
with the RTL/SCADA by the SCADA Vendor.

6.4.15 Other relevant requirements

.4.16 The closing and wipping circuits of the circuit breskers, mterrupters and motor- operated
isalators are designed to operate on 110V DO battery supplios, the batteries shall be
provided by the pirchiser,

6417 The protective refays like OCR, DPFR snd WPC reset themseives immedistely ufter
aperstion. These relavs are fast scting reluys; clrenit should be able (o respond 1o input
stimulation for short time. Switable anti bouncing filters should be provided for svoiding
repetitive alurms. The RTU shull be set 10 capiure contagt operaions of 20ms or more
duration,

6418 For under-voliage monitoring at the SP, the catenary voltage sensing shall prefershly be
done through rectifier and solid - state comparator circuits so designed thit the de-
energized ndication on the MMI appears at o volmge selectable hetween 50% and 70 %
and disappears between 60F6 and 80% of the mied voltage viz. 100V AC.

64,19 Other than special teleslgnals as expluived in Para 6.4, the balunee telesignals shall be
sequired through opto-couplers. The rectifiers. comparator circuits. no-volts reloys, ppto-
couplers, tmers shall form pan of the RTU.

6.4.20 Please refor Annexure 4 oy point sddress mapping information of [EC 60870-5-103
Protocol, The point address mapping information of TEC 61850 Protocol shall be as per
IEC 61850 stundard.

=
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SECTION?
TESTING AND COMMISSIONING

1
FA R
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72.1

INTRODUCTION

For any manufncturer developing first SCADA system as per this specilication, RDSO
shall conduct all the tests stipulated in clause Nos7.2.1 10 7.2.3,

The successful manufbcturer shall be required 1o submil the complete design details
along with dmwings for approval of RDSO prior to proto type testing for first SCADA
system. Only aiter the designs and drawings have been approved and clearance given
by RDSO 1o this effect, the manufbcturer sholl wke up manufacture of the prototype
it

Technical Peniculars, characteristics or any olher design detuils of any equipment of
SCADA system, if required by RDSO/purchaser, shall be submimned.

Prototype testing shall be carried out by RDSO representstive of the manufacturer’s
works, however, tests for which facilities are not available at the {irm's premises shall
be enrried out st Government test labs/institutions/NABL accredited testing labs and
test results of the sume shall be submitied to RDSO. I any of the type tesis on
companents or equipment have already been successfully carried out, ropetition of such
tests can be waived off by RDSO on submission of application seeking dispensation.

Before giving the call to RDSO/Purchaser representative for inspection and testing of
the prototype of the system, the mamifoctire shall sibmit o detailed test schedule
claborating tests to be condocted m howse and of oulside azencics.

During the process of type testing or even later, RDSO representative reserves the right
to conduct any additional test(s) bedides those specified herein, on any equipment / sub-
s¥slerm S0 a5 1o lest the system to his satisfaction or for gamning additional information
ond koowledge. In case sny disagreement anses between the manuibcturer and
RDSOvpurchaser during the process of lesting or regarding 1he type lests andior the
interpretation and acceptability of the type test neaulis, it shall be brought to the notice
of the Director General (Traction Installations) RDS0, whose decision shall be final
wnd binding.

Only after clear written approval of the prototype wiit based on resulis of the type tests
and fcld trial successfully, the manufacturer shall ke up bulk manufacture of the
ordered equipment - which shall be sirictly with the same design, material and procoess
as adopted for the prototype units.

TESTING OF SCADA SYSTEM: Testing of complete SCADA system  shall
comprise of following test colegories,

Type Tests on RTUs: These are further divided into following categories.
o) Communication Profogol testing.
b) RTU functionality Tests.
¢) Environmental, EMI & EMC 1esting of RTU.

a) Communication Protecol testing: All the important services as per [EC 60870-5-104
shall be venified. RTU shall be tested for ity proper communication with relavs / TED
compatible to [EC 61850, [EC 60870-5-103 & MODBUS as applicable. [EC 60870-5-
14 complisnce report for the complete SCADA system shall be generated. Al testing
ghall be done in presence of RDSO representative

6124
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(1) The Master station cam RTU simulstor woal shall be used 1o 15t the communicution
interfaces of Masier sistion, RTU and Protoction relays. The Masier station
simulator teol shall be capable of emulating the master station for [EC 60870-3-104,
IEC 6ORTO-3-103, IEC GIRSD incluling MODBUS, The RTU simylator shall be
copable of emulating the slave protocols for the IEC 60870-5-104, IEC 60KT0-5-
103, and [EC 61850 for Protection relays. It shall also be possible 10 prepore illegal
miessages for trmsmission, such ns meéssages having invalid checksum,

(i) The protocol analyser cum logger shall be used 1o monlior all communication tmific
on o channe| (betwoen Master station & RTU and betwoen RTU & protection relays
without interfering channels operation. Channel traffic captured in the active or
pussive modes of aperution shall be displayed.

(iii) The Master station simulator and protocol analyser tool shall also have following
Fentures;

o Esch recoived message sholl be checked for validity, ncluding the cheek som.
& The tool whall mainiain and display error counters so thai the aumber of erroms
during 3 period of unatiended festing can be determined,
s All fields of » message shall be displayved. A poss/fial indicotion for the message
chall be inchuded.
bl RTU functionality Test:

i. Visunl Examinstion: RTUs shall be inspecied for the featrss mdicated in the

specification and the RSO approved drawings,
ii. Demiled Architecture and feemures: Verification of reguirements as stpulated n
section 5 & 6 slall be carried out

iii. Transducers accuracy shall be verified over the entire range for Tincarty and
BCCUrBcY.

iv. Functional texis shall be coniducted on the PSL
1. Swubility of sutput voltages with the variation of input DC (94- 121V) voltage,
1 With 120% of the normal designed rated load, the voltage regulation and the

npple factor.
C. Enviropment and EMI test on RTL;

1. The fal[pw‘mg tests shall be conducted on the RTL sub assemblics (cardé/modules).

6125

TEST DESCRIPTION OF THE TEST EUT Test Power 1 | Passing
Na, Stotus | Level supply Pain | Criterin
points 1=
A EMIEMC IMMUNITY TESTS CM |DM | DM
FOR RTU

i Surge immumity test as per [EC | ON Leveld | 4KkV | 2kV [2kV
G08T0-2-] (Tesl method: 6 | (HN)-4-5)

z Electrical Fasi Transient Burst Test | ON | Leveld |4kV |- 2kV
os per [EC 60870-2-1 (Test Method:
1EC 61000-4-4)

i Damped Oscillatory WAVE Test 8s {ON | Leveld |15 | 1kV | 1EV
per 1EC 608T0-2-1 (Test Method: kv
TEC 61000-3-18)

4 Electrostatic Discharge test pe per | ON | Leveld |+~ 8 &V in contsct
IEC 60RT0-2-1(Tent Moethod: [EC discharge mode or

= e
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&1000-42) - 15KV in wir
discharge mode
i Radinted Electromapnetic Field Test | ON Level3 | 10 Vim electric A
as per IEC 60870-2-1(Test Method: field strength
[EC 6 1000-4-3)
. Power Frequency Magnetic  Field | ON Leveld | 100AmM of A
Test me per TEC 6ORT02-1 (Test magnetic field
Method: TEC 61000-4-8) strengih
(continuous
duration sine wave)
T Conducted [Hsturbance induced by | ON Level 3 | 1OV, 150 KHy w 80 A
Radio Frequency field as per IEC MHz
G1000-4-6: | 096
E. AC Ripple in DC supply o per IEC | ON Level | 10 % of nominal 0
61850-3 and IEC 61000-4-17 | DC Voltuge
9 For voltage dips and short iterruption | ON - Vaoltage dip: A
as per [EC 61850.3 and 1ECH1000-4- 30% of Un for 0,15,
2 6% of Un for 0.1s, )
Short  intesTuption;
100% of Un for
S0mg
B INSULATION TEST FOR RTU
10, Power Frequency Volage with stand | OFF | VW3 | 25kVrms  for | | Nobreak
Test s per IEC HOR70-2-1 (Test minule down or
Method: IEC 60255-27) flashover
L. 1250 ps Tmpulse volmge withstand | OFF | VW3 SkY  for power | Nobreak
test an per TEC BORTO-2-1 (Test ports, 1kV for | down or
Method: [EC 60255-2T) stgmuil poris Mashover
12, |Insulation Resistunce test (Test | OFF Measure Insulation | > 100M
Method: IEC 60255-27) resistinee using O
S00 V DC Megger
before &  after
Power  frequency !
&lmpulse  voltage ()
withstand tests.
C ENVIRONMENTAL TEST FOR RTU
13. [y heat as per [EC 6006822 | 0OM Continuous 0
operstion m 55°'C
fior 56 Howrs.
14, | Damp heat test s per IEC 60068-2- | ON Al 4PC and 95% | 0
i} RH m operotionnl
ondiion  for 12
Hours
is5. *Cold 1est ns per IEC 60068-2-1 ON «10°C  operationnl 0
condition  for 16
Hors.
16. | Damip beat west Cyclic 15 per [EC | ON At high temperature | 0
G0068-2-10 at 335C amd low
temperatire Ht
25°C; Dwell time In




Tevhemeal aperillcomen Nl SCAL, e B 29 0¥ anl
225 Sighe haer Sl AL Trasrion ['rreser Segpdy

6127

Tgth or fow
temperature  for 3
Hours. Transition of
1"C per minute, and
for 6 such cycles in
opurational

* The vendue who got ordes for high altitude, these test shall be earried out at -25°C

Mote:- EUT-Equipment Linder Test

CM- Common Mode; DM- Differential Mode
1O paints incledes D1, DO, AL communication ports

Parsing Criterka:

0 = nadr filure; novmal performance within the specified limi

A= Minor failure: Temporary degradation or loss of function or performance which
i5 2clf- recoverable, however issuance of control outpit command 15 not allowed.

The vibration test specificd as under shall be conducted on the complete assembled RTU.

Vibration tesi as per IEC G006H-2-6: sweep frequency 10 He-] 50 He: Acceleration -
0,1 5mmi2g Sweep rte - | octave per minute, Number of sweep cyeles per axis(X,Y Z)
-20 Cycles

Enclosure Protection tes2 IP 51 ns per IEC: 6052%

722

g .

724

SOFTWARE FUNCTIONALITY TESTS:

These tests shall be performed on master station saftware to verify ity (catures as per
section 3 of this specifivation. The westing shall include overall design display of sereen,
Evert and Alarm displays, configuration facility, securiy functions and Hepor
genemtion ele.

CYBER SECURITY CONFORMANCE TESTING:

The Cyber security testing of Operationsl Technology Infrasruciure of SCADA
(Remote Terminal Units (RTUR), Intelligent Flectronis Devices (IEDs) & Gateways
with TEC GOE70-5-104 communication protocol) and Information Techmology
Infmstructure of SCADA shill be done from government libs or NABL aceredited labs.
The CEA (Cyber Security in Power Sectord Guidelines, 2021 or latest by Ministry of
Power, Government of Indin, shall be referred for the same and followed socordingly.

INTEGRATION TESTS

1. Imepration test shall be done on a Lab wetup of a typical SCADA wystem =
manufagtarer premises to test the basic SCADA software functionalities.

These tests shall be camizd with mimmum four RTUs (of highest possible configurtion)
which shall be hooked wp with PC setup in the form of ROC through communicalion
media in a multi-drop manner. During the tests, complele functoaulity of the SCADA
system shall be verified in terma of Section- 3, §, & & 9 of this specification along with
NMS.

2 The integration test shall be carried out 1o check and ensure the cepability of | set of
SCADA Server to cater ol least 100 numbers of RTUs and shall be verified by the
Simulation Software at the time of Type testing of the SCADA System.
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3. In the Integration fest, the following test shall also be caurried out, the detailed

procedure af which shall be formalized by the SCADA Manufacturer,

+ Establishing communication with 100 RTUs over 1EC 60870-5-104 protocol
sunulmpeously,

s  Handling events bursts without affecting system performance and openitor action
response tmes.

*  Siatus update and Command response time on 100 RTU system during normal
operation and during event burst conditions.

*  Timesynchronization accurncy and tme-skow between the RTUSs,

s« EMS repons and dashboards presentation for 100 RTUs.

7215 ROUTINE TESTS ON SCADA SYSTEM:

This inspection shall be caried oul by the purchaser representative as per RDSO
specification & approved drowings an each RTL before dispatch from the warks.

7251 Visual inspection: RTUs shall be inspected for the featurcs indicated in the approved
drowings.

7.2.5.2 Tests on status modules: The ausiliary contacts of the circuit breakers and intermupers 0
shall be simulated by refays. The supply shall be given to terminal block for checking
the ON aod OFF status i the devices.

7153 Telecommands: After giving the control commands from simulator (PC) the operation of'
corresponding imerposing contactors shall be checked. The command output from RTU
o the intended controtled device shall be checked at the terminal blocks provided for the
plirpose,

7254 Insulation resistance Tests: Insulation resistance of cables ghall be checked without
connecling electronic circuits between various eircuits, contacts, and erminals with a
500V megger. I should not be less than 100 mega Ohms,

7.2.5.5 ROC PCServers/Printers/Laptop ete, shall be checked a5 per approved drawings.
726 TESTS AFTER ERECTION AND COMMISSIONING:

7.2:6.1 Tests shall be cammizd owt during/ erection/commissioning of the equipment af sife on the
complete system in the presence of the purchaser’s representative to check the proper
erection and successiul commissioning of the equipment. These 1es1s shall be carried
ol to check the compliance of the SCADA system with the stipulations made in the L
specification/drawmgs.
7.2,6.2 Command operntion time shall be mepsared.
7.2.6.3 Complete SCADA system working after full configuwration shall be verified.
7264 System response 1o abnormal conditiens, hot and standby switchover, sclfcheck and
diagnostic featured ele. Implementation of special logics shall also be verilied,
73  FIELD TRIAL
T30 Afier successful type testing of prototype, minininm 5 RIUs, 01 sei of Front end Server
{Main & Standly), O sel of SCADA Server (Main & Standby), 01 sei of Encrgy
Managemaen! Server (EMS) (Main & Standby), 0] Network Management System (NMS)
Server, 0 Web Server and mimimom 05 no. of Workstaeion grodde PC's (02 no. for
SCADA Sevver, 02 no. for EMS Server and 01 wo, for NMS Server) is teguired 1o be
commissioned agninst order in Indian Railways foe (eld wial for 3 period of alx months.
If field trial is not satisfactory, the prototype shall be treated a4 failed and further action
shall be token as per applicable RDSO 50 document of vendor approval. Amy
meadifications found necessary during prototype esting and field trial €hall be carried out
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the manifacturer ot his own cost. Figld wial shall be applicable for fresh vendar

The performimee of SCADA system during field trinl shall be judged besed upon the
sitisfactory performance of the following:

A a4

oo

L. CPU Cand

2 Power Supply Card

Al Card

DI Cord

DO Coard

Transducers

Relays/ Contactons

Communication Module

Lps

10. Servers, s moiher board, hard disk, SMPS etc.
11, MM, its mother board, hard disk, SMPS ete,
12 LAN switch and its peripherals,

13, SCADA Software,

732 After the satisfactory performance of the field trials, the firm may be considered for
approval.

PACKING & DISPATCH

T

73

(118
v,

Each RTU pancl shall be packed in o saitable bio-fricadly moterial’ wooden crate
afler wrapping it in Foam sheet& a polyethylene sheet, Wood used for crating
should be | 5-20mm thick, 75mm wide. Sepamtion between wooden smipes should
be between 150-200mm

Major delicate ¢lectronic ilomd such s compulers'monitors, printers, RTU cands,
networking equipment, modems ete. should he packed separniely in cardboard
boxes. Each wooden crste contalning clectronic emy should not welgh more than
T5kp

All hard copy documents shall be packed in a separate box.

Each crate should have proper identification code and o list kept in side it giving
details of contents of the box and site forwhich if is meant.

ERECTION AND COMMISSIONING:

b

The erection and commissioning of SCADA equipment shall be done by the
suecessful monufacturer who shall arrange afl tools, plants instraments and other
mierial required for the purpese a1 his cost.

IF amy lesting or meusurement on SCADA symem communication eguipment w
needed, same shall be carried out by the manufacturer along with purchaser’s
representative for satisfactory working of the system.

Cyber security audit. by a Goverment-approved third-party agency shall be
conducted by SCADA wvendor during eroction and commissioning Any
vulnernbilities’ 1ssues identified during the audit shall be rectified by the vendor
e revalidated by the thisd-party agency.
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76 TECHNICAL DATA, PRAWINGS AND INFORMATION,

T.6.1 The manafocuner shall fumish guarenteed performance dity, technical and other
particitlars of the equipment in the Performa &t Annexure-2 along with kis offor,

762 The successful manulscturer after awand of contract shall submit the following o the
purchaser:

al

i3]
¢}
d)
¢)

f)
4]

h)
il

3

Genernl layout of RTU's amd their connection with master station equipment
through communication cable.

Hardware configuration of RTU s (TS5, S5 & 5F).

Software configuration of RTUs.

A write-up explaining the principal of operstion of the equipment.

The goneral arrangoment drawing of RTU cabincts (TSS, 55P, SP) showing
module layowt transducers and intesposing refays.

Any other details considered necessary for the proper understonding of the system.
The genern] arrangement drawings should also idicate the overall dimensions as
well us mounting details.

Wiring dingram

Detailed step by step procedure for operation, maintenance and repairs of the
sysiem and individual equipment indicating procedure for trouble shooting,
measurement of various signals ot differont points and diagnostic checks @ be
adopted for repairs at site.

Licensed copies of CO/DYD of SCADA application and periphem| software along
with write up on software features, instructions for configuration, working of
sorftware and procedures for taking ouwt report and data in the form of instruction

msmunlguide. The SCADA software licence should also be handed over to
division. Whenever updated the same should be advised or made available on line.

6130
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SECTION 8
TRAINING, MAINTENANCE AND WARBANTY

811

TRAINING OF RAILWAY STAFF

The suceesalil manufacturer ghall train two Engiheers and six Supervisors of the Purchaser,

free of cost at manufaciurer's works. The 1otal daratson of tmining shall be 2 weeks, of which

approximately | week will be at manuficturer's work und | week will Be at sive, The cost of

travel & stay shall be bome by the purchaser. Any other training requirement shall be

specifically mentioned by purchaser. The training should be immediately afier supply of

equipment and before commissioning.

The triining shall broadly cover following aspects,

al  Mentification of viirous cerds & components of RTLL

b)  Erection, commissioning snd wiring of RTU and trovhleshooting of the RTU.

¢} Configuration of addresses of RTU, future cxpansions of the RTU and setting up of
addivionnl elesignaly and telecommiands,

dl  Using the test frstruments to cheek the communication cable performanee phrameters.

gd  Trnining in operation of RCC software and MMI displuy functions.

)  Training in configuration of SCADA software, changing the senting of the software,
Eenersing various Teports eic.

g} Treining in Industrisl Control System (ICS) Firmware Security und in lollowing seture
practices puch as password protection ¢ic., as per CLCTS 50701 and |EC 62443.2-1,

k) Formatting of hard disk, loading of the Operating swstem, loading of the basic SCADA
application software and taking back up of files.

il Operstion & maintenanee instroctions recommended by OEMs of differest SCADA
suh-systomm.

j1] Tﬁn;m] in configuration of network oquipments such as switches, routers, GP'S and

TOOLS AND PLANTS/TESTING INSTRUMENTS FOR SYSTEM MAINTENANCE:

The manifscturer shall gquote for the following testing equipment, giving unit prices of

g} Two laptop computers a5 specified in clagse 27 8 3 for trouble shooting of the faults of
RTU and the SCADA system,

b)  LAN Tester of sny reputed moke (quantity 2 numbers)

¢l Four & half (4 %) Digital Multi meéters of Meggers | Fluke / Yokogawa or any reputed
make equivalent (quantity 2 numbers],

Full technical demils of the instruments shall be furmshed along with the offer.

1f the model gets obsalete, the subsequent released model shall be applicable,

The Succossful mamsfacturer shall supply 6 sets of muinterance manual, troubleshooting

charts and guide lines for relinble and trouble-free SCADA system operstion wcluding all sub

components of the system to the purchiser,

MAINTENANCE OF THE SYSTEM
Annual Maintenance Cantract:

In order to-give proper maintenance suppert, AMC for a peniod of Four years (excluding
warranty period of thiee years) shall be part of the contract. The AMC shall be for complere
SCADA systiem including RTU, RCC Equipment i.e, computers, RCC/RTL software and ull

— e
=]
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other associnted  equipment, excepl ol telecom equipments e Rowers; LAN
extenders 2MbPS Digital Modem, modia converter ete. Details of AMU clauses such s
payment conditions, hill paying/passing authority, the extent of responsibility and other
relevant aspects shall be included in tender documents,

8.3.0.1 The RCC quipment shall require replacement due o rapd change i technology, ageing and
obsolesvonce during the period of AMC as per following periodicity:

S.N. | Eguipment To be changed after
I | Computers along with monitors & Printers | 5 Year
2. | VRLA baiteries & Yonr
3| uPs *Year
The period of replacement of RCC equipments shall be fuken into effect from the date of
commissioning of SCADA Sysiem.

£.3.1.2 In ackdition to above 10% of the total holding of the different types of cards/modules of RTU
(2.2, DI, DO, CPU, AL PSU, etc.) shall be handed ‘over to the purchaser sfter 07years or
completion of the AMC period for using as spares for remnining life of the SCADA sywiom.
Purchuser shall define the detailed scope of AMC,

B.3.1.3 The SCADA manufscturer shall include these aspects while quoting prices for Four years
AMC. Quote Tor AMC und supply of SCADA system along with successful commissioning
shall be separaie, for better assessment of the price of complete SCADA system.

£.3.0.4  The purchaser shall clearly define ihe following in the tender document.

I Minimum noceptable down time for ROC and RTL.
it Wo. of maintenance persons and their duty hours  during warranty and AMC  period.
ili. Mo, of days in 0 week when the maintenance person shall remain available to atend
the system lalts,

£.3.1.5 Formula for costimg up gradeton in the same RTU & addition of complete RTU duly
mtegrated with RCC to be evalved and the same shall be mentioned in the offer clearly.

.31 WARRANTY

The complete SCADA System with all parts and accessonies supplicd ngainst a purchase
ecler/contract against the tender in which this specification is guoted, imespective of originel
individunl equipment (imported/indigenous) shall be guarsateed for trouble - free and
satisfactory performance for a period of 42 months from the dete of supply or 36 months from

the date of commissioning. whichever period is earlier, Detnils of warmnly clause, the extent

of responsibility and other relevant aspects shall be included in the comraet The
matifactorer ghall furnich detailed terms and conditions in this regard in his offer, The
warranty shall be for complete SCADA system including RTU, RCC Equipment ie.,
Computers, ROCRTU software and all oter sssociated equipment like UPS, battery, wiring,
connectors, contactors'relays ¢ic,

Further, the maintepance of complete SCADA System shall be camied out by SCADA
manufacturers during warraniy  peniod. The requirement of maintenance activities to be
cartied out by SCADA manufacturers shall be included by the Zonal Railways in the tender
documant.

T
——

#.33  The seceessful manufacturer shall make necessary armngements for spare parts modules and
other items to be kept readily available sa that there is minimum disruption 1o the cperations.

8.34 Cyber security audin by a Government-approved third-parly sgency shall be conducted
annually during warranty/ AMC  period by SCADA  vendor/AMC wking firm.  Any

e i
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vilnerabilities’ fisues Identified during the sudit shall be rectificd by the vendor and
revalidated by the third-party agency.
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SECTION 9
ENERGY MANAGEMENT SYSTEM

9.
a1

9.2

93

94

9.5

9.6

e

Energy Manngement System (EMS):

A dedicated Energy Managoment System (EMS) shall be provided al the Remote Conirol
Centre. EMS shall record all energy parameters at HV /LV sides of all the FPITSS locations
in the section, EMS shall provide logging, stornge and visualization functions for the dois
scquired from the sies, Basic visualizstion functions, like grophs, whular data, shall be
provided.

Apant from EMS Main and Standby Server, there shall be o separate Server for EMS Wb
Apphications. Software gatewny to tmnsfer the IEC 60870-5-104 datn shall be configured on
the same Server. There shall be separute server lor EMS Web Applicastions for every RCC
Location. This Server shall have 3 Ethemnel Ports. Two for redundancy and one for remote
connectivity via Firewall.

For ithe purpose of EMS, 02 Nos, of Energy Meters (MEM/ ABT meter) of Class 025
scourmey-shall be provided with all TSS RTU, by the SCADA vendor. The Count of meters
may ncreass or decrease depending wpon the po. of Transformers m the TS5, By defoult, it is
comsidered af tie Transfirmers. The cnergy meters shall be interfaced with the RTU omn RS
485 (MODBUS) or Ethemet (IEC 61850) communication links. If MD is scquired directly
from encrgy meter by the RTU, the energy meter shall be communicated on [EC 61850
protocel through Ethernet pon for time ssnchronization with GPS provided et RCC through
SCADA.

Minimum Requirements of Energy Meter (MPM! ABT meter);

Accuracy Class— 028

| no, RS485 port or Ethernet [Port to communicate with RTLU

Valtage

Current

MW

MVAR

MVA

PF

Frequency

Energy Impart

Energy Expaort

Maximum Demand

TE'u: encrgy meters shall provide instantaneous datn, The RTU shall acquire these losd
s from the meters and trapsfer to SCADA, further these encrgy parameters shall be

interfaced to EMS for storzge and analysiz

EMS server with redundmet one shall be provided for the data base of energy parnmeters from
different Iocations in the division. The SQL server 2012 or latest or equivalent RDBMS shall
be instulled in the EMS server with redundant one. Thee server will store all data for SCADA
server incloding energy’ electricnl parnmeters, events etc. and the dota can be accessed os
requested by o separate sofiware application hosted on web server for displaying on remole
terminal through Railnel. A redundant EMS Server wilh same functionality shall be provided
and take over if main Server fails.

The meters shall be installed prefersbly with CT & PT provided on HY side. IF CT/PT & not
svailable on FIV dide then meter shall be connected with LY side CT & PT. The meter needs
1o he mounted in the TSS Control & Relay panel at suitable place.

& & & & & & & & & & a
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9.8

9.9

]

1

Feal-time sequisition & viewing of the following paramelers:

i Volige
i, Cuarrent
il Active Power
iv. Resctive Power
¥, Power Facior
vi. Cummulative Energy (active & reactive) Impon & Export energy

vii. MD

viil, Freguency

ix. Apparcnt Power
Energy Meter installed on HV/LY side of the TS5 shall be capable of fransferving the energy
pammeters an real time basis to RTU where MD shall be calenlated or it shall be capable of
transferring the energy paramnetens on feal time busis o RTU for s lerring these parsmaters
to SCADAEMS if the meter is time ssmehronized to RTU. The SCADA system shall log the
integrated demand ( energy in the historical data base, Since there are two or more meters o
each TSS, the addition of the maximum demand for these meters ghall be carmied out in RTU
itself on basis of energy parameters acquired by the RTUL In case, the meters are not availoble
on HV side, then LV side metering shall be used for the same puipose, sad the compensation
factor {user-configurable) for transformer losses shall be wied to derve the HV side demand,
Based on user conflgurable, start time for cach TSS and intervil (5 minutes15 minuten/30
miniites), the block wise demand shall be caloulated in RTU

The EMS software shall be provided in two different versiong, One for installation in RCC and
other for insallation in Swie Energy Munsgement Conter (SEMC) with following features:-

EMS for RCC:

Intepration of data in 15 (configurahle) nunutes time block. Incase of commumication fatlure
between ROC and RTU, it should be possible for this informution w be stored in RTU &
wiruld be retrieved st ROCC by software whenever communication is restared. At least 48 hrs,
data should be mored.

Comparison of any recorded paramoter a1 different imes in hintory,

Tt should suppont capturing duta for five years history.

The EMS software should provide fucilny o croste different dashboards to view varous
energy parameters, The dashboard editor should allow displaying values either in numeric
form, tabulor, pie-chart, trend, bar chart etc. as per the requirement. Flexibility should be
provided 1o display all or selocted EMS parnmeters acquired by the system. Caleuimtions. on
displayed parameters should alse be possible through the doshboand editor.

The EMS software shall provide ficilities o configure alirm thresholds foe clifferent
parameters, ¢, MD limit, power factor, frequency, etc. Alarms and events shall be generted
a5 per these thresholds and shall be made availsble 1o the user via the user interfice,

EMS shall be capable of relaying the acquired daw 1o Railway SEMC for real-time
monitoring of the demand by the prid operators. For this purpese; the EMS software shall be
capable uf operating ns an [EC 60870-5-104 slave. Connectivity between RCC and Radlway
SEMC shall be via Railnet which wall be provided by the Purchaser. Suitable frewalls and/or
evber security mechanisms shall be employed w prevent aitscks and wnsuthorized access fo
the systom,

EMS fur SEMC:

Integration of data in 15 (configurnble) minuies time block, In case of communication falure
between RCC & SEMU, it should be possible for this information 1o be stored in RCC &
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wotld be rerieved by software ot SEMC whenever communication is restored, At least 48
hex, data whould be gtored.

Syziem should have the capability to forecast energy data to facilitate demand requirement on
day shead, short time demand ete. based on average energy parmmeters of previous days /
maonth. It should support data visualization in 15 minatey (configursble) bock interval,

Real-nme comparison between actual demand versus scheduled demund. The sysiem should
be able to import finalized drawl schedule as received from SLDC and generate reports on
variatsons. The system should be able 1o truck various revision of drowl schedule.

The software should be capable to provide a dota tag for cach TSS in identification of sub-
division, division, Zonal Head Quianer, State and Region,

Based on Forecust, Projected schedule, dinwl schedule and fts revision as received from
SLDC. the software should generale repan for viriotion of the same for analysis purpose and
o improve forecasting nnd scheduling by SLDC.

Pemund reguirement shall have the feanire of dynamic sdjustment.

The manufacturer will fulfill the Railway requirement to assist in forecasting & scheduling by
SEMC and al the pume time, it should be capable of making dynomic adjustment to demand
requirement’ scheduling on variations of drawl or any other requirement by SEMC, The
manufacturer should provide necessary assistance lo the milway in case any modification is
required in the EMS software to meet the requirement of SEMC forecasting & scheduling in
future. Any assistance required of SCADA manufacturer in confliguration of SLDC, the same
shall be supported by SCADA manufacturers,

The EMS should have the capability to impoit duta from text/zmlExeel Gle for the purpose of
annlyzring existing load profile for modelmg the demand forecast system by SLDC,

Apari from above, any other report / statistics required by the Indian Railways.

. Machme leaming based demand forecasting using historical data stored in EMS
. Dynamie correotion of forecasting based on real-time dita
. Incomporation of power purchase agroements for scheduling of demand as per available

declared capucities of generators.

. Optimal scheduling of power.

. ImporVExport of spproved schedules as per SLDC.

» Real-time monitoring of acunl demand ageinst spproved demand,
. Sign-change monitoring for sustained deviation.

DSM chinrges estimation.

. Holiday calendar W adjust forecast based on known holidays,
. Fucility 1o view dats of EMS from other divisions or zonal centers.

20, Secured login 1o view EMS data on the web.

. EMS shall be capable of scquiring the dota from multiple ROC EMS for real-tine mondtoring

of the demand by the SEMC operators, For this purpose, the EMS software shall be capable
of operating as an [EC 60870-5-104 master, For relaying the nequived data to SLDC, the EMS
software shall be capable of operating as an TEC 60870-5-104 slave with support for TEC
62351 security extensions. The connectivity between RCC and Railway SEMC shall be via
Railnet and the connectivity betwoen Railway SEMC and SLDC shall be vin thind party

= T
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network, These connections will be provided by the Parchaser. Sultsble firewalls andior cyber
security mechanisms shall be emploved to prevent anacks and wranthorized acoess e the
system.

21 EMS shall be capable of recciving dally! periodic approved load schedules from the SLDC.

24,

The schedules would be provided in the form of excel or XML/ xls file. The schedules thus
received shall act as the baseline against which the EMS will monitor the actual demand,
and generte alarms in case of violations, based on the sel limits,

. The foad schedules as received from SLDC, as well as the load prafiles nequired from the

etietgy meters shall all be recorded in o datnbase, The database shall be part of the EMS and
provide guery facilities to retrieve stored data based on cenain criteria,

The manufzciurer shall provide ‘Configuration of data points and Gaiewny of new TSS in
software st SEMC o trangmbt online data 1o SLDC, integration of data paints of T55 w
SLDC and it's configuration for real time access‘monitoring at SLDC (Including Generstion
of these additionsl points, integrution in SCADA swstem at SLDC, testing und
commissioming of the system ). Data tnputs up to SEMC level shall be provided by SCADA
Vendors. The configuration sl SEMC and SLDC end shall be carrled out by the existing
SEMC supplier.

. Bailway SEMC has already been set up for most of the State/ Union Territory. Il rmailway

SEMC is not set up, then Zona! Railways shall mention as' per their regoirement of SEMC in
the tender specifically,

26, Details of SEMC Setup;

i EMS Server

There shall br two EMS servers (I- Mom EMS server & 1- Stumndby EMS server) o
respective SEMEC for gtoring domn relnted to Energy porametess collected from each ROC's
EMS seryer,

EMS server will noquire Energy duta from the divisional EMS server and will update itz dats
bank. Enesgy parametérs and swiich sistus o be stored in EMS server. Detaily of EMS
Server and accessories it SEMC shall be an per para 2.2.8.1.

il Operutor Workstation

There shall be 02 no. of worksation grade PCs ot each SEMC. The specification for which
15 us below:

Ttom Servers

Brond / Male Any reputed moke

Processin Minlmum I7 proceasbe with latest generution
HAM size B GB

Solid Stte Drive Min 500 GB, SATA

SS13)

Monitor 42+ inch

Video Cand Standard Graphic controllers

= = ===
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Multimedia with Required
ACCERIOTY

EMI immunity As per IEC 61000,

Netwaork Interfice Network Interfuce Card (Server £ WS Standand 1 07100/1000
Card Mhps

Base-T Ethernet Por-02 nos. Based on availability. following
oplions can be provided:

s Single NIC card with two LAN pors for redundancy,

= 2 gepurale NIC cords with single LAN port onench

card, configured in redundant mode.
= Alse, on bourd NIC can also be wsed for the ahove
purpose.
MNumiber of USB T minmm
ports
Accessories Including all cables’ Conneciors’ accessaries o achieve the
complete working of system
iOperating Windows 10 or latest
e
I2TB Network Attached Storage

A 32 TB Network attached Stornge shall be provided at SEMC. NAS iypcally provides
pecess to files using network file sharing protocols such as NFS, SMBICIFS, or AFP. The
data eollected by EMS at SEMC should be provided in NAS for loading to dstabase, 32 TH
NAS of reputed make shall be provided.

iv, GP'S receiver Master Clock

The GPS recetver with antenna shall be provided o synchronize the iming of the servers
with that of standard satellite timing. This shall ensure that all the datetime  stamping of the
reports generated by the system would be sceurate and hence comparable 1o any extemal

roport.
v. Ad Laser Printer

One A4 color laser jet printer of reputed make with [x10/100 Mbps Ethernet interface-shndl
be supplied and networked,

vi. Firewall and Router for RCC connectivity at SEMC

The manuficturer shall provide Firgwall with routing functionality to receive & transmit
the scquired Data through Secure MNetwork Firewall Le., the dots converted ino 1EC
6087T0-5-104 protocol will be made available and will be transmitted throogh router from
RCC locations to SEMC and SEMC o funher Stie Load Dispaich Centre using Jeased
lines. The frewall shall prevent unauthorvized nccesy to dats & restrict wiers, This will
climinate possibilities of cyberattack. Hardware firewall of reputed make shall be used for
this purpose.

For normal operation, router shall use all channels between two logations and in the event
of any channel failures, traffic shall be re- routed to the remaining healthy channels with an
attempi to generally balance the |oad.

S IEE NS 5
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vii, Managed switch 24 part.

The mamuficturer shall provide 24 Pors [OVTO0/1000 Mbps nerwork switch of reputed
mike for interconpectivity for Hadware Gateway, frewall & EMS system st SEMC,
Servers amd periphemal devices shall be connected 1o ench Gber on n dual locnl area
network (LAN),

viii. 215 KV A UPS with low maintenance batteries for 4 howrs backup

The manufacturer shall provide on line refinble UPS system of 2x3 kVA rating along with
batterics and associstod equipments. The scope of work shall comprise of UPS supply
wiring to eover all SEMC computers, peripherals snd communication equipment.

v, Gateway and its Configuration st SEMC end for connectivity with SLDC:

The manufacmrer shall provide n Hardvware! Software Gatewny and its Configumtion it
SEMC end for connectivity with SLDC. At SEMC s Hardware/ Softwire Gateway in used.
This gatewsy will receivethe data on IEC 104 protocol from the RCCs and lorward the
sume 1o state Lond dispatch centre through leased lines. This gateway will be used which
will have one TEC 104 master connectivity & 2 TEC 104 slave outpit poris, one for SEMC
and other towards itate Load Dispatch centre usiing letised lines from SEMC o SLDC.

The technizal specifications for Handware' Software gatewsy and software for SEMC location
are us under

Hardware Gateway:
Procesor, 32 bit

RAM: 512MB

Mo Volaile Memory: 208

Flash Momory: 1GB Lternal Weanchdog

Clodic Intemal RTC

Commuinicathon Ports: 2- Ethermnet ports, 2- RE4ES Ports, 2- RE232 Ports
Saftware Guteway,

Minimum Octn Core Proesssor with base frequency of 3.0 GHz. For higher
no, of coress Mintmum bise [requency of 2.0 GHe.

EGB RAM

ITB 55D n RATD-1.

Three 1/100 Network Interfnoe Contollem

1%-inch Rack Mountsble
Make: Any reputed make

s P bh e el b

T

1. Software used In SEMC
The soltware used in SEMC shall have following features:
1. Web-based or Windowe-based Configuration Utility.
2 System Protocols: TCP/APR, UDP/IP, HTTPS, SNMP, ICMP, ARP, 851,
SFTP, S5H,
Application Protocols [EC 60870-5-104 Master, [EC 60870-5-104 Slave.

A

4. Cyber secorily fanctions gs per NERC'CIP or equivalent,

5 SS5L/TLS encrvpred commumnications herweon ROC and SEMC.

6. Suppart for communication channel redunduncy on both master and slave

7.  Web server for status monitoring.
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9.10.

9.1l

9.12

1l. Interface Hardware and software at SEMC end for connectivity with nutionul
level SEMC

The manufactmrer shall provide Handware or Soltware Gateway af the SEMC. The gnteway
will acqquire data [rom the BEMS server ot SEMC and will transler this daia to ihe SLDC
through third party setwork.

xii. Furniture setup at SEMC
The manuficturer shall provide 3 no. whles, 4 noo revolving chairs, | no. sofi set, 1 no

filing cabinet suitable to SEMC layout and requirement of reputed maoke.

il Web Server with Standard SCADA safltware

Web Server with Sundard SCADA software mt SEMC shall be provided by the
manufacturer. The sepamie web server shall be installed in SEMC for accessing the EMS
data from any location through isternetRailnet, Necessary firewall to be provided for
keeping the system safe from mtrusion of vinus from outside world.

xiv. Lensed Line for [P Connectivity from SEMC to SLDC

Leased Line for IP Connectivity from SEMC 1o SLDC shall be provided by the
manufictirer 1o make real time  TSS data available ot Stnte Load dispatch Centre, a leased
circuit of 2Mbps is required from nearest Roilway Station 1o SLDC.

xv. Development of workstation at SEMC:

Developmeni of workstation st SEMC at Stare level for each Nodal Rallways,

The scope of this work mvolves;

& Air-conditioning — Cost involves supply, erection & commissioning of Air-
conditioning for 10 feet X 12 feet room at SEMC. 2 nos, ACsol reputed mike like
Volias, Hitachi, LG, Godrej ete with 2 tons capacity Voltas make model no, 245
DY or equivalent shall be pravided.

b. LED lighting- For proper ilhmination of SEMC of size 10 feet X 12 feet (4 nos.
pang| type LED lights of slze Ifeet X1 feet of SYSKA muke model no. S5K-
SNT030 or equivalent shall be provided. Cost mvolves supply & ercetion of these
LED lights.

¢ LED display nnits - The cost includes supply installation and conliguration of (4
nos. of 407 LED monitors of reputed brands |ike Samsung, HP ee These
monitors a required for display relevant graph fike Scheduled power, Power
Conyurmption, Connectivity with varioes RCCs ete. at SEMC.

d. Necewsary electrical wiring and points.

¢ Fumnishing of approximarely 10 feot x 12 fool room.
Reporting and trending software module that shall provide a comprehensive report on Lthe
purameters of (he meters being moniored. A load profile for selecied period should be
wvnilnble in tabular as well as frend form, The seme shall be accessible vin o browser based
interface from remote terminals. All values ane 1o be logged ot 1830 mimsie (secording 1o
user configumtion) interval.

The servers shall store all the data for EMS including encrgy/electrical parameters, events
ete. and the data can be accessed ns requested for displaying on remote temminals. The
stntos of EMS servers will also be displayed on SCADA workstations.

The mamsfacturer shall support integration of data points of all the TSS with respective
siate SLDCs. These data poinis shall be configured for real Gme sccess/moniloring ot
State Load Dispatch Centre. Data inputs up to SEMC level shull be provided by SCADA
Vendors. The configuration st SEMC and SLDC end shall be camied ow by the existung
SEMC supplier
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10.3
104
10.5

16

1.7

I8

10.9
010

1o
10.12
1013

The pesswords used in RTL pnd RCC shall be changed periodically preferably once in aix
manths.

Policies shall be fomulited by zonal ratbway for acosssing (o uny chinge or modification of
ihe fismware or control logle program or controller conflgurdiion of the contrallers with
proper justification as per TEC 62443-3-3 & [EC 62443-2-1,

The management of log data and it security must be assigned o an individual.

The Zonal Railways sholl maintain proper visier records at the contral room.

Policies shall be formulated for proper key management and key register required for opening
the RTU Room and pancls in SP, S5P and TSS.

The RTL and Control room shall be physically protected and entry of mny unauthorized
perdons n the RTU and Control room shull be strictly restricted

The Zonnl Roilways shall define procedures for the secure disposal of medin coninining
sensitive datn as per [EC 6244321,

The Roilway cmployees shall be trained about the SCADA fimyware security and sholl follow
BOCUTE Practices.

The Finmware integrity verification shall be carvied out prior to the firmware updato.

A proper patch management policy shall be adopied based on CLCTS 30701 and as per [EC
6244 3-2-3,

The Lonal Railways shall srictiy follow the user login and fogout, when a ghift is changed,
Regular reviews of the software and data shall be conducted,

The Vendor shall provide the following documents 1o the Zonal Ruilways for proper
maititenance and identifiention of vulnerabilities or Maws i the Conrol and Fleld Network:

A, Network! System Design Architecturet The document shall include tho design and
Control of Field Metwork including the device nameftype, comnection fype,
communication channel and the security devices so as o ideatify ihe unputhorized devices
connected in the network and network faws.

B. Communication Protocol Document: The document shall define the communication
protocol type and format,

C. Network Security Policy Decument: This document shall include the following policies
and rules;

* Device access policies of fivld'control level network Le, using Remote PC/ laptop
mahile applications et

o Access the Aeld/control level nerwork from anather network.

» Permission policies for remote access Le., using password or biometric method 10 seeess
device.

s Aceess privilege rulés mentioning who con aceess the device.

» Log management policies w0 know the activities and wsers involved in feld/control
devices

+

T
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ANNEXURE 1
GOVERNING SPECIFICATIONS

{A) In sddition o specific stondards mentoned in the specification the SCADA equipment and
components thereol shall generally conlom to the litest edition of buredu of Indian Standied

Specifications mentioned below:;
(5604 or latest. PVC (Heavy Duty) insulated electric cables.
[8:1765 or latest Direct Current Potentiometers,
153700 ar latest. Essential ratings and characteristics of semiconductor devices,
15:3595 or latest Maonocrystaliine, semiconductor rectifier cells and stacks.
154007 or lalest Terminals for electronic eguipment.
155051 or latest. Relays for clectronic and telecommunication equipment.
15: 5786 or latest. Fined resistors for use in Electronic Equipment.
159521 or lotest. Push-bution Type Swiiches for Automotive Vehicles,
[5:9638 or Mtest Fixed polyesier film diclectmc eapacitor for direct current,
159891 or latest Edge connectork for printed wiring board. .
IS:10482 or latest, Connectors for printed wiring board. O
15:2071 or lntest Technigues for the High voltage Testing

| 153043 or fatest Code of prictice fr earthing

ISAEC HO89% Electrical accessories-circuit breakers, over current prolection
IEC 60539 Ingress Protection Standard
[EC 60870-3-103 & 104 | Daia Transmission Commumcation Profocol
or |niest,

IEC 60870-5 & I[EC
61850 series of standards
| o lntest. _

EN b2M{-1-1, Safety Standard for UPS
EN 60950 or latest,

EN 62040-2, EN 61000-3- | Electromagnetic Compatibility Standard (EMC)
2,33, -2, 6-4 oe ltest,

EN 62040-3 or latest, Performance Standard for LPS N

RS TC: 55-2006 Rev, 1 | 24 core underground 68 Armoured OFC cable

with Amendment No. 3 or @]
latat, z
TRS TC-14/75, IRE TC Underground copper cable

41/97 or lawest,

IRS TC 30-2008 (Ver-1) | Undergroundd copper cable
with Amend. Nod, or
latest

RS TC: 3376 or Taiest, | Underground copper cable
Surge protection

IEC-H1643-12, 61312 &
VDE-0100-534 or latest
as applicable.

[EEE 802 serles of | Ethernet
stundards or lntest.
'TEC 62443 series  of | Cyber Secunity for Industrial Automation & Control System (OT |
standurds or Intest. Infrastruciure),

== TS SSRGS
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PO CLC/TS 50701 Technical Specification relsied fo Cyber Secunity in Railway
applicationg,
IEC 62351 series of | Security handling of TCS7 series of protocals mecluding 1EC
stnticnrds or lntest. BOETN-S series, TEC SOET0-6 series, IEC 61850 serics

The above spocifications shall be applied in o mapmer altered, amended or supplemented by this
specification and the lmest Indian Electricity Rule wherever spplicable. Any devistions from the
speeifications proposed by the manufaciurer to improve the performance, utifity or efficiency of the
equipment shall be given due consideration provided full detafls of the devintion are fumnished by
the manufacturer o the satisfoction of the purchaser. In such casea the munufoctirer shall quote

according o the specificution as well & with the deviations from the specifications,

(B} RDSO REFERENCE SPECIFICATIONS: Manufacturer may refer to following RODSO

speciflestiony for clear understanding of the taction pywem

THSPCPSIISOLTR/G2L0
or Tatest

Specifieation for  25kV  Motorised™anusl  and
22001321 1VBEKY Double Pole and Triple Pole Isolators for
Railway Electric Traction.

TUSPCPSUTRNPWRA200
or latest

Technical Specification For (a) 21.6MVA 220kV/2X27kV or
132EVI22TEY or 110 EV2XITEV or 66KV/2X2ITEV, Single
Phase Dual LV Winding Traction Power Transformet. (b)
ARSIEIMVA, ZKVIZX2T5kV or 1 32kVAR2X27.5kV or 110
kKVRXITARY or 66RVIZNIT.5KY, Single Phase Dual LY
Winding Traction Power Transformer.

TISPCPSITRNFWER 3200
or latest.

Technical  Specification  For MMVA,  ONAN
220kVI2X(2X2T) kv el O0RS | DOMVA,
ONANONAFOFAF, 2206VA2XS5EV or 1322X35kY or
HIV2XS5KY or 66/2X35kY Scon Connecled Traction Fower
Transformer,

TUSPCPSUTRNPWR/1200
or laiest

Technical Specification for BMVA, 12IMVA & 165MVA,
ONAN, 35kVI27.5kV Autotrans former.

TISPCPSIFOESRA2ZI0 Technical Specification for Shun! Capocitor and Serics
or latest. Reactor Equipment For 2x25 kY Feedln;_&ynm
ETUPSII2T{RABY) or Iatest. | Series capacitor equipment for 2x25 kV "AT" feeding system.
ETFF‘ ﬂiif&sﬂﬂl Resonance suppressing C-R device for 2025 kV AT feeding
with ARC 3 or latest. System.

TUSPC/PSULVCBIN/IZTL | Technical Specification for 25kV Single pole, Double Pale,
or lateyt, Pole mounted, Outdoer Vicrom Cireuit Breaker (VOB) amdd

Vacuum Interrupter for Indian Railways.

TUSPCPSUHVCRO12] or
Intest,

Technical Speaification for
220k VT3V 1TV T00KV 66KV/S5KV Double Pole, Triple
Pole Ouidoor SF6 Circuit Breaker for Indiam Rudlway.

TVSPCPSIICTW02I0 o
latest.

Technacal Spaciﬁmim for C Current Tenmsformers with CT |
Ratio of 220kV:400-200/5A & 200-100/5A, 132 kV, BOD-
A0075A & 4D0-Z00/5A, |10V BOO-A0075A & duu_-:uwm
66KV 1200-600/5A & BODAO0SA 35kV: 1500-T30/5A &
200054, 25kY, J000-ES00/5A,  1600-BDO-40005A, | 300.
THEA, 1000-50E5A, 400-20005A & 100-50/5A and 11KV,
SOUFEA, for Rallveay AC Traction Substation.

TVSPC/PSIPTAOZI0 or

Technical Specification for Z20kV or 1325V or LIOKY or
66kV or 23KV Potential Transformer,

lutest,
TISPCPSIPROTCTR07? | Technical specification for oontrol and relay panel for 25 kV
S g 21 - %
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CHGR/ 0210 or laest.

2337166/2023/07 P TIRDSOA S A 01se | o e P b AL T P S
or latest. AC TSS including specificatson for numerical type prolection
redays for traction transformer, 25 kY shunt capacitor bank
and tramamission hne for 25 KV AC TSS on Indian Railwavs,
TUSPCPSIPROTCTITIO0] | Technical Specification for Control and Relay Panel Ineluding
or latest. Numerical type protechion relays for Scott-connected V-
Connected Single-Fhase Traction Tranaformers, OHE
protection, 35 kV AT Protection & Shunt Capacitor Bank
Protection for 2x25 KV Traction Sub-station, Sectioning snd
Panalleling Post, Sub-Sectioning & Paralleling Post and Auto
Transformer Post
TISMCTSIPROTCTAH030 | Technicnl specification for Contral and Relay Fanel for
or latest. Protection System fur $0 Hz AC Traction Power Supply
L System including Parallel Operation on 25 KV Side,
ISRDSO-TION02:2022 or | Techmical specification for Power Quality Restorer for 25 kV
It wndd 2x34 KV AC Traction Power Station.
TISFCPSI200-250 Technical specification for battery charger for 110 voh

battery, 200¢250 Ah of traction sub-station for 25 kV/ 2x25kV
electric traction installation,

TUSPCPSU40-150 CHGR/ | Technical specification for battery charger for 110 volt

1210 or fatest. bamery, 150 Ah (for 2x25 kKV)/40 Ah (for 25kV) at SPSSP for
electric raction installation.

TUSPC PSVERTHNGAZ1D, | Technical Specification for Earthing of power supply

Rev. 02 or latest. installanon for 25 and 2x25 kV, AC, 50 Hz single phase
traction sysiem,

IRS-TC 68 ur lutest. Multiplexing equipment.

TUVIN/DO43 Rev.01 or latest. | PSE guideline for increasing speed potential to 160 kmph on

NDLS-HWH & NDLS-BCT rowtes,

(Cy OTHER GUIDELINES:

CEA (Cyber Security in Power Sector) Guidelines, 2021 or latest by Ministry of Power,

Government of Indin.
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SROCSCADADLH 228K Singhs Phase S5l AL Tracime Powes Srippiy

ANNEXURE 2

SCHEDULE OF GURANTEED PERFORMANCE

The manufacturer shall be required to submit the following detail 1o the purchaser and also
confirm point wizse deviation to each clange of the tendor paper 30 as to help the porchaser o
cvalunte the techmical capebility of the manufacturer to camy oul the work. Wherever
deviations are quoted thiy shall be supposed 10 be supported with detailed technical bemofits
andior financial benefite In case no comments are given by the manufacturer for this section or
a particular item of the sechon/Annexures, it is deemed to be copgidered by the purchaser that
the manufacturer hus understood the detutled technical requirement of the specification and

there are po deviations w the specifications.
L Maker's nume andd country of arigin
Z Are you an RDSO approved vendor for supply of SCADA system to Indian

X

Ruilway? Enclose necessary approvals with valid certificale to this extent,

Huve you supplied earlier SCADA system (o IR If yes, quote the projects with
completion cemificates.

Whether the munufacturer agrees o supply the product us per this specification. In
ense of disagreement or betler proposals please mention point wise the clauses
which are pot scceptable with reasons,

Techmical details, embings, make & madel number of the computers and
peripherals ot the RCC. {enclose relevant datasheets, features and brochures)

Technical detnils, make, mtings & model No. of the UPS being provided at the
RCC. {enclose relevant datasheets, fentires and broohures)

Technical details, make, matings & model Ne. of the UPS battery set. (Enclose
relevant datusheels, fentures and brochures),

Technical details of the RTU along with CPU, DL DO & Al canls, opemting
voltage ratings, dimensional details of RTU

Tochnical detaily, ratings, make & model number of the power supply units uied
m RTU {enclose relevant datasheets, fesmres and brochures).

Technical details, ratings, make & model number of the contactors used at RCC
anil wt RTU {enelose rel evant datasheots, foatures and brochures)

Testing instruments
Multi-meter

a) Make and (ype

b) Other detniled panticulars | along with 12chnical pamphlets
LAN Tester

a) Make und type

b} Orther detailed particulsr alung with rechnical pamphles.
Do wou confirm that you will ke AMC of SCADA system & stipuluied in
specification and provide spares, maintenance suppont and soflware up gradation
even after AMC period?
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Spepuificwtion b,
FROCSTADAL -

Tt spemaanilen far B8O AT syeaen oo 29 0V and
2aZFkY Single Phase $0Flt A Tracts Power Stippiy

ANNEXURE-

POINT ADDRESS MAPPING INFORMATION FOR TEC GOST0-5-103 PROTOCOL

Conflguration fbr Digital lnputs
ALARM LIST FOR TRANSFORMER
SUR
Sr. ) Mool b i
Nov Adorm List Type |SE/DP| I0A | FUN | INF ‘% Relays i1 30 U'I-r.ﬂ KV
I Diff Operated Alarm | SP 0l | 176 | & 5 R | R | R
2 Auchhole Trip Al-;l;_'ll 5P {17 176 7 R 3 i
1 Qil Temp. Trip | Alarn |sp 103 ] 176 | 24 | R | R | R
4 WDO Temp, Trip | Alarm | SP | 176 | 29 R R’ R
[ PRD Toip Alum | 5P 104 176 W 2 R It ]
[ D53 Clesed Alwm | 5P {2 127 £ R ] R
2 HIS Closed Alumm | 5P 07 | 127 | 22 R | & | R
£ | Tep nh.u!nrl'tn'uip Alarm | &P 108 127 13 8 & R
9 | Protection relay healthy Alarm_ | 5P 109 | 176 185 | = R B R
MNote: For second Translonner sdd 20 w JOA address 121 - 129
ALARM LIST FORHY OC Relay
2% Alarm List viwe | svor |iok | von | e | B | 200 |aa [P0 | 28
No. e Relays ups:| W
OC HV Operated | Alurm | SP 141 | w0 | & R | R R
REFEF Opemated | Alarnm | SP 142 | 160 9 N R It R
Buch, AlarmW DM
3 W'I g - 143 | 160 | 27 g R | = R
OTLA Gil g
" “Alusm Alarm | 5P 144 | 160 28 P B |3 B
5 APGP-Low Alorm | Alarm | 5P 145 | 160 29 E R R
[ APGP-Low Trip Alarm | 5P 146 | 160 Ao F 4 R R R
7 | TopCla Fail HVCB | Alarm | 5P 4T | 180 16 E R n R
CBNC (HV CB -
M Open) Suiws | pp 148 | 127 124 g R B [}
CB NO{HV CB
9 Clowe) 7 125 E R R R
Protection Relny
10 - 5P 150 | 160 I8 R " R

Heaithy
Note: For second Transformer 0dd 20 10 I0A address 161 170

=

T

A e

¥
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2337166/2023IQ0BEDITURDSQ reai e, | | L e e ™ |
ALARM LIST FOR LV OC Relay
SUR
Sr. SR Mo OF %28
o Alarm List Type | *p | IOA | FUN | INF 5 Relays | 2%V i
i OCLV Operated | Algrm | SP 181 | Is0 B8 R | R [
7 REF Operated Alum | Sp 182 | 180 Y] il R | ® 5
Buch, Alarm/WDG 2
) praeee Al cp | 183 | 160 [ 27 5 R | R i
OTT AlarmLowy 0] f
4 Alatin Alsm |gp | 14 | 160 | 28 E RIR| R
s | APIGP-LowAlarm | Alurm |SP | 18S | 160 2 E R ) R
& APIGP-Low Top | Alarm | SP | 186 | 160 30 =] 2 R R B
7 | Trip Chu. Fadl LV CB | Alurm | 5P 187 | 1s0 36 E '} [} [’}
B | CBNC(LVCBOpen) | Status | Dp | 188 | 127 | 124 g [} R R
CBNO (LV CB O
) Clows) L I R R E
o Prowection Relay Al |sp | 190 | 160 | 18 ] R | R R
Tramaformer-1 Over Currend Protection for Main LY 18] - 190
Trensformer-1 Over Current Protéction for Teaser LV 301 -210
Trasaformer-2 Over Currend Protection For Main LY 221 - 230
TransTformer-2 Over Cunrent Protection foe Teasss LV 141 - 250
Maote: 4 Reluys only for 2025KY Le. Main & Teaser
ALARM LIST FOR PHASE FAILURE
Sr. . i | Noor | 25 | suB- | 223
o, Alwrm Liat Type SPDP | 1OA | FUN | INF E Relays | kv | URB | kv
P, Fail Main
, Windine | Alam o 260 | 160 | 9 2 5| 8 R &
5 “'{,ﬁn‘:‘” i e 22 | 0 | 83 |E 5 2 |s| s | R
- """ﬂ“m:‘“’ dii | 63 | 160 | 18 S s| s | R

MNote! for Line2 Phase fallure Relay JOA 266 — 268

i':"lm-.‘. e
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ALARM LIST FOR FEEDER
Moof
Sl Ammbin | Ty [ | 10A [FUN E Relay | 25 | Ti0 | 2x25kV
y s
1 | TopChSup. [Alarm |SP | 271 | 128 | 36 [ R R’
2 | T Fuse Feilere | Ajarm | 5P 72 | 124 38 R R R
3 FIFF Trp Alsrm  [3P | 273 | 128 38 R R [
4 | General Mickup | Alarm | SP | 274 | 128 54 R’ R R
5 Zome | Alsrm |SP | 275 | 128 78 R R R
[ Lone 2 Alarm | SP 276 | 128 79 R R R
7 Lome 3 Alurm s m 124 a0 R’ B B
| 4 | BrekerFaile | Alam | SP | 278 | 128 ] R B R
a WPC Alarm  !sp | 279 | 126 1001 R R K
( {1} Trip 1> Alarm |sp | 280 | 128 90 R ] R
i1 Trip L= Alarm | 5P | 281 128 a1 ‘E. & R R
12 Trip I Alsrm | sp | 252 | 126 104 3 5 R R
[E] SOTF Aliem, | SPp | 283 | 126 106 g R R ]
14 Lock-Out Alam ISP | 284 | 126 167 E 3 R R R
15| ARE Operated | Alarm gp 288 127 125 R R R
CB NC (Fooder :
2806 | 127 136 5 R R R
16 CBOpen) | Spus | DP 3
CB NO (Fecder R
. CH Close ) 127 137 R R
18 | ReclowBlock | Alaom | SP | 288 | 138 27 R R R
18 | Remote Lock-Out | Alurm | SP | 289 | 128 FT ] R R R
10 | Fonel Extension | Alurm | SP 80 | 128 L R R R
AFIGPLow
21 Alarm Alm |sp | 291 | 128 30 R | R R
& a2 AFGPTrip | alenm  [sP | 392 | 127 3] R B R
Therimal Chver
1 losd Alarm 5P 293 126 1 8 5 R
Frssecoin kg 294 | 128 | 18 R | R R
24 Healthy Alurm | 5P

Nove: Feeder Protection Relay for Foeder 2 [0A 311-334
Note Feoder Protection Relay for Foeder 3 10A 351 - 374
Mte Feeder Protection Reloy for Feeder 4 [0A 391 -414
Nute: 4 Relays only for 225KV and SUB-URR as per no. of Lines.

—— T
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m"m{uw“ - J.;:.mu [ :u._"n\rs-.im: mﬁ:frﬂ'“mmﬂ J
Vectorial Delis Relay
el 2| Noof | 25 | SUB-
SN Alarm List Type Dp I0A | FLIN INF é Relays | kV | URB %Y
1 UV Operated | Alrm [ 5P | 431 1 126 | 116 | § R|[ R R
Backup DPR
- Opomted | Atwm | | 432|127 | 138 [ T R| R R
3 BFOpemted | ajuem |sp | 433 | 126 | 85 3 5 |R| R R
Vecorial Delia-l
3 Reluy Opernied | Alurms |Sp | 24| 126 | 118 : R| & R
WVectorinl Delia-i |
: Relas el i g9 | 435 | 177 | 18 = R| R 3
Mote: Feeder Protection Relay for Feeder 2 104 447 - 443
Mote: Foeder Protection Relay for Feeder 3 10A 451 - 455
Note- Feodér Protoction Reliy for Feeder 4 TOA 461 - 465 _
Mote: 4 Belays only for 2x25KY and SUB-URE as per no. of Lines. 0
Ower currentUnbalance Relay for Capacitor Bank
Sr. ) Sp Naof | 2% | SUB-
S| At i Type | pp | IOA [FUN | INF % Relnys | kv | URB | 2X25Y
Over Corrent |
A il Atsem [gp |47V [ 126 | 103 3 [ R’ i
Ower Current 2
3 i Alar | 5 472 | 126 [[% % 5 5 R
Current Unbalance
3 | Operuisd 9 gp | 473 | 126 | 146 E- R| R R
Corrent Unbalance
4 2 Operatad " gp | 474 | 126 | 147 k- (3 5 R
T APIGP Low g
s Alarm Atwem fsp | 475 [ 00| 29 | ol ® S
TB AP/GP Low Q)
6 | Tripklock |Alenn jsp | 476|160 30 § R| R R
7 TrpChr.Fall | Alarm | SP | 477 | 160 3 3 Kk i R
Protectian Relay
el P M E R| R R
Capucitor Bank CB
g ol i 4% | 137 | 137 8 I R R
Capucitor Runk CB DP ]
% e o 1| 136 | £ R| R R

Nete: Current Unbalance - Cap Bapk -2 491 - 500

¢
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Over! Under Voltage Protecting, Rolay for Capaciior Bank

B151

SUR
1. : SPD | 10 2 | MoOf |28k
o, At Tape | | P W ,i Relavs | V m—!ﬂ kV
| Over Voltaye Alem |5P |51 ] 126 | I g,‘g R IR | R
a Under Voltage Alam (5P | 582 126 16 2 E R | R R
3 | Ushalence Vot 1OpL | Atwm | 5P | 513 | 126 | 165 = . R | ® | &
4 | Unbolooce Volt.20ptd. | Alem |SP [ 514 126 | 173 g E 5| 8 | R
5 Protection Relay Alerm | 5P 515 | 128 18 E K " R
& Trip Okt Fall. Alwm |50 | 816 ] w0 i g = E|l R | R
Note: Under Violupe - Cop Bink -2 521 <526
SYNC CHECK RELAY
. b1 Mool | 25k | SUB- X
SrNo. | Alem List | Type np 10A | FUN | INF g Relays | ¥ URB KV
SyncOK | Alarm |SP | 531 [ 126 | 111 ii 3 S R s
2 UV opernted | Alarm | 5P 532 [ 126 | 116 no g R 5
Mate: Syme Cheek for Line 2 536 - 537
REVERSE POWER RELAY
Sr. sr Noof | 25 2XI5
No. | Alan List Type | pp | 10A | FUN | INF g Relays | kV SUBURB KV
Trip Relay. | Alurm | SP | 541 | 127 g2 ] R 5
Ceoernd Trip | Alom | SP | 542 | 126 i1 ;E_ _ & R 5
3 Trp-Ll | Alwm |SP | 543 | 126 | 69 5 2 s R 5
hen.
¢ |3 seamo |swm [sp | % | 16 | s ‘E S| = s
$ | Tapl> [ Alam [SP | 545 | 126 | @ 5 R S
Note: Reverve Power for Lme 2 551557
LV BusBar Protection
é; Alrmlist | Tope gf 10A | FUN r;: g ;t'ﬂ N ﬂ’ﬂ' X2V
1 Genersl Trip | Alarm | SP | 561 | 160 | a8 3 1 R 5
CH NC (CH
2 Open) | Sutus | DP 2| 127 | ., 5’5 § 2 8 R 3
CHNO (CH > :
3 Close) 127 125 =1 ] K L

MNote: Bus Bor Reloy for Lime 2 566-568

Eynate
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Pants Flashover Relay and cstenary indication

6152

|
Sr. sp/ No of SUR- | 2x2%
No | ArmList | Type | 1o 0A | FIIN | INF g Relays 2HkV URB | kv
1| CAT-1 |[Staun |SPF | 571 127 | 130 :E 4 R 5
2| CAT-2 |sSuns [SP | 572 127 131 .3 R b
3| CAT-3 |stanm |SP | 573 127 | 132 g R R 5
4| CAT-4 | Ssamc | 5P 374 127 133 ; 1 R R &
5 e Alarm | SP 575 126 i1 3 R R 1
o] et | i | e | 578 | w7 | e ﬂ R | & | s
Mote: FUN & INF mo. applicable only whes Prmto flashover relay avarlablc, otherwise hard wiring shall be
provided.
DC Supervision Relay - i ¥
1 . sp Mool 29 | SUB- m&{
Np.|  Abnlis Type | pp [ 10A |FUN| INF g Relays. | kV | URB | &V |
| 240V ACHigh | Alarm | SP | 601 | 126 240 E| R R
OV ACLow | Alanm |[SP | 602 | 126 | 239 | E] R| B | R
110 DC Over Voliage =
3 Alurm A |sp | %93 |16 | 237 | - A
10 DC Under : 2
4 Volmgs Trip | Al |50 | 6™ [ 126 | 238 g O [
110 DE Under voltage
5 Alnrm A |s¢ | %% | 126 4 | = R| R R
Protoction Relny 606 8 R R R
@ Tizalihy Alarm | P 128 18
Mote: Fooder Protoction Relny for Fesder 2 [DA 607 - 612
TRANSFORMER TAP
St | Alam s . g . SUB- | 2X25 I
1| TAP-1 | Smiug | 5P | 621 - - R R R
2| TAP-I | Smmus | Sp | 622 - - E R R R
3| TAP-) [swaw |sP |63 | - | - | 5 2 R R R
4| TAP-4 | spmms |Sp | 624 - : IR il R R
£| TAP-3 | Smna | SP | 625 - - = It R R
fi| TAP-6 | Smus | §P | 26 - - R R R

Note: Transformer No.2 - Tap Positions  627-532.
Tranaformer No.3 - Tap Poxitions 633638,
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TRANSFORMER COOLING FAN Status

Sr. s
spS = e & 1k | 5UB- | IXI5
No|  Almlis | Type (o [10A| 5| B 5 g i i frover R
1 Cooling Fan - | Starss | 5P | 641 - - R R R
2| CoolmgFan-2 | St |57 | 642 | - - g R R R
3 Cooling Fan - 3 Stams | SP | 643 | - - R " R
4| CoolingFan-4 Statos | SP | 644 | - - ‘g . R R’ R
5 Cooling Fan - 5 Stomis | S | 645 | - - = R R R
6| CoolingFan-6 | Ststus |SP | 646 | - - E R 14 R
7 Cooling Fan - 7 Siptus | SP | 647 | - . R R R
. Cooling Fan -8 Siatus | SP | 648 | - - R R R
Note: Transformer No. 2 - Cooling Fan Stams — 651- 656,
¢ Transformer No, 3 - Cooling Fan Stans 661 666,
TRANSFORMER OIL PUMP
e 2 CAPNEAR 54 25 | suB- |22
Ao Type | pp B & FH Vv | URB |3kv
1 il Purnp = | Stanm |5P | 671 | - - . R ] ]
Z il Pump -2 Stums [SP | 672 | - - R R it
Note : Transformer No, 2 -0l Pump Status ~ 675- 676,
Transformer No. 3 - 0il Pump Status 679- 6300
BUS COUFLER
&1, i b1l Fu i No OF . | SUB- | 2X25
o | Ammbist | Twpe | o[ 104 | N0 INE 5 sais | B | e | i
Bas Conpler -
C | e | s foe |0 | - | - R | ®
Bus Coupler - ;
2| mvNC il % R R
BUS Coupler - -
3| VN0 |swes [pp ™| - | - 3 R R R
BUS Coupler - = =
4 LV NC - - E R R R
BUS Coujtler )
5| (BX)-NO |swws |pp |70 | - | - R R
BUS Coupler = - R "
6| (BX) -NC
Configuration for Dightal Ourpurs
8, 5 Mo of SUB- | 2X25k
i Tpe | D | 10A | FUN [ INF .g nots | 2 | Een |5
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Totlwaal spaficanion e STADNA spemm fie 23 5V and
25UV Singie Phaor SILe AC Trwtam Povwes Supply

For Feeder

1 Lockout' | Comman
" | Relay Redct | d

128 | 19 ggg 4 R R R

Mose: For Feeder I: MOA-Z104
For Foeder 3; JOA <2106
For Feeder 2:10A-2108

For Second Transformer I0A- 2130

For
Transfarmer
LY

RELAY' | o omand | SC | 2138

)

2
=
LY Overcurrent
o
=
=
=

For
Transformer

1 | RELAY | oemend |SC | 2128

z
=
HY Overcurrent
P
=
=
-

25KV

3 TRI1 Command | SC

Lower Tap

Lowier Tap

i
Hardwired
=
=
=
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20971earf023i0la O e
1
Interrupsnr

L) 5 Command | DC 22| - - R

10 | Feeder CB | Command | pC | 2100 | - - R R R
11 HAVCR | Command | DC | 2126 ) - - It R R
2 LVCB. | Command | DC | 2136 | - - R R R
The number of CHs deponds on type of layout wnd power supply feeding system, vendor shall ase srtable [DA as

e g et

Comfigurasion for Messurands List of Al (Parametsrs avidlable from the Relays)
W i
an e | 5| 10 | FUN | NP § :ﬂ‘;ﬂ‘;‘; ot i”"'m IX25KV
w
Far
Feeder
| | Currenl | Nessrasd 1600 | 128 | 145 R R R
( 2 | Voltage | Measuraod 601 | 128 | 145 | 5 R R R
Fault
Reacian t602 | 128 | g 4 | R| R R
3 “53 Measurnnd A 'E
Resistan o3| 18 | 95 | 2 R| R R
13 | eceiR) | Measursnd
For
Feeder 2
IO
| 605 1o
14 1619
For
Feoder 3
1A 16
101y
15 1684
“For
e Feeder 4
- AL
1685w
16 | 1620
Sr. s/ g | Noor |25 | sus-
Mo Type pe | 10A | FUN | INF E Relays | V | URB IXTRV
For
Translo
 emer
|| Current | Messyrand 1621 | 176 | 144 R | R R
3 | Curent | Measurand 62 176 | 10| 3§ R| R R
I 2
'g R R R
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23371 Sipec oo e Tochmas! spraficarion far STATA wyiem e 23 5V sl
LROCSCADWDI S [ 025KV Sigie Phase S AC Traction Fower Supply

M A I O O O O
Incomer (From Meter)
104

|| Voltage | Messurmnd 1629
| Curmend | Measumad 1620

Power

Factor | Measurand 1631

Power

{Active) | Measurund 1632

Powrer

{Reactive) | Messinmd 1633

Power {634

{Apparent) | Messurand

Miuxmum -
Demand | Measurnnd 1635 ()
(Import) | Messumad 1636

Export) | Measurnnd

For Feeder

2 A

161% to

1647

For Feeder

3 10A:

1648 10
| 1656

For Feeder

4 104A:

1657

| 66

Incomer 1 (From Meter)

5 G
No. Parameter Tie oA

1 Valtage Measuznd 1631

1 Current Measurand 1637 Meter
3 Power Factor Measurand 1633

4 Power |Active) Measurard 1634

5 Power (Reactive) Measurand 1635

3 Power (Apparent) Meazuring 1636

7 Maxirrum Demand hlaasurand 1637

E Energy (fmport] Measurand 1638

8 Energy | Export) Measurand 1639

10 Line Frequency Meagurand 1640

For Incomer 2 1I0&: 1641 th 1650

= e
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= tg sUB
5 Furuneter Tpe | 30| oA | FUN | inE g !gzjw = "‘f’
2
i ;’:ﬂmﬁ — o B 2 g | B | R
2 | LV Winding Tempeniture | Measutand | 4P | 1672 Z| 5 R R R
REG. Winding 1673 E R | R | R

3 Tempesature Measurund | 5P =
4 0l Temperatute Measuanl | 51 | 1674 K 13 13
Notr fes Bar Reliy for Line 2 1681.1684

Plenso Note:

e [EC608T0-5-104 configumable parameters for compatihility:

I J0A size 3 yee

2. Common sdd ASDU 2 by

3. Link oddress 2 byte

4. ASDU Addresa 1 byte

5. COT2hye

6, MAX APDU ks to be ay per masimum frame longth of 253

7. Tramsfer of load profiles from RTU 1o EMS shall be using transparest file waasfer

Tunction defined in IEC 80870-5-104. The farmat ol e file shall be s per MIOS COF

format,

o Eventa 10 be roporied asing *M_SP_TB_1* & "M_DP TB_ 1, Multiple events 10 be

reported in 4 single frame, improving commminication speed.
Double command C_DC NA_L Single Command C_SC_Xa 1
Cil should be repored usimg: “M_SP_NA 1" &M TP NA T
Amnalog values to be repontad using “M_ME_NC_1°,
Energy countirs lo be reponed asing “M_IT Na_L'.

Note: For communication between RTL! and reloys on IEC 61850 protocal, SCADA vendor shall
also configure above list along with any other new points us per [EC 61850 profocol

standard,
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ANNEXURE 6
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ANNEXURE-T

OENSTAL SCHEME OF SUPPLY FOR 28KV S0z SNULE PHASE TAACTION SYSTEM

bt LESEME -
o e Pe—
- P e e
5 e sl u A s
- B i e = i e
* 4 et wegyme T
s o meaal [
" R e
. - =ty =
R Sl e Tl e e
i) i e D e = ful e
=l = L WO = il
i i Ay -
i
v —
=l EET . e = 0
ﬁ__' 3 4-% “ w 'Ir 1 'r'
13 " e - = = %ﬂ Y
-p‘: 'E Il-r'i-_- --r-:?' ﬁ;t!-f@; Ej_fr- l}‘; EEJ
- i:,aln P % "‘m x - - - L
—F —r e —wy Al ~ B - -
o *ﬂ{r"ﬂ y -
LA .Y




6161

Trulmninl specelestion S BUADN, spmwm fus 24 0V
22344 Single Plume Silie AC Tracties Pewer Supphs

Mk

2337166/2023/Ql0 BEDITURDSQ i

Schematle of Scott Connected 2X25 KV TSS for two line

g

. i
e AT (P e
S
R
3 .H .h._i.iu E—
Pt LA TusEies
a8 T
= Faa e
110k
i) .
=
| Tne
|
b = \
B2 0
L] I._. > 1 -
s




6162

Fesbmwal qpewsfication for STADA rpesmn for 23 kY wi
Single Paie SiHz AT Tracten Pows Supply.




6183

in T bl apesaticam, G B AN eymnn kv
2337166/2023KQ40REDTURDSQ. LI o1se | Sy o s A P e

ANNEXURE-9
PROTOCOL - Disgnostic, Downloading, ete.
3,274 RTU Dingrostics
ASDU for RTU Daagnestics i Control direction.
TYPE IDENT 220 Request RTU Dingnostics
Single information abject ($0=0)
230 Type Identification
1 Vanable Structure Qualifier
Defined In 7.2.3 ol IEC 60E70-5-1017104 Cause OF Transmission
Defined in 7.2.4 of TEC G08TO-5-101/104 Common Adidress of ASDLU
Defined in 7.2.5 of IEC 60570-3-101/104 Information Object Address = ()
Cause of Transmission used with TYPE IDENT 220
T control direction
<5 = reguest
In monitor direction
<> = unknown Type identification
=48> = unknown chuse of tragsmlesion
<= = unknown commen address of ASDU
ql> = unknown imformation object address
ASDU for RTU Disgnostics in moaitor direction
TYPE IDENT 221: RTU Diagnostics with time tag CPS6Time2a
Single information object (SQ=0)
221 Type Identifieation
- = o Yiriable Suucture Qualifier
Defined in 7.2.3 of [EC 60870-5-101/104 " Cause OF Transmission
Defined in 724 of [EC GOATO-5-101/104 Common Address of ASDU
Defined in 7.2.5 of IEC 60870-5-101/104 Information Ohject Address = 0
RTU Diagnostics Nate | Stams Of RTU
RTU Dingnostics Note 2 Diagnostics result Nate |
{ RTLI Drngnostics Note 3 Diagnostics result Note 2
RTL! Diagnostics Note 4 Number of [ED/ Cards
RTU Diagnostics Note §: TRD Health byte | 1ED / Cand Health
RTU Dingnosiics Note 5; IED Health byte n
CP56Timeln Seven octel binary time
Defined in 7.2.6.18 of IEC 608T0-5-101/104

Cyuse of Trommissign wsed with TYPE IDENT 221
<3 = spontaneols
<= = requested

RTU Diagnosties Note 1: ULS[L,.8]
x> = Mormal
== = Blocked
<2, 255 . For Private use

RTU Diagnuitics Note 2 == UI8[ 18]

Gais ﬁ%.
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Each bit indicates the stams-of the device specified below. A hit set to | indicates emor.

For Private use

Read anly memory

Diattn by

For Private use

RAM cheok

For Private use

Batiery low

| | | Bl | =D

For Private use

RTU Diagnostics Note 3 = UI8[1,85]

Ench bit indicates the stanus of the device specified below. A bit set 1o | indicates rmor,

For Private use

For Private use

For Private uss

For Private use

For Private use

For Private use

For Private use

Sl | | | W | D

For Private use

E

RTU Diagnostics Note 4 = UIB[].8] <0 255>
Number of IEDs/ Cards conmected to the RTU.

RTU DHagnostics Note § = U18[1.8)

Each bit mdicaies the Ermor in [ED [ Card. A bir set 1o 1 mdicates emor.

3.2.4 Parameter loading to RTU

Parmmeter Loading to RTU using File Transfer: For this o new file with name 130 is introduced
as below. This file can be read or written using stasdard file rransfer methods:

Clock Synchronisation nme period: File: 130; Section ]

UT16{1..16]<0.A5535> [

Clock synchronization time period for TED in Seconds

]

Deed band for RBE (Report By Exception) of an Analogue value: File:130; Section2

Defined in 7.2.5 of IEC 60870-5-101/104 information Object Address
Defined in 7.2.6.8 of IEC 60870-5-101/104 1EEE std 754 =‘s'&h:_nh'lr~':alﬁugpmnmmn
Digad Band Value for Al Point |
Defined in 7.2.5 of [EC G0RT0-5-101/104 Information Object Address
Diefined in 7.2.6.% of IEC 60870-5-101/104 ﬁWﬁ%m number

Diead Band Value for Al Point n

s

6164
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Closed Loop Action on Limit Vielation: File: 130; Sectiond

Defined in 7.2.5 of IEC 60870-5-101/104 Informution Object Address
Al Paint 1]

Defined m 7.2.5 of IEC G0870-5-101/ 104 Information Object Address

B Al Pain 1-2

Defined in 7.2.5 of IEC GORTOS1017104 Information Dinject Address
DO Point 1

Pefined in 7.2.6.% of [EC 6ORT0-5-[01/104

IEEE wtd 754 = Short Floating point nimber
High limit Value for Al Point 1-1 & 1-2

Defined in 7.2.6.8 of [EC 60870-5-101/104

1EEE std 754 = Short Floating point number
Low limit Value for Al Pomnt 1-1 & 1-2

Drefined in 7.2.6.8 of IEC 60870-2-101/104

IELE std 754 = Short Floating point number
Time delay in Seconds

Defined in 72.5 of IGC 60870-5-101/104 Infarmation Object Address
Al Paint n-1

Defined in 7.2.5 of TRC GORT0-5-101/104 Information Object Address
Al Paintn-2

Defined in 7.2.3 of 1EC 60K70-5-101/104 Information Object Address
D0 Point n

Defined in 7.2.6.8 of [EC 60870-5-101/104

LEEE std 754 = Short Floating point number
High fimit Value for Al Pomnt n-1 & n-2

Defined in 7.2.6.8 of 1EC 60870-5-101/104

IEEE std 754 = Shart Floating point number
Low limit Value for A Pomt -1 & n-2

Defined in 7.26.8 of IEC 60870-5-101/104

IEEE stif 754 = Short Floating point number

Time delay in Seconds
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ASNNEXURE-10
ETR Formal
Foim ETR. | (Pari A)
et RAILWAY
POWER BLOCK MESSAGE FOR BLOOKING OF LINES FOR ELECTRIC TRACTION
PURPOSES
Serial No, TR - oot oot ien
Time Hr ...e.cs L7 AR
From, To,
Traction Power Controller Sec.nun nm:mﬂﬂr
| R ... Section
i RTREST Wlm'-‘au'l
Block the following line's 1o slectric trains fall traffic from Hr........... M s OO i -

and advise me when this has bean done
State below which hnefs and between which limits (Sector, Sub-sector, Elementary Saction, ete.) the

block 18 regquined.
AT B b it AR B L O
The block is likely to last for .. Hr, Mus ..
Privale Noi ..o HH
L
Recoived by v vicaiiiiis
[ 1T TC) [— (Mame) *Score out whichever is not spplicable.
Form ETH=1 (Part B)
worneies HAILWAY
POWER BLOCK MESSAGE FOR BLOCKING OF LINES FOR ELECTRIC TRACTION
PURPOSES
Sermal No. Polo s
Time Hr . ... M3
From, Ta,
Section Controller Power Controller
_____ ..__l_l"ln:t]
Your No oo | )
The following line's have boen blocked to ' dectric trains/all waflie; -
Line/s Duration
From e nna Mg i
.................................. .o HE e M
Particulars of linefs Reasons
Prvate No s
Sentby i (Mame)
Received by ...l PR - (Mame)

*Seore out whichever is not applicable’

= aE

—
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Form ETR-1 (Pari-C)
ssranines RAILWAY

POWER BLOCK MESSAGE FOR BLOCKING OF LINES FOR ELECTRIC TRACTION
FURPOSES

Sertal No. TR s
7T 7. | T —

From. To
Traction Power Controller Sectlon Contraller
| e 1 v P e o —Section
SRS | 1.1
Your Mo, Tireeesttso ; of, {dmre)

The follewing line's have been made alive and the block imposed on these Ene/s miy be cancelled:-

Private Mo — e

(Mame)
Recerved by vttt
(MName)
Form ETR-2 (Part-A)
s RATLWAY
SHUT DOWN NOTICE ON TRACTION OVERHEAD OR OTHER ELECTRICAL
EQUIFMENT

Seral Na. Dobe i

Time Hr . e ML
From, o, i Pt s
Trction Power Controller

| PRI LU R d e V HELTRE: e L AR B S R R R RN

| berelry declure that the fullowitg elecirical equipment/s has! hive been isolated. The equipment

shag be earthed sccording to standing instructions commencing any work or prior to issoe of

Penmitto-work ;-

Stwte below exuctly which section!d (Sector, Sub-sector, Elementary Section, ete.) of the electrical
equipment has' have been isolated -

Lines holatod Liimits of isolation

aaaBbEr e g AT BEEEASA A BEE 444 8BS A S E B A

Lime/s (o b cleared by Time

L e e T T P PP LTI T

FE¥
: a:g
£F 3

Privalo No  _......ccrrrmmrrmresmrmerere
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Form ETR-2 (Part-B)
—— YIRS
SHUT DOWN NOTICE ON TRACTION OVERHEAD OR OTHER ELECTRICAL
EQUIPMENT

Sertal No. Dats. i -

Frowm, To,
e PP, 4 Traction power controfler,

Local carths have been applicd af the following peints:-

e ing earthed af structured Nos. oo

ssimpsriiemssssenLime earthed ot structured Nos ...

The following permit to work have been issued on the sutharity and | am responsible for the permit
1 work:-

Permit to work”
Nos,

g 1T S PP R —— P rT—
Time of issue LT T e A T T —
Dept, lssued 1o S diasatiisiaa i TR GRS O

Porson M-olergo OF  cociiiaiimiitin s ssvd sonivinanmnassn  Udnrnt Vabins e i vt ie
winrk

Private Na,
Sene by

{Nutamee)
Recetved by

(Numie)




6169
7166/2023IQloREDTURDSQ Srvioe e, | | Toined et iSO e e i |

225EN Tmpts Phuae 3ie AT Trsctsm Power Supsls.

Form ETR-2 (Part-C)
i RAILWAY

SHUT BPOWN NOTICE ON TRACTION OVERHEAD OR OTHER ELECTRICAL
Serial No,

R

Traction Power Controller

My No. . -

I hereby doclare that the work on or near electrical equipment's which hawhave been itolated has
been completed. All men and maierials have been w wi and the men bave been warned that it is

E: Innbpznmfc to work an or scijpcent o elecirical equipments. AN Permits<io-work issued by me

withdrawn and cancelled. All local eanlis have been removed, and the electrical
equipment/s can be made,nlive,
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Technicsl speodcaiion for SCADA wyeem for 28 KV md
MLV Simgle Phase SiHr AC Tracues 'mwer Suppls

General Report No. REPORT/SCADA/G/L
Complete event report in chronological order

MNamie of Railway & Division:
Duration: From: Date............. Time........ hrs, To Dae ..ovenenes Timie ... s (Doration: shall
be user seleciable in verm of date and time)
i Time Post Name of RUDO/AL alarm elc. operaled
General No. REPORT/SCADAG O
Daily Maximum/ Minimum ¥, I, PF, MVA & MD
Name of Railway & Division:
Name of TSS:.. ... (User seleciuble)
DR i vanniis Thme: e |1 — <+ Hrs (Date & Time shall be user selectable]
Pammeter Uit Value
Incoming voltage | Min, Kv
Max, Ky
TR-1 LY carrent Max A
OT] (max.) C
L. WTI (max. ) 'c
TR-2 LV curremt Max. A
| OTT (max.) o
WTI {max.) s
25 Kv Feeder-1 Max, current M
| current {CB...)
25 Kv Feeder-2 Mux. current A \
cuttrent (CB...) o
23 KV Feeder Min, Kv
volinge M, kv
Others Max, MVA MVA
Max. MD MW
| Min. posver fiictor -
Frequency (min ) He
Frequency (max. ) Iz
Avp. Power factor
Note;

The number of Transformer and Feeder memioned in the format are mdicative only; the

format can be modified as per field requirement.

i
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Trudemivad ypesifaniinm fer RCADRA syssen B 130 imal
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Nume of Bailway & Division:
Dumtion:  From: Date......ooo. Time...... w hrsi To Date oieins T oo Jirs (Duration
shall be user selectabile [n term of date and time)

Date Section/ Girant Grint | Caneel | Awvailed | Availed less | MM | Opemtor
Equpnwnt | duration | tme | tme | dumation or Burst 1 code
{Minute} (Mimate) | (Minute)
Down time Report of the post

NWime of Railway & Division:

[nee: TR vonnniensiins MO Ceviddeinnin (Date aholl be user selecble)

[ Time of Time of communication Duration af poat
commumcation fail Tesinre fudled
Date Time Date Time Minutes
Maily Maximum Demand in MVA & MW

Mume of Hailway & Division:

Mome of TS {User selectable: All the post (TSS) of the work station shall be displayed m
drop down menu of name of post. The facility shall be availsble to select uny number of TSSut a

time by the user)
Date: ..oiviienioinn (Date shall be user selectable)
Time Mame of TSS | Name of 155 2 Mameof TS5 3
MVA | MW | MVA | MW | MVA |MW
00, 05y (0, 15
o) 16 030
m31 0045
46 D0L60
[T 0.1.15
e
Dz
Tmaigenn
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TROCSCADADTS | D25V Singie Phase SiLe A Traction Fowe Supply

Tripping Report No, REPORT/SCADATT
TS5 wise CB Tripplng alongwith Protection relays acted

Meme of Railway & Division:

Mume of Post : ... user selectable)
Duration: From: Date............. Time........ hre. To Date ......... Time........hss (Duration shall be
iner selectable in term of date and time)
Post |[(B Trip Trip Name of | R&X | faul Fault Actun] | Close time
Mumber | date time relays valve | Current | distance | location | Cormmmanded”
acted | shown in | of fult Uncommand
SCADA | (entry by | ed)
- mm
| |
Mote! R&X, fault current, Ml distance are only applicable for Rev, | & Rev,2 SCADA subject 1w 3
these parameters recorded by feeder pratection retay and communicated with RTU. e
Tripping Report No. REPORT/SCADAT2
TSS wise Summary of CB Tripping

MWime of Roilway & Division:

Duration: From: Dute. ... Time,....... hs To Date ............Time........ tirw (Duration shall
be wser selectable i term of dote and time)
Posi CB Number Number of tripping
Tripping Report No. REPORT/SCADATA

Total CR/Interrupter operation report
MNume of Roilway & Division: U

Mume of Post.....ccoin.- {user selectuble)
ChRAmermapter number:. ... {User seleciable)
Durations  From: Dafe............. Time..... ... hrs. To Date ........... TFime ....... hs (Duration shall
b wier sclecmble in torm of dete and time)
51 No. Dale & time of Tripopen/ Reluy Acted Operation type
Close {SCADA, Fault,
Mumual)
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"TexSpubind wpex ilomtinen R HCADA pyoiem oo 23 LY i
Sy Bisgle Fesse Nikks AC Eractien Bower Supply.

Measurand Datn & Gruph Report No. REPORT/SCADADA

1.V, I, PF, MVA & MD data sheet of TSS

Name of Railwiy & Divislon:
Mame of TSS:,,........ Lol user selectuble)
Daration:  From: Date.............. Time,...,... hre. To Date ............ Time ......... hrs
(Drurntion shall be uer selectable in term of date and time])
Dute | Time iy | F-1 | TH=2 | Fesder | Fosller | PF | K¥ MVA | MD | Cap
Volmge | LV |1V |1 1 Voltsg Hank
(1<) Cureent | Ciarreist | Cuerent | Currest ¢ current
(Amp) | (Amp | A A {Kv)
. 1. Voltage datn sheet of SP
[hze Time 27 Ky Voliage -1{Kv) 28Ky Voltage -2 (Kv})
Note: The number of Transformer, Feedor & shnamt capacitor hank are indicative only; the
format can be modified as per field requirement
&

== T
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Graph of lead Carrent & 'm:np of TSS

Name of Railway & Division:

Name of TSS:.............. user selectoble)

[uration: From: Date............. Time....... e To Date ............Time ....... hrs ( Durstion shall
be user selectnble in term of date and time)}

X axis: Time

¥ ois: mm.ﬂmmwmmﬂmﬂluz_mtﬁﬂﬁh of Voltage, totul current, Feeder-1, Feeder-
. current shall be user selectuble.  Any one or multiple parameters shall be seleciable to
view lhu graph}

O

Curromt
Volmge

—_—

—_— Tume

Measurand Data & Graph Report No, REPORT/SCADA/MNI
Graph of MVA, MD & I'F of TSS

Name of Railway & Division:
Name of TSS:.............{user selectable)
Duration:  From: Date.............Time.,.,.... hes, To Date ... Time, . ,....Jww (Dusstion shall

be user selectable in term of date and time) 0
X axis : Time )
¥ axis; MY A, MD & Power facior in different color (The Graph of MV A, MDY and power facior

shall be user selectable.  Any one or multiple parnmeters sholl be seleciable 1o view the
graph)

—_— MVA & MD

—3 Power lacior

i




MNamo of Raitwuy & Division:

e |

Techniosl epeveficatiom R STALA mrmmen B 13 0 anil
ALY Sligle Plaiia 0E8 AL Tiisiimas Fisses Siipedy

Dt ..o (Daite shill be uber selectable)

I. CB Tripping more than 2 (eonfigurable) rimes

6175

CB [ 755 [Time| Relay | Value | Locmtionef |  Actual Time of Time
Nao. opernted | of R & | fault shown | lecationof | CBelosed | between
X at SCADA | fault (w0 be cB
(based o feed by tripped
[X] value | operstor) und CB
read by closed
relny / [X]
ohm/Em )
2, RTU down more than |3 (configurabie) minubes
Post “Time of Time of communication Dhuration of post fsiled
communication fuil restone
3. MDD Alarm
T58 MD sct value Time of MD alarm Thme of MD alarm reset (MD
normal) & MD value
4, Maximiim [ Minimim V. L PF, MVA & MD D
T55 Incorning Transfinmer Max. foeder MVA | MD | PF | Minimum
voluge LV current current Voltage
(Muax.)
Min | Max, | TR-1 | TR-2 | Feeder | Feeder | Mux. | Max. [ Min | 5P1 | P2
| 2 ’
curreit | curnent
(Cl?j {CB...)
Unit | Kv | Kv | Amp | Amp | Amp | Amp | MVA | MVA Kv | Kv
3, Duly Feed Extension
5P Bridging Interrupter | Time of closing Time of opening
i
6. Daily Grd filure B
TS5 Time of incoming Time of s Duration of faiture in
(Girid wupply) Fail supply (Grid supply) | minutes
restore

Note:  The sumber of Transformer and Feeder mentioned in the format are indicative only; the
formal can be modified o per field requirement.
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LIST OF ARBREVIATIONS ANNEXURE.12
Abbreviation Full Farm of the Abbreviation
ARC Addendum & Corrigendum
AFLN Automatic Fault Localization
Al Ampere Hor
Al Annlog lnput
AMC Anmial Mamtenance Contract
AP Aur Pressure
ATP Auto Trunsformer Post
AT Auto Transformer
AVR Automatic Volage Regulator
BM Bridging Interrupter
B Circuit Areaker 0
D Compact Disc =
CEA Central Electricaty Authority
[ Cormmon Maode
COMTRADE Conymon Format for Transient Data Exchange for
Power Systems
ru Ceritral Proceszing Unit
CENELEC Furopean Committee for Electrotechnical Standardization
CRCA Cold Rolled Close Annealed
L7 8 Current Trangformer
CTRC Chief Triction Power Controller
CDr Common Data Fornmt
Dl Digital Input
DM Differentinl Mode
DO Digital Qutput Oy
DLMS Device Langunpe Message Specification
DsM Devistion Settlement Mochanizm
DPR Distance protection relay
DMZ De militarized Zone
DVD R/'W Digital Versatile Disc Rend W rite
EHV Extra High Valtage
EMI Electromagnetic Interference
EMC Electromagnetic Compatibility
EMS Energy Management System
EUT Eguipment Under Test
FCB Fetder Circuit Breaker
FUN Function
GPS Global Positioning System
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b gl S

Gap Cias Presure
Gul Graphical User Interface
oM High-Definmion Multimedia [nterface
HDD Hard Dk Dirive
HIPS Hout Infrusion Prevention System
HMI Humuon Machinge Interface
HVCB High Voltage Circuit Breaker
Hr High Tension
ccr Inter Conirol Center Communication Protocol
T Inverse Definite Mimum Time
IcT Interposmg CT
IEC Intgrnational Electrotechnical Comimission
15 Indian Standard
IACS Industrial Auwtomation & Control System
{ ICS Industrial Control System
D& Intnision Deteotion Sywtem
IaC Identification and Authenbiontion Control
T Information Technology
LED Light Emitting Diode
LT Low Tension
10A [nformation Object Address
10L Insulated Overlap
o Input-Ohitput
INF Information Mumber
I Ingress Protection
{151 Intrusion Prevention Sysiem
IED= Intelligent Electronic Devices
€ LAN Loeal Arca Netwark
' LoC Load Dispaich Cenire
MD Maximum Demand
MMI Man Machine Interface
MODEM Modulation-Demodulstion
MPLS Multiprotocol Libel Switchinig
MW Mege Wan
MVAR Megn Vaoll Ampere Reactive
MVA Migs Valt Ampere
NAS Natwork Attached Stomge
NC Mormally closed.
NIC Network Interfnce Controller
KIFPES Nitrogen Injection Fire Protection & Extinguishing Systom
RO Normally open
s
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NDLE-HWH RNew Delhi-Howrah
NDLS-BCT Now Delhi- Bombay Central
NMS Network Manogement System
OHE Overhend Equipment
OCR Owver current relay
OEM Orvigirial Fouiprment Manuficlurer
OFC Optical Fiber Commumication
OLTC On loasd Toap Chisnger
ONAN O8] Matural Air Natural
ONAF il Matural Adr Force
OFAF il Foree Air Force
0] Open Platform Communication
Ows Operator Work Station
FB Power Block
PCs Personal Computer
PCEE Principal Chiel Electricul Engincer
PF Power Faitor
PRD Pressure Relief Device
rsu Power Supply Unit
T Potential Trans{ormer
PFTFF PT Fuse Failure
RC Retum Conduciors.
RCC Remoto Control Centre
RDS0O Risearch Design and Standard Organisation
RIC Real Time Clock
RTOS Renl Time Operating System
RTU Remote Terminal Unit
RTD Resistance Temperature Detector
SCADA Supervisory Control and Data Acquisition System
SCRO Select check-before-Execute Opernie
SFTP S5H File Transfer Protocol
SLDC State Load Dispatch Centre
sr Sectioning aml Parnlleling post
Ssp Sub-sectioning and Paralleling post
55D Solid State Drive
S&T Signal and Telecom
SMT Surface Mounting Technology
SoE Sequence of Event
SNMP Simple Metwork Management Protocal
S5E Sr, Section Enginoer
5Tm Synchronous: Transport Module
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UsB

Suite Encrgy Managemunt Centro
Subeurban

Transmission Control Protocol/Internet Protocel
Total Harmadnic Dislonion

Traction Distribution

Tmetion Power Controller

Traction Sub-station

Uy imterrupted Power Supply
Unified Threm Management
Universal Serial Bus

Visualvideo Displuy Unit

Valve Rogulnied Lead-Ackd Batery
Wrang Phase Coupling
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